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A vendor-neutral OAuth 2.0 / OpenID Connect engine for Elixir APIs that need modern token security, with first-class support for sender-constrained access tokens: DPoP and mutual TLS. It also provides the conn-free protocol pieces for JAR, JARM, token introspection, and FAPI 2.0 Message Signing.
Where it fits
Most Elixir authentication libraries focus on the application session: signing
in with an external provider, managing user accounts, or creating Phoenix
session cookies. Attesto sits on the token side of the boundary: short-lived,
scoped, locally-verifiable OAuth/OIDC tokens for APIs and machine clients.
That matters for everyday APIs as much as specialized high-assurance systems:
as exploit discovery gets cheaper and faster, stolen bearer tokens and
long-lived credentials become weaker defaults.
Use it when you need to:
	Verify standards-based API tokens in a resource server. Attesto verifies
JWT access tokens locally by signature, audience, issuer, and optional
sender constraint. A stolen sender-constrained token is not enough to call
the API without the holder's DPoP key or client certificate, and no token
database or introspection call is required for the normal access-token path.

	Issue tokens from your own authorization server. Attesto provides the
protocol pieces: JWT access tokens, ID tokens, JWKS/key handling, DPoP,
mutual-TLS binding, authorization-code helpers, refresh-token rotation,
signed authorization requests, JARM response JWTs, token introspection,
scope algebra, and OAuth error/challenge helpers. Machine-to-machine access
can use OAuth client credentials with short-lived scoped tokens instead of
long-lived API keys. Transport and persistence remain separate;
attesto_phoenix supplies the Phoenix/Ecto layer.


This is different from session-oriented libraries such as Ueberauth, Assent,
Pow, AshAuthentication, or mix phx.gen.auth: those help your application
authenticate users. Attesto helps your application issue or verify OAuth/OIDC
tokens.
Attesto is the engine, not the framework. It mints and verifies JWTs, binds
them to a sender, and validates proofs and scopes. You bring the principals,
the keys, and the policy. It carries no opinion about your identity provider,
your web layer, or your persistence.
If you want a batteries-included Phoenix authorization server, use
attesto_phoenix on top of
this package: endpoints, router helpers, and Ecto-backed stores wired together.
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Why this library
	Vendor-neutral. No coupling to Auth0, Okta, Cognito, or any particular IdP. The token shape is yours, and the same issuer can serve several kinds of principal (a machine client, a human session) from one signing key and one verifier.
	Sender-constrained by design. DPoP (RFC 9449) and certificate-bound tokens (RFC 8705) are part of the core, with the cnf binding matrix enforced on both issue and verify.
	Short-lived and locally verifiable. Access tokens are signed JWTs that resource servers can verify without a shared token database. Refresh-token rotation, reuse detection, and revocation hooks cover the stateful parts that should stay stateful.
	Protocol, not policy. Attesto selects keys by key ID (kid), verifies the configured signing algorithms, canonicalises thumbprints, compares in constant time, and rejects replay. Whether a given principal may hold a given scope stays in your application.
	Pluggable keys. Use the bundled static keystore (which derives the public half from the private key so the two can never drift), or implement the Attesto.Keystore behaviour against your own KMS or rotation story.
	Cross-language parity. The test suite verifies Attesto-issued tokens and proofs against a reference implementation in another language, so the wire format is exactly what other ecosystems expect.

Installation
def deps do
  [
    {:attesto, "~> 0.8"}
  ]
end
Usage
Configure once
Declare the principal kinds your issuer serves, point Attesto at a keystore, and name your issuer and audience.
config =
  Attesto.Config.new(
    issuer: "https://api.example.com/",
    audience: "https://api.example.com/",
    keystore: Attesto.Keystore.Static,
    principal_kinds: [
      Attesto.PrincipalKind.new("client", "oc_",
        required_claims: [{"client_id", :non_empty_string}]
      ),
      Attesto.PrincipalKind.new("user", "usr_",
        required_claims: [
          {"act", :non_empty_string},
          {"sid", :non_empty_string},
          {"token_version", :non_neg_integer}
        ]
      )
    ]
  )
The static keystore reads its signing key from application config:
config :attesto, Attesto.Keystore.Static,
  signing_pem: System.fetch_env!("OAUTH_SIGNING_PRIVATE_KEY_PEM")
Mint and verify a token
{:ok, token} =
  Attesto.Token.mint(config, %{
    kind: "client",
    sub: "oc_live_4f2a",
    scopes: ["documents.read", "documents.write"],
    claims: %{"client_id" => "oc_live_4f2a"}
  })

# token.access_token  -> the compact JWS
# token.token_type    -> "Bearer"
# token.expires_in    -> 900
# token.scope         -> "documents.read documents.write"

{:ok, claims} = Attesto.Token.verify(config, token.access_token)
# claims["sub"]   -> "oc_live_4f2a"
# claims["scope"] -> "documents.read documents.write"
Sender-constrain a token to a DPoP key
Pass a JWK thumbprint at issue time, then verify the proof and the binding together on each request.
{:ok, token} =
  Attesto.Token.mint(config, principal, dpop_jkt: proof_key_thumbprint)
# token.token_type -> "DPoP"

{:ok, proof} =
  Attesto.DPoP.verify_proof(dpop_proof_jwt,
    http_method: "POST",
    http_uri: "https://api.example.com/documents",
    access_token: token.access_token,
    replay_check: &Attesto.DPoP.ReplayCache.check_and_record/2
  )

{:ok, _claims} =
  Attesto.Token.verify(config, token.access_token, dpop_jkt: proof.jkt)
A DPoP- or mTLS-bound token presented without (or with a mismatched) proof is rejected, and a proof presented against a token that is not bound that way is rejected too.
Authorization request and response JWTs
Attesto verifies signed authorization request objects (JAR / RFC 9101) and can
build signed authorization responses (JARM). Profile policy is explicit data:
the generic defaults stay broadly OpenID-compatible, while
Attesto.RequestObject.Policy.fapi_message_signing/0 applies the FAPI 2.0
Message Signing request-object rules.
policy = Attesto.RequestObject.Policy.fapi_message_signing()

{:ok, request_claims} =
  Attesto.RequestObject.verify(request_jwt, client_jwks,
    [issuer: client_id, audience: config.issuer] ++
      Attesto.RequestObject.Policy.to_verify_opts(policy)
  )

{:ok, response_jwt} =
  Attesto.JARM.response_jwt(config, client_id, %{
    "code" => code,
    "state" => state
  })
Attesto.AuthorizationRequest.validate/2 accepts :request_object_policy,
:request_object_jwks, and :request_object_audience options so a transport
layer can enforce request-object policy while keeping controller code thin.
Token introspection
Attesto.Introspection implements the RFC 7662 active-token decision without
owning an HTTP endpoint. Access tokens are introspected with the same verifier
used by resource servers, except the sender-binding proof match is skipped so
the response can echo cnf for the resource server to enforce. Refresh tokens
are active only while present, unconsumed, and unexpired in the configured
Attesto.RefreshStore.
response =
  Attesto.Introspection.introspect(config, token,
    refresh_store: MyApp.RefreshStore,
    token_type_hint: "access_token"
  )

{:ok, signed_response} =
  Attesto.SignedIntrospection.response_jwt(config, resource_server_id, response)
The signed response helper emits the RFC 9701
application/token-introspection+jwt payload; the HTTP endpoint and content
negotiation belong to the host or integration layer.
Match scopes
catalog = Attesto.Scope.new_catalog(~w(documents.read documents.write reports.read))

Attesto.Scope.grants?(catalog, ["documents.*"], "documents.write")
# => true

Attesto.Scope.grants_all?(catalog, ["documents.read"], ["documents.write"])
# => false
What you supply / what's in the box
	What you supply	What's in the box
	Principal definitions (Attesto.PrincipalKind)	Token issue and verify (Attesto.Token)
	Signing / verification keys, rotation (Attesto.Keystore)	JWS signing, kid selection, claim validation
	Authorization policy ("may this principal do X?")	DPoP proof verification + replay protection (Attesto.DPoP)
	HTTP layer, routing, plugs	mTLS certificate-binding checks (Attesto.MTLS)
	Persistence, sessions, IdP integration	Scope grant-form matching (Attesto.Scope)
	Issuer / audience values (Attesto.Config)	JAR, JARM, and introspection primitives
	Client stores, PAR stores, endpoint rendering	Canonical SHA-256 thumbprints (Attesto.Thumbprint)

If a decision depends on your business rules, it is yours. If it is a wire-format or cryptographic check defined by an RFC, it is Attesto's.
RFC coverage
	RFC	Title	Status
	RFC 7519	JSON Web Token (JWT)	Supported
	RFC 7515	JSON Web Signature (JWS)	Supported
	RFC 7517	JSON Web Key (JWK)	Supported
	RFC 7638	JWK Thumbprint	Supported
	RFC 7800	Proof-of-Possession Key Semantics (cnf)	Supported
	RFC 8705	Mutual-TLS / Certificate-Bound Access Tokens	Supported
	RFC 9449	Demonstrating Proof of Possession (DPoP)	Supported
	RFC 6749 §4.1	Authorization-code grant (single-use, PKCE-mandatory)	Supported
	RFC 6749 §6 / §10.4	Refresh-token rotation + reuse detection	Supported
	RFC 6749 §3.3	Access-token scope	Supported
	RFC 7523 §4	JWT-assertion grant (jwt-bearer; ID-JAG draft)	Supported
	RFC 8707	Resource Indicators (resource → token aud)	Supported (one or more resources; Attesto.ResourceIndicator)
	RFC 9470	Step-Up Authentication Challenge (acr/auth_time)	Supported (Attesto.StepUp)
	RFC 8628	Device Authorization Grant (device_code/user_code polling)	Supported (Attesto.DeviceCode)
	RFC 7636	Proof Key for Code Exchange (PKCE)	Supported (S256)
	RFC 8414	Authorization Server Metadata (discovery)	Supported
	RFC 9728	Protected Resource Metadata	Supported
	CIMD draft	Client ID Metadata Documents (https-URL client ids)	Supported
	RFC 7517	JSON Web Key Set publication (JWKS endpoint)	Supported
	RFC 7009	Token Revocation (refresh-token family)	Supported
	RFC 9449 §8	DPoP server-issued nonce	Supported
	RFC 9068	JWT access-token typ: "at+jwt" header	Supported
	RFC 9101	JWT Secured Authorization Request (JAR)	Supported
	JARM	JWT Secured Authorization Response Mode	Supported
	RFC 7662	OAuth 2.0 Token Introspection	Core primitive
	RFC 9701	JWT Response for OAuth Token Introspection	Core primitive
	FAPI 2.0 Message Signing	JAR/JARM/signed introspection primitives	Core primitives

Plug integration (optional)
The core is plain functions, but a thin optional Plug layer wires them to
a Phoenix/Plug pipeline so you don't hand-roll header parsing, htu
construction, replay enforcement, the mTLS thumbprint handoff, or the
standard error responses:
plug Attesto.Plug.Authenticate,
  config: &MyApp.Attesto.config/0,
  replay_check: &MyApp.DPoPReplay.check_and_record/2,
  cert_der: &MyApp.TLS.client_cert_der/1

plug Attesto.Plug.RequireScopes, ["documents.read"]
Authenticate parses Authorization: Bearer … / DPoP …, verifies the
DPoP proof and the access token (and the mTLS binding when :cert_der
returns a certificate), and assigns the verified claims.
Attesto.Plug.OAuthError renders the RFC 6750 / RFC 9449 responses
(WWW-Authenticate, DPoP-Nonce, invalid_token, invalid_dpop_proof,
insufficient_scope, use_dpop_nonce). Plug is an optional dependency:
add it only if you use this layer. The token-endpoint grant logic stays
yours - client auth, policy, and store wiring are too host-specific for a
fixed plug.
Cluster safety
The engine is pure and stateless, so it is cluster-safe by
construction: the same token/proof verifies to the same result on any
node. All state (authorization codes, refresh-token families, seen DPoP
jti values, DPoP nonces) lives behind storage behaviours whose contracts
mandate the atomic primitives (atomic take, atomic compare-and-set
consume, sticky family revocation). Implement those behaviours over a
shared store (Postgres, Redis) and the whole system is cluster-safe.
The bundled ETS reference stores are deliberately single-node - a
captured credential would otherwise be replayable once per node. Rather
than fail silently, every ETS store (CodeStore.ETS, RefreshStore.ETS,
DPoP.ReplayCache, DPoP.NonceStore.ETS) refuses to boot on a clustered
BEAM unless you pass multi_node_acknowledged?: true, which forces the
choice: wire a shared store, or explicitly accept the single-node
constraint.
Status
A 0.x release: still pre-1.0, so the API may change between minor versions (read the CHANGELOG before upgrading). Implemented and tested: token issue/verify, DPoP, mTLS, scope, keystore, PKCE validation, JWKS publication, OIDC discovery, the authorization-code grant (single-use, optionally DPoP-bound), refresh-token rotation with reuse detection, token revocation (RFC 7009, refresh-token family), signed request-object policy, JARM response signing, token introspection, signed introspection response JWTs, the JWT-assertion (jwt-bearer) grant, RFC 9728 protected-resource metadata, and Client ID Metadata Document (CIMD) verification. The stateful grants run against the Attesto.CodeStore / Attesto.RefreshStore behaviours, with ETS reference implementations included; a production host implements those over its own database (the atomic-take and atomic-consume contracts are documented). Cross-language parity tests check Attesto-issued artifacts against a reference implementation in another language. Pin to ~> 0.8.
Development
mix deps.get
mix test
mix precommit   # format --check-formatted, compile --warnings-as-errors, credo --strict, test

The cross-language parity tests drive a reference joserfc / cryptography
stack in-process via erlang_python and run as part of mix test (they
self-skip when that Python stack is not installed). Install it with
pip install joserfc cryptography against the interpreter erlang_python
loads.
License
MIT, Copyright (c) Neil Berkman. See LICENSE.


  

    Changelog

All notable changes to this project are documented here. The format is
based on Keep a Changelog and this
project adheres to Semantic Versioning.
[0.13.0] - 2026-06-23
Added
	OpenID Connect Logout (RP-Initiated Logout 1.0 + Back-Channel Logout 1.0).	Attesto.LogoutToken mints a signed Back-Channel logout_token
(§2.4): typ: "logout+jwt", the events claim
{"http://schemas.openid.net/event/backchannel-logout": {}}, iss/aud/
iat/jti/short-exp, at least one of sub/sid, and never a nonce.
	Attesto.EndSession is the conn-free RP-Initiated Logout validator:
parse/2 verifies the id_token_hint, resolves the Relying Party
client_id (rejecting a client_id parameter that disagrees with the
hint's aud), and extracts the session sub/sid; confirm_redirect/2
honors a post_logout_redirect_uri only on an exact match against the
client's registered set and appends state — an unregistered or
unidentifiable return URI is refused (no open redirect).
	Attesto.IDToken gains a sid claim (:sid mint option, OIDC Back-Channel
Logout §2.1) and verify_logout_hint/2, which validates a hint's signature	issuer while tolerating expiry and reading the RP from aud rather
than requiring it up front (RP-Initiated Logout §2).


	Attesto.LogoutSessionStore behaviour: the OP-side
(sid, client_id) -> backchannel_logout_uri delivery map, with an atomic
take_targets/1 (enumerate-and-delete) so concurrent logouts cannot
double-deliver.
	Discovery (Attesto.Discovery) gains end_session_endpoint,
backchannel_logout_supported, and backchannel_logout_session_supported.



[0.12.0] - 2026-06-23
Added
	RFC 8628 Device Authorization Grant. New Attesto.DeviceCode primitive
(issue + the §3.5 polling state machine: authorization_pending / slow_down
/ expired_token / access_denied, expiry-beats-approval, single-use
consume), Attesto.DeviceCode.Grant, the Attesto.DeviceCodeStore behaviour
(every transition a single atomic guarded operation), and an ETS reference
store. The user_code uses an ambiguity-free base-20 alphabet and is
normalized + charset-validated before any store lookup. device_authorization_endpoint
is now an accepted RFC 8414 metadata field.

[0.11.0] - 2026-06-22
Added
	RFC 9470 Step-Up Authentication Challenge. New Attesto.StepUp +
Attesto.StepUp.Requirement primitive: a requirement is accepted acr_values
and/or a max_age freshness bound; evaluate/3 checks a verified token's
acr / auth_time claims (conjunction, fail-closed on absent/malformed) and
returns the §3 challenge params.
	Attesto.Token.mint/3 accepts optional :acr / :auth_time, written as
access-token claims (the carrier a resource server enforces step-up against).
	Attesto.RefreshToken carries the original acr / auth_time across rotation
unchanged, so a refresh-minted access token reports the real authentication
event (auth_time is never re-stamped).
	Attesto.Plug.OAuthError.insufficient_user_authentication/4 (the RFC 9470 §3
401 challenge) and a :step_up option on Attesto.Plug.Authenticate that
enforces a per-route requirement after token verification.
	acr_values_supported is now an accepted protected-resource-metadata host
field (RFC 9728), so a resource server can advertise the acr values it can
demand.

[0.10.0] - 2026-06-22
Added
	RFC 8707 Resource Indicators. New Attesto.ResourceIndicator primitive
(validate/1 for §2.1 absolute-URI syntax over the scalar/array resource
parameter; authorize/2 for §2.2 allow-listing → :invalid_target).
	Attesto.Token.mint/3's :audience option now accepts a list of resource
identifiers, written as a JWT aud array (a single resource still collapses
to a string). Token.verify already checks array membership, so a resource
server validates that its own identifier is in aud.
	Attesto.AuthorizationCode / Attesto.RefreshToken bind a resource set
alongside scope; refresh rotation carries it and narrows it subset-only (a
requested resource outside the granted set is :invalid_target).
	Attesto.AuthorizationRequest parses and validates the resource parameter,
surfacing a malformed value as a redirectable invalid_target error.

[0.9.0] - 2026-06-21
Changed
	Attesto.Plug.Authenticate bearer presentation methods are explicit and
header-only by default. The new :bearer_methods option accepts :header /
"header" and :body / "body"; it defaults to [:header]. A resource
server that intentionally accepts RFC 6750 §2.2 form-body access_token
credentials must opt in with bearer_methods: [:header, :body] and advertise
the matching bearer_methods_supported metadata. URI-query bearer tokens
remain unsupported. DPoP, mTLS, and host-provided :credential_from_conn
fallback credentials are unchanged.

[0.8.1] - 2026-06-21
Changed
	Attesto.Plug.OAuthError.insufficient_scope/4 now honors the transport
hooks. The 403 scope-rejection path threads the same :send_error,
:www_authenticate, and :no_store options unauthorized/4 already honored,
so a resource server can override the 403 response envelope and inject a
per-conn challenge (e.g. a request-derived RFC 9728 resource_metadata
pointer) on the scope-rejection path, not just the authentication-rejection
path. The insufficient_scope code, 403 status, and the error_description /
scope challenge semantics remain owned by the renderer; the default response
is byte-identical when no hooks are passed.
	Attesto.Plug.RequireScopes now threads those transport hooks onto both
the 403 insufficient_scope and the 401 invalid_token it renders, alongside
the existing :resource_metadata pointer. Previously they were dropped, so a
host could not override the scope-rejection envelope through this plug.

[0.8.0] - 2026-06-20
Added
	Attesto.ProtectedResourceMetadata — renderer for the RFC 9728 OAuth 2.0
Protected Resource Metadata document (the resource-server analogue of
Attesto.Discovery). metadata/2 returns the string-keyed map a resource
publishes at /.well-known/oauth-protected-resource: the REQUIRED resource
identifier (defaulting to config.audience, overridable via :resource) plus
the nil-droppable RFC 9728 §2 host fields (authorization_servers,
jwks_uri, scopes_supported, bearer_methods_supported,
resource_signing_alg_values_supported,
authorization_details_types_supported, the resource_name/documentation/
policy/ToS members, tls_client_certificate_bound_access_tokens,
dpop_bound_access_tokens_required, dpop_signing_alg_values_supported, and
signed_metadata). A present-but-malformed :resource (the REQUIRED member)
fails fast with ArgumentError. Conn-free; mounting a serving endpoint is the
host's concern.

	RFC 9728 §5.1 resource_metadata challenge pointer.
Attesto.Plug.OAuthError.unauthorized/4 and insufficient_scope/3,4 now
append a resource_metadata="<url>" auth-param to the WWW-Authenticate
challenge when a :resource_metadata opt is present, so a client refused with
401/403 can discover the resource's protected-resource metadata (and thereby
its authorization server). Threaded through Attesto.Plug.Authenticate
(:resource_metadata init opt) and Attesto.Plug.RequireScopes
(:resource_metadata init opt). Omitted when unset.

	Attesto.Token.mint/3 :audience option — a per-call override for the
access token's aud claim, defaulting to config.audience. RFC 8707 §2: when
a token request carries a resource indicator the access token's aud MUST
identify that resource; the host derives the resource identifier and passes it
here. The override is conn-free and does not mutate config, so one issuer can
mint resource-audienced tokens for one grant without changing aud for any
other. A present-but-malformed override (a nil, "", list, or other
non-string) is rejected {:error, :invalid_audience} rather than minted, so a
miswired resource cannot produce a malformed aud.

	Attesto.IdentityAssertion — verification for the Identity Assertion JWT
Authorization Grant (ID-JAG), the resource Authorization Server's half of
draft-ietf-oauth-identity-assertion-authz-grant-04 (the grant behind MCP
Enterprise-Managed Authorization). Conn-free and side-effect-free:
verify/3 checks the assertion's signature against a caller-supplied trusted
issuer JWKS (kid selection, RS256/PS256/ES*/EdDSA) and enforces the
draft's claim rules — JOSE typ pinned to oauth-id-jag+jwt, iss matches
the trusted issuer (NOT the client_id), aud is exactly this server's
issuer (strict single value), the required iss/sub/aud/client_id/
jti/exp/iat claims, client_id binding, and exp/iat/nbf skew with
an optional :max_lifetime_seconds bound. peek_issuer/1 reads the
unverified iss so the caller can select the trusted issuer before verifying.
The stateful concerns (JWKS fetch/cache, jti replay, subject resolution,
error mapping to RFC 6749 invalid_grant) belong to the attesto_phoenix
token layer. Distinct from private_key_jwt client auth (RFC 7523 §3) and the
RFC 8693 token-exchange grant (which runs at the IdP).


[0.7.2] - 2026-06-16
Added
	Attesto.CodeStore.get/1 (OPTIONAL callback) — read a stored authorization
code WITHOUT consuming it (unlike take/1). Implemented by the bundled
Attesto.CodeStore.ETS. Lets the token endpoint run read-only pre-checks
(e.g. a holder-of-key requirement) without burning the single-use code.
	Attesto.AuthorizationCode.dpop_bound?/2 — returns whether a stored code
is bound to a DPoP key (RFC 9449 §10), via the store's non-consuming get/1.
Used to surface a holder-of-key (invalid_request/invalid_dpop_proof)
rejection ahead of the client-auth error at the token endpoint (FAPI2
ensure-holder-of-key-required), without consuming the code. Returns false
when the store has no get/1, so behaviour is unchanged for stores that
don't implement it.

[0.7.1] - 2026-06-14
Security
	Refresh-rotation grace no longer replays an already-rotated successor.
RefreshToken.rotate/3's within-grace idempotent-retry path returned the
parent's cached successor without checking it was still the live, unconsumed
leaf. After A → B → C, a replay of the captured parent A inside the grace
window re-issued B (and minted a fresh access token from it) instead of
detecting reuse — suppressing the OAuth 2.0 Security BCP §4.13 captured-token
signal and forking a live chain. The grace retry now confirms the cached
successor is still unconsumed; if it has been rotated onward, the replay is
treated as reuse and the whole family is revoked.

Added
	Attesto.AuthorizationRequest carries dpop_jkt. The validated request
now exposes the RFC 9449 §10 dpop_jkt parameter, read from the EFFECTIVE
(post-request-object-merge) params — so a signed request object's dpop_jkt
is authoritative and an unsigned outer-query value is ignored when a request
object is present. (Consumed by attesto_phoenix's authorization endpoint,
which previously read it from the raw outer query.)

[0.7.0] - 2026-06-14
Added
	Attesto.ClientIdMetadata — the pure core of Client ID Metadata Documents
(CIMD, draft-ietf-oauth-client-id-metadata-document-01). CIMD lets a client
identify itself with no prior registration by using an HTTPS URL as its
client_id; the authorization server dereferences that URL to a JSON client
metadata document. This module is the conn-free, HTTP-free half:
client_id_url?/1 and validate_client_id/1 enforce the draft §2 URL grammar
(https, path required, no fragment/userinfo/dot-segments); validate_document/2
validates a fetched document (the client_id must equal the URL, no shared
symmetric secret / client_secret_* auth method, a non-empty redirect_uris)
and normalizes it into the same client shape the RFC 7591 registration path
produces. The network half (SSRF-guarded fetch, caching) lives in
attesto_phoenix; this module touches no socket and adds no dependency.
	Attesto.Discovery advertises the client_id_metadata_document_supported
authorization-server metadata field when the host enables it.

[0.6.16] - 2026-06-13
Fixed
	Authorization-code redemption is now atomic.
Attesto.AuthorizationCode.redeem/4 no longer records the reuse marker
(consumed_success) itself; that moved to the new finalize/3, which the
caller runs ONLY after the full token response is successfully built. So a
code whose redemption validated but whose downstream issuance then failed (a
mint or refresh-store fault, a host build_principal callback returning the
subject under the wrong key) is left single-use-spent but NOT reuse-flagged: a
replay is a clean invalid_grant instead of a false reuse attack that revokes
the family, and a legitimate retry of a transient failure is not mistaken for
an attack. Previously any post-validation failure permanently bricked the code
AND marked it a successful redemption.
Caller change: after a successful token response, call
AuthorizationCode.finalize/3 to record the reuse marker. The bundled
attesto_phoenix token endpoint (>= 0.7.7) does this. Stores that do not
implement the optional mark_consumed/2 are unaffected.


[0.6.15] - 2026-06-12
Fixed
	Attesto.RequestObject compares the JOSE typ header CASE-INSENSITIVELY
(RFC 7515 §4.1.9 typ is a media type; RFC 2045 §5.1 media types are
case-insensitive). The FAPI 2.0 Message Signing conformance suite signs request
objects with a randomly-cased typ (e.g. OautH-auThZ-REQ+jWt) to exercise
this; the previous exact-match rejected them as invalid_typ, failing the
Message-Signing happy-flow / user-rejects tests at the PAR endpoint. A wrong
type is still rejected; an absent typ is still governed by accepted_typ.

[0.6.14] - 2026-06-12
Fixed
	Attesto.RequestObject.Policy.fapi_message_signing/0 no longer requires the
JOSE typ header on signed request objects - it now accepts an absent typ
(accepted_typ: ["oauth-authz-req+jwt", nil]) while still rejecting a wrong
one. FAPI 2.0 Message Signing §5.3.1 ("shall accept that typ") and RFC 9101 §4
make typ RECOMMENDED, not mandatory, and the OpenID FAPI conformance suite
signs its request objects with no typ header - so the previous strict
pinning rejected every conformant pushed request object and failed the FAPI2
Message Signing certification at the PAR endpoint. typ is still validated for
the RFC 9101 §10.8 explicit-typing defence when a client does send it.

Security
	Attesto.DPoP now applies the strict canonical-base64url check to the proof's
JOSE header (no padding, no non-significant trailing bits) that the
Token/IDToken/ClientAssertion/RequestObject verifiers already apply, so a DPoP
proof header cannot be presented in a non-canonical/aliased encoding.
Defense-in-depth (the signature is verified over the real bytes regardless).

[0.6.13] - 2026-06-04
The FAPI 2.0 Message Signing surface: signed request objects (JAR, §5.3),
signed authorization responses (JARM, §5.4), and token introspection with
signed responses (§5.5). All additions are backward-compatible; behaviour is
unchanged unless a caller opts into the new policy/options.
Added
	Attesto.JARM — JWT Secured Authorization Response Mode (§5.4). Signs an
authorization response (success: code/state; error:
error/error_description/state) into a JWT carrying iss/aud/exp/
iat, using the keystore signing key (algorithm pinned, never none).
	Attesto.Introspection — OAuth 2.0 Token Introspection (RFC 7662). Access
tokens are introspected statelessly with the full Attesto.Token verifier
except the sender-binding proof match (the cnf is echoed for the resource
server); refresh tokens are checked against an Attesto.RefreshStore
(active only while unconsumed and unexpired). Never an error — an invalid,
expired, revoked, or unknown token is reported inactive (no existence
oracle).
	Attesto.SignedIntrospection — the RFC 9701 signed introspection response
(a JWT with iss/aud/iat and a token_introspection claim, JOSE header
typ = "token-introspection+jwt").
	Attesto.RequestObject.Policy gains require_request_object (false in
generic/0, true in fapi_message_signing/0) and
require_request_object?/1. Attesto.AuthorizationRequest.validate/2 rejects
a request that carries no signed request object when the policy requires one
(redirectable invalid_request; non-redirectable when the client is
untrusted, OIDC Core §3.1.2.6).
	Attesto.AuthorizationRequest parses and validates response_mode (the
RFC 6749 query plus the JARM modes jwt/query.jwt/fragment.jwt/
form_post.jwt); supported_response_modes/0 exposes the accepted set.
Trusted redirectable errors carry the requested response_mode and the
client_id so the transport can return the error as a JARM JWT.
	Attesto.Discovery allowlists the RFC 9101 §10.5 metadata members
require_signed_request_object and
request_object_signing_alg_values_supported.
	Attesto.SigningAlg.keystore_algs/1 — the unique signing algorithms across a
keystore's verification keys (shared by the ID Token / JARM / introspection
signing-algorithm metadata).
	Attesto.Token.verify/3 accepts require_confirmation_binding: false to
verify a token's signature/claims while skipping only the sender-binding
proof match (used by introspection); the cnf shape is still validated.
	Attesto.Introspection.introspect/3 accepts an :authorize predicate
(response -> boolean) consulted with the active response before it is
returned (RFC 7662 §4 / RFC 9701 §5: the AS MAY restrict which tokens a
caller may introspect). A non-true return — or a raise — downgrades the
response to %{"active" => false} so a caller not authorized for the token
learns nothing about it. When omitted, every authenticated caller may
introspect any token (the single-trust-domain default).
	Attesto.Introspection surfaces the RFC 7662 sub/scope/client_id/cnf
members for an active refresh token from the stored record's own data
contract (Attesto.RefreshToken build context), when present, so a resource
server — and an :authorize policy — can decide per refresh token rather than
allow/deny every refresh token wholesale. A store that does not populate them
yields the minimal active+exp response.

Security
	Attesto.AuthorizationRequest.validate/2 now judges the OIDC openid-scope
gate for the require_nonce policy on the EFFECTIVE (post-merge) request, so
a direct JAR carrying scope=openid only inside the signed request object can
no longer bypass the host's nonce requirement. A plain OAuth request (no
openid scope) remains un-nonce-constrained.
	Attesto.RequestObject.verify/3 rejects a signed request object whose aud
is an array containing any non-string member (RFC 7519 §4.1.3), rather than
accepting it on a single matching member — matching the hardened
Token/IDToken/JARM audience handling.
	Attesto.RequestObject.verify/3 rejects a request object that itself carries
a request or request_uri claim (RFC 9101 §4 forbids them) instead of
silently dropping them, so a nested-request smuggle fails closed at the
verifier.

[0.6.12] - 2026-06-03
Added
	Attesto.RequestObject.Policy — a data-only JAR verification policy for
signed authorization request objects (RFC 9101). generic/0 is the OpenID
Connect §6.1 baseline (the default: nbf/exp/typ not required);
fapi_message_signing/0 is the FAPI 2.0 Message Signing §5.3.1 profile
(nbf required ≤60 min past, exp required ≤60 min after nbf, JOSE header
typ = "oauth-authz-req+jwt"). Attesto.AuthorizationRequest.validate/2
accepts a :request_object_policy option (default %Policy{}, generic) and
threads it into Attesto.RequestObject.verify/3. An aud that is an array
containing the issuer is already accepted. Behaviour is unchanged unless a
caller opts into the FAPI profile.

[0.6.11] - 2026-06-03
Added
	:accepted_algs option on Attesto.ClientAssertion.verify/5 and
Attesto.RequestObject.verify/3 (default Attesto.SigningAlg.fapi_algs/0),
so the accepted client-authentication / request-object signature algorithms
are caller-supplied policy rather than a hardcoded constant. The default
preserves current behaviour.
	Attesto.SigningAlg.default_client_algs/0 as a named helper for the default
client-presented signature verification policy.
	Strict JAR policy options on Attesto.RequestObject.verify/3 for the FAPI
Message Signing 2.0 (§5.3.1) / RFC 9101 profile: :require_nbf,
:max_nbf_age_seconds, :require_exp, :max_lifetime_seconds, and
:accepted_typ (e.g. "oauth-authz-req+jwt"). :require_nbf/:require_exp
demand a non-negative integer NumericDate (a missing or malformed value
fails); :max_lifetime_seconds requires both nbf and exp anchors. These
default to the prior lenient behaviour, so callers opt into strictness with
explicit policy.

Fixed
	Attesto.RequestObject.verify/3 now honours nbf as a not-before claim
(RFC 7519 §4.1.5): a request object with nbf in the future is rejected as
:not_yet_valid even in lenient mode (clock skew tolerated).

[0.6.10] - 2026-06-02
Changed
	Require a single-valued string aud in client-authentication assertions
(FAPI 2). An array aud is now rejected even when it contains an accepted
value, and the string must match an expected audience exactly.

[0.6.9] - 2026-06-02
Changed
	Restrict client-authentication assertions (private_key_jwt) and request
objects to the FAPI 2 signing algorithms PS256, ES256, and EdDSA. Assertions
or request objects signed with RS256 are now rejected. Attesto.SigningAlg
exposes the permitted set via fapi_algs/0. The provider's own token signing
(allowed/0) is unaffected and still admits RS256.

[0.6.8] - 2026-06-02
Fixed
	Canonicalize DPoP htu URI comparison by ignoring query/fragment,
normalizing scheme and host case, and treating an explicit HTTPS default port
as equivalent to an omitted port. Non-HTTPS URIs, host/path mismatches, and
non-default port mismatches remain rejected.

[0.6.7] - 2026-06-01
Fixed
	Accept DPoP proof iat values up to 60 seconds ahead of the server clock,
matching Attesto's JWT verifier clock-skew policy. Proofs remain
short-lived through max_age_seconds, and replay-cache TTLs now cover the
full acceptance window.

[0.6.6] - 2026-06-01
Fixed
	Sign PS256 JWTs with the RFC 7518 salt length (32 bytes for SHA-256)
instead of JOSE/OpenSSL's maximum salt length. This makes PS256 access
tokens and ID Tokens verifiable by strict FAPI/OIDF validators while keeping
Attesto's key-derived algorithm policy unchanged.
	Treat signed authorization request object parameters as authoritative
(RFC 9101 §6.3). When a request JWT is present, unsigned query parameters
no longer supplement missing signed parameters such as PKCE inputs.
	Require signed request objects to carry iss, matching client_id, and a
configured aud, preventing cross-client or cross-issuer replay of otherwise
valid request objects.
	Reject access-token-shaped payloads during ID Token verification even when the
access token JOSE typ header is intentionally disabled.

[0.6.5] - 2026-06-01
Fixed
	Allow an authorization code that was not pre-bound with dpop_jkt to be
redeemed at the token endpoint with a DPoP proof. Codes explicitly bound with
dpop_jkt still require the exact same proof key at redemption. This matches
FAPI-style DPoP flows where the authorization request does not pre-bind the
code, but the token endpoint proof sender-constrains the access token being
minted.

[0.6.4] - 2026-06-01
Fixed
	Load keystore modules before checking optional callbacks such as
verification_pems/0, key_algs/0, and signing_alg/0. Cold modules now
advertise and use their configured per-key algorithms deterministically
instead of briefly falling back to inferred RSA RS256 metadata.

[0.6.3] - 2026-06-01
Added
	Allow OAuth authorization-server metadata (RFC 8414) hosts to advertise
authorization_response_iss_parameter_supported and
token_endpoint_auth_signing_alg_values_supported. These are host capability
declarations; Attesto still drops nil values and ignores unlisted metadata
keys.

[0.6.2] - 2026-06-01
Fixed
	Unsigned OpenID Connect request objects (request JWTs with alg: "none")
are now rejected with the redirectable request_not_supported error instead
of invalid_request_object. Attesto still deliberately does not accept
unsigned request objects; this change makes the unsupported-feature signal
match OIDC Core §3.1.2.6 and the OpenID conformance suite.

[0.6.1] - 2026-05-31
Added
	Attesto.Test.DPoPVerifier - a server-side DPoP verification harness for
host application suites, the counterpart to Attesto.Test.DPoP. From a plain
request description (method, url, headers) it verifies the presented
DPoP proof and, when verify_token: true, the access token, returning
{:ok, verified} or an {:error, challenge} map carrying the HTTP status,
the WWW-Authenticate challenge, and an optional DPoP-Nonce. It does not
reimplement RFC 9449: it delegates every decision to the production verifiers
Attesto.DPoP.verify_proof/2 and Attesto.Token.verify/3, and mirrors the
resource server's scheme handling (a DPoP-bound token presented as Bearer
surfaces a DPoP challenge, RFC 9449 §7.1; a missing required nonce surfaces
use_dpop_nonce, §8). It depends on neither Plug, Phoenix, nor any HTTP
client, so it runs from any ExUnit suite.

	Attesto.Test.DPoP - DPoP test fixtures for host application suites
(RFC 9449). Ships under lib/ so a consumer can call it from its
test/ tree without depending on Attesto's own test support.
generate_key/1 mints a proof key (EC P-256 / ES256 by default);
mint_access_token/4 mints a DPoP-sender-constrained access token bound
to that key via cnf.jkt (RFC 7800); proof/4 builds a valid proof JWT
for a (htm, htu) pair, optionally carrying ath (RFC 9449 §4.3) and a
server nonce (§8); invalid_proof/5 builds a proof with a single
deliberate defect (:wrong_htm, :wrong_htu, :missing_ath,
:expired) for negative tests. Every fixture is built through the same
primitives the production code uses (Attesto.Token.mint/3,
Attesto.DPoP.compute_jkt/1, Attesto.DPoP.compute_ath/1,
Attesto.SigningAlg.infer/1, JOSE.JWS), and embeds only the proof
key's public half (RFC 9449 §4.2), so a fixture is correct by
construction against Attesto.DPoP.verify_proof/2 and stays in step
with it.


[0.6.0]
Added
	Attesto.IDToken.mint/3 rounds out the OpenID Connect Core §2 ID Token
claim set: auth_time (REQUIRED when the request asked for it or carried
max_age), acr, amr, and azp are accepted as optional inputs and
omitted when absent. Arbitrary additional claims requested through the
OIDC Core §5.5 claims parameter or a host userinfo mapping are supplied
via :extra_claims, a string-keyed map merged after the protocol claims.
The merge is non-overriding: a key colliding with a reserved protocol
claim (iss, sub, aud, exp, iat, nonce, azp, auth_time,
acr, amr, at_hash, c_hash) is rejected with
:reserved_claim_conflict, and a non-map or non-string-keyed value with
:invalid_extra_claims. at_hash/c_hash (OIDC Core §3.1.3.6,
§3.3.2.11) were already present.
	Attesto.AuthorizationRequest.validate/2 - :require_nonce option (default
false). When true, a request with no nonce is rejected with a
redirectable invalid_request error (OIDC Core §3.1.2.1); when false,
nonce stays OPTIONAL and is carried through unenforced (RFC 6749 keeps the
code flow at SHOULD). The OP policy is the host's, signalled per call.
	Authorization-code reuse detection (OAuth 2.0 Security BCP §4.13 /
RFC 6749 §4.1.2). Attesto.AuthorizationCode.issue/3 accepts an
optional :family_id that links a code to the refresh-token family it
spawns; it rides onto the redeemed Attesto.AuthorizationCode.Grant
(new :family_id field). Attesto.CodeStore gains an OPTIONAL
reuse-tracking pair: a mark_consumed/2 callback and a third take/1
return value {:error, :consumed, meta}. When a store implements them,
redeem/4 records the spent code's family_id/subject and surfaces a
later replay of that code as {:error, {:reuse, meta}} so the caller can
revoke the descendant family. The addition is purely additive and
fail-safe: a store that does not implement the pair keeps the
{:ok, entry} | :error take/1 contract and a re-presented code stays
{:error, :invalid_grant}, with single-use atomicity unchanged.
	Refresh-token rotation grace for honest retries. Attesto.RefreshToken.rotate/3
now returns the same successor when the just-consumed parent is immediately
retried by the same client, DPoP binding, and narrowed scope within
:rotation_grace_seconds (default 10). Outside that window, or on any
mismatch, reuse still revokes the whole family. Attesto.RefreshStore
entries now carry :consumed_at and :successor, and stores may implement
remember_successor/3 to support the idempotent retry path.
	Attesto.Plug.Authenticate accepts a :credential_from_conn fallback hook
for host-owned credential channels such as first-party cookies. The
Authorization header remains authoritative when present; the callback is
consulted only when no usable header credential exists.
	Attesto.Plug.OAuthError supports transport hooks (:send_error,
:www_authenticate, :no_store) so hosts can preserve their API error
envelope while Attesto owns the OAuth status/challenge semantics.

Changed
	Attesto.AuthorizationRequest.validate/2 - prompt tokens are now validated
against the fixed OIDC set {none, login, consent, select_account}; an unknown
token is a redirectable invalid_request error (OIDC Core §3.1.2.1). The
parsed list is still exposed for the controller, which enforces semantics such
as prompt=none (the OP MUST NOT show UI).
	Attesto.RefreshStore.consume/2 receives rotation options such as the
claim timestamp and returns consumed records with enough metadata for
retry/reuse decisions. This is the intentional 0.6 store-contract change.

Security
	Closed a JWS signature-malleability gap in the compact-form boundary of
both Attesto.Token.verify/3 and Attesto.IDToken.verify/3. The boundary
previously checked each segment against the base64url alphabet only
(RFC 4648 §5), which accepts a non-canonical final character: the 342-byte
RS256 signature segment is a partial quantum (342 rem 4 == 2) whose last
character carries four unused low-order bits, so several distinct
characters decode to the same signature bytes (RFC 4648 §3.5). JOSE's
liberal decoder normalises such a variant and verifies it, so a tampered
serialization that is not byte-identical to the issuer's token was
accepted. The boundary now requires each segment to round-trip through
Base.url_decode64/2 and Base.url_encode64/2 byte-identically, rejecting
padding, non-alphabet bytes, and non-zero unused trailing bits in one
check, before the token reaches JOSE. Canonical unpadded base64url tokens
are unaffected; the empty signature segment of an alg:none token still
round-trips and is classified :invalid_signature.

[0.5.1]
Added
	Attesto.IDToken - mint and verify OpenID Connect ID Tokens (OIDC Core
1.0 §2), including at_hash/c_hash generation, nonce, and the
client-id audience and generic JWT typ that distinguish an ID Token
from an RFC 9068 access token. Shares the keystore/kid/RS256 path with
Attesto.Token.
	Attesto.AuthorizationRequest - protocol-shape validation for the
authorization endpoint (RFC 6749 §4.1.1, OIDC Core §3.1.2.1, PKCE
§4.3): response_type, client_id, exact-match redirect_uri,
scope/openid detection, and the PKCE parameters.
	Attesto.OpenIDDiscovery - the OpenID Provider Metadata document
(OIDC Discovery 1.0 §3) served from /.well-known/openid-configuration,
built on top of Attesto.Discovery.
	mix check alias running formatting, --warnings-as-errors compile,
property tests, and Credo strict in one command.

Security
	DPoP replay cache: closed a race in the expired-entry re-admission path.
Attesto.DPoP.ReplayCache.check_and_record/2 performed a non-atomic
lookup-then-insert, so at the exact TTL boundary two concurrent callers
could both re-admit a just-expired jti and a proof could be replayed
more than once. Re-admission is now a single atomic compare-and-delete
(:ets.select_delete/2 guarded on expiry) followed by insert_new/2, so
exactly one caller wins and the losers see :replay.
	Token verification now enforces canonical compact-JWS form at its own
boundary. Attesto.Token.verify/3 and Attesto.IDToken.verify/3 reject
any = padding or non-base64url byte in a compact segment before the
token reaches JOSE, refusing to verify a serialization the issuer never
emitted (JOSE's decoder would otherwise tolerantly normalize trailing
padding). Unpadded base64url tokens are unaffected.

Fixed
	Documentation: the authorization-code single-use note now links the
Attesto.CodeStore take/1 callback with the correct callback
reference, clearing a docs-build warning.
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MIT License

Copyright (c) 2026 Neil Berkman

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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A vendor-neutral OAuth 2.0 / OIDC authorization-server and
resource-server engine.
Attesto implements the parts of OAuth/OIDC that are the same for every
deployment and easy to get subtly wrong - JWT signing and verification
with a pinned algorithm and kid-based key selection, sender-constrained
tokens via DPoP (RFC 9449) and mutual-TLS (RFC 8705), PKCE (RFC 7636),
and the scope grant-form algebra. It deliberately does not implement
your identity model, persistence, or authorization policy.
The split
The library is organised around one boundary: protocol versus
policy.
	Protocol (here). Pure, effect-free functions over bytes and
claims. Attesto.Token.mint/2 assembles and signs a claim set;
Attesto.Token.verify/3 validates one. Attesto.DPoP.verify_proof/2
checks a proof. Attesto.MTLS.compute_thumbprint/1 digests a
certificate. None of these read a database, a process dictionary,
or application config.

	Policy (your application). Which scopes exist, who may hold
them, how you persist refresh tokens and authorization codes, how
you audit issuance, and where signing keys come from. You inject
the small, well-typed pieces Attesto needs (a keystore, a scope
catalog, the set of principal kinds) and wrap the pure token
functions with your own effects.


Keeping issuance pure is what lets one issuer and one verifier serve
several principal kinds (a machine client, a human session) at once:
the kinds differ only in a configured claim value, a sub prefix, and
a per-kind required-claim schema, all of which Attesto cross-checks.
Entry points
	Attesto.Config - the immutable configuration a token operation
runs against (issuer, audience, keystore, principal kinds,
lifetime).
	Attesto.Token - issue and verify access tokens.
	Attesto.DPoP / Attesto.MTLS - sender-constraint verification.
	Attesto.Scope - scope grant-form matching.
	Attesto.Keystore - the signing/verification key behaviour.

See the README for the supply/own breakdown and the module docs for
the RFC-level detail behind each check.
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Authorization endpoint request validation (RFC 6749 §4.1.1, OIDC Core
§3.1.2.1, RFC 7636 §4.3).
This module validates the protocol shape of an authorization request that
the transport layer has already parsed out of the query string. It checks the
response_type, the presence of client_id and redirect_uri, the requested
scope (surfacing whether the OpenID Connect openid scope was requested), and
the PKCE parameters (code_challenge + code_challenge_method). It carries
state, nonce, claims, and the optional prompt / max_age / acr_values
parameters through to the normalized result.
It deliberately does NOT:
	authenticate the resource owner or render consent (host policy, performed
in the Phoenix layer);
	decide whether the client_id exists, beyond requiring it to be present;
	issue an authorization code (Attesto.AuthorizationCode.issue/3 does that,
consuming the normalized request this module returns).

It DOES check redirect_uri against the registered set the caller passes in
:registered_redirect_uris by exact string match (RFC 6749 §3.1.2.3, OIDC
Core §3.1.2.1): the registered set is a fact the host supplies, not a policy
decision this module makes.
Error disposition (OIDC Core §3.1.2.6, RFC 6749 §4.1.2.1)
RFC 6749 §4.1.2.1 and OIDC Core §3.1.2.6 split authorization errors into two
classes by where the error may be reported:
	{:error, {:direct, reason}} - the request client_id or redirect_uri
is missing or invalid. The authorization server MUST NOT redirect back to
the supplied URI (it is untrusted); the error is shown directly to the
user agent. Reasons: :invalid_client_id, :missing_redirect_uri,
:invalid_redirect_uri, :redirect_uri_not_registered.

	{:error, {:redirect, error}} - the client_id/redirect_uri pair is
trusted but some other parameter is invalid. The server redirects back to
the validated redirect_uri with an error (and error_description)
query parameter, echoing state when present. The error map carries:
:error (the RFC 6749 §4.1.2.1 code), :error_description,
:redirect_uri, and :state.


The Phoenix layer turns each class into the correct HTTP response; this core
module only classifies.
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        error()

      


        The classification of a validation failure (OIDC Core §3.1.2.6).



    


    
      
        redirect_error()

      


        A redirectable authorization error (RFC 6749 §4.1.2.1).



    


    
      
        t()

      


        A normalized, validated authorization request.



    





  
    Functions
  


    
      
        supported_response_modes()

      


        The response modes this authorization-code server accepts (OAuth 2.0 Response
Modes / JARM §2.3): query and the JARM JWT modes. Exposed so the discovery
document advertises exactly what validate/2 enforces.



    


    
      
        validate(params, opts)

      


        Validate a parsed authorization request parameter map (RFC 6749 §4.1.1,
OIDC Core §3.1.2.1, RFC 7636 §4.3).



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  {:direct,
   :invalid_client_id
   | :missing_redirect_uri
   | :invalid_redirect_uri
   | :redirect_uri_not_registered}
  | {:redirect, redirect_error()}


      


The classification of a validation failure (OIDC Core §3.1.2.6).

  



  
    
      
    
    
      redirect_error()



        
          
        

    

  


  

      

          @type redirect_error() :: %{
  :error => String.t(),
  :error_description => String.t(),
  :redirect_uri => String.t(),
  :state => String.t() | nil,
  optional(:response_mode) => String.t() | nil,
  optional(:client_id) => String.t()
}


      


A redirectable authorization error (RFC 6749 §4.1.2.1).
Errors raised once the client is trusted (from validate_redirectable/5) also
carry :response_mode (the requested JARM mode, or nil) and :client_id,
so the transport can return the error in the requested response mode
(JARM §2.3); earlier errors omit them.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.AuthorizationRequest{
  acr_values: [String.t()],
  claims: map(),
  client_id: String.t(),
  code_challenge: String.t() | nil,
  code_challenge_method: String.t() | nil,
  dpop_jkt: String.t() | nil,
  max_age: non_neg_integer() | nil,
  nonce: String.t() | nil,
  openid?: boolean(),
  prompt: [String.t()],
  redirect_uri: String.t(),
  resource: [String.t()],
  response_mode: String.t() | nil,
  response_type: String.t(),
  scope: [String.t()],
  state: String.t() | nil
}


      


A normalized, validated authorization request.
The binding fields (client_id, redirect_uri, scope, code_challenge,
code_challenge_method, nonce) line up with the attrs
Attesto.AuthorizationCode.issue/3 consumes.

  


        

      

      
        Functions


        


  
    
      
    
    
      supported_response_modes()



        
          
        

    

  


  

      

          @spec supported_response_modes() :: [String.t()]


      


The response modes this authorization-code server accepts (OAuth 2.0 Response
Modes / JARM §2.3): query and the JARM JWT modes. Exposed so the discovery
document advertises exactly what validate/2 enforces.

  



  
    
      
    
    
      validate(params, opts)



        
          
        

    

  


  

      

          @spec validate(
  map(),
  keyword()
) :: {:ok, t()} | {:error, error()}


      


Validate a parsed authorization request parameter map (RFC 6749 §4.1.1,
OIDC Core §3.1.2.1, RFC 7636 §4.3).
params is a string-keyed map of the authorization request query parameters.
Options
	:registered_redirect_uris (required) - the list of redirect URIs
registered for the client. The request redirect_uri MUST be an exact
string match against one of these (RFC 6749 §3.1.2.3, OIDC Core
§3.1.2.1). An empty list rejects every request with
{:direct, :redirect_uri_not_registered}.

	:require_nonce (optional, default false) - the host's OP nonce policy.
When true, an OpenID Connect Authentication Request (one whose EFFECTIVE
scope - after any signed request object is merged - carries openid)
with no nonce is rejected with a redirectable invalid_request error
(OIDC Core §3.1.2.1). The openid test runs on the merged request, so a
scope=openid carried only inside a signed request object still triggers
the requirement. A plain OAuth request (no openid scope) is never
nonce-constrained (RFC 6749 keeps code at SHOULD). When false, nonce
stays OPTIONAL and is carried through unenforced.

	:require_pkce (optional, default true) - when true, a request with no
code_challenge is rejected with a redirectable invalid_request error
(RFC 7636 §4.3). When false, an absent code_challenge is permitted and
the validated request carries none. The caller MUST pass false only for a
confidential client: RFC 9700 §2.1.1 keeps PKCE a MUST for public clients.
A code_challenge that IS present is fully enforced (S256, no plain)
regardless of this flag - presence means the client opted into PKCE, so a
downgrade is always rejected.

	:request_object_policy (optional, default %Attesto.RequestObject.Policy{})
	the JAR verification policy for a signed request object (RFC 9101),
threaded into Attesto.RequestObject.verify/3. The default is the generic
OpenID Connect §6.1 baseline (nbf/exp/typ not required). For FAPI 2.0
Message Signing §5.3.1 pass Attesto.RequestObject.Policy.fapi_message_signing/0
and set :request_object_audience to the AS issuer. Has no effect unless a
request object is present.



Returns {:ok, %Attesto.AuthorizationRequest{}} or {:error, error()}, where
error() is classified per the moduledoc.
The client_id / redirect_uri checks run first, because their failure is
non-redirectable (OIDC Core §3.1.2.6): only once a trusted redirect_uri is
established may any further error be reported by redirecting to it.

  


        

      


  

    
Attesto.ClientAssertion 
    



      
private_key_jwt client authentication verification (RFC 7523 / OIDC Core).
The host owns client registration and key storage. This module only verifies
a compact client assertion against trusted client JWKs supplied by the host
and checks the standard claims:
	iss and sub equal the OAuth client_id
	aud contains the expected token endpoint/audience
	exp is in the future
	iat, when present, is not meaningfully in the future
	jti is present for replay tracking by the caller

The JOSE algorithm is resolved from the trusted JWK's alg member when
present, otherwise from the key shape. It is never accepted just because the
presented JWT header names it.

      


      
        Summary


  
    Types
  


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        assertion_type()

      


        The required client_assertion_type value for private_key_jwt.



    


    
      
        peek_client_id(assertion)

      


        Peek iss from an assertion without trusting it.



    


    
      
        verify(assertion, client_id, expected_audience, trusted_jwks, opts \\ [])

      


        Verify a client assertion against the client's trusted JWK Set.



    





      


      
        Types


        


  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_assertion
  | :invalid_signature
  | :invalid_client_id
  | :invalid_audience
  | :expired
  | :not_yet_valid
  | :missing_jti
  | :unsupported_critical_header


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  max_lifetime: pos_integer(),
  accepted_algs: [Attesto.SigningAlg.alg()]
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      assertion_type()



        
          
        

    

  


  

      

          @spec assertion_type() :: String.t()


      


The required client_assertion_type value for private_key_jwt.

  



  
    
      
    
    
      peek_client_id(assertion)



        
          
        

    

  


  

      

          @spec peek_client_id(String.t()) :: {:ok, String.t()} | {:error, :invalid_assertion}


      


Peek iss from an assertion without trusting it.

  



    

  
    
      
    
    
      verify(assertion, client_id, expected_audience, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(
  String.t(),
  String.t(),
  String.t() | [String.t()],
  map() | [map()] | map(),
  verify_opts()
) ::
  {:ok, map()} | {:error, verify_error()}


      


Verify a client assertion against the client's trusted JWK Set.
trusted_jwks may be an RFC 7517 JWK Set (%{"keys" => [...]}), a single
public JWK map, or a list of public JWK maps.
Opts:
	:accepted_algs - the JOSE algorithms a candidate trusted key may use.
Defaults to SigningAlg.fapi_algs/0 (PS256, ES256, EdDSA), keeping the
FAPI 2 client-authentication gate. A non-FAPI profile can widen this.


  


        

      


  

    
Attesto.ClientIdMetadata 
    



      
Client ID Metadata Documents - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id. The authorization server dereferences that URL
to fetch a JSON client metadata document - the RFC 7591 Dynamic Client
Registration metadata field set - and uses it as the client.
This module is the pure, conn-free, HTTP-free half of that feature: it
decides whether a client_id is a CIMD URL (client_id_url?/1), validates
the URL against the draft §2 grammar (validate_client_id/1), and validates a
fetched document against the draft §2 content rules, normalizing it into the
client shape attesto's resolution expects (validate_document/2). The
load-bearing network half - the SSRF-guarded GET, redirect refusal, size cap,
and caching - lives in the Phoenix layer; this module never touches a socket
and pulls in no dependencies, the same discipline as
Attesto.AuthorizationRequest.
URL grammar (draft §2)
A CIMD client_id MUST:
	use the https scheme;
	have a path component;
	NOT contain a fragment;
	NOT contain userinfo (a user:password@ component);
	NOT contain single-dot (.) or double-dot (..) path segments.

Ports are allowed; a query is discouraged but allowed. A client_id that is
not a binary, or does not parse as a URL, is not a CIMD client_id - it is an
opaque identifier the host resolves through its own registry.
Document content (draft §2)
The fetched document's fields are the OAuth Dynamic Client Registration
Metadata registry values (RFC 7591 §2). On top of that field set the draft
requires:
	a client_id member equal to the URL by simple string comparison
(mismatch -> {:error, :client_id_mismatch});
	NO shared symmetric secret: client_secret / client_secret_expires_at
MUST NOT be present ({:error, :symmetric_secret}), and
token_endpoint_auth_method MUST NOT be one of client_secret_basic,
client_secret_post, or client_secret_jwt
({:error, :symmetric_auth_method}) - a CIMD client authenticates as a
public client (none + PKCE) or with private_key_jwt.

RFC 9700 requires registered redirect URIs, so a CIMD document MUST carry a
non-empty redirect_uris array of strings
({:error, :invalid_redirect_uris} otherwise).
Normalized client shape
validate_document/2 returns a string-keyed map carrying the RFC 7591 §2
client-metadata members the document supplied (client_id, redirect_uris,
and any of grant_types, response_types, scope, jwks, jwks_uri,
client_name, client_uri, logo_uri, token_endpoint_auth_method,
contacts). The shape matches the validated metadata the RFC 7591
registration path persists, so a CIMD client is consumed downstream (scope
resolution, redirect match, JARM, DPoP) exactly like a registered one. Absent
members are omitted rather than rendered as nil; an out-of-shape member
(e.g. a redirect_uris that is not a list of strings) is a validation error,
never silently dropped.

      


      
        Summary


  
    Types
  


    
      
        document_error()

      


        A reason a fetched document fails the draft §2 content rules.



    


    
      
        url_error()

      


        A reason a client_id URL fails the draft §2 grammar.



    





  
    Functions
  


    
      
        client_id_url?(value)

      


        Returns true iff value is a CIMD client_id: a binary that parses as an
HTTPS URL satisfying the draft §2 grammar (a path, and no fragment, userinfo,
or single-/double-dot path segments).



    


    
      
        validate_client_id(client_id)

      


        Validate a client_id against the CIMD URL grammar
(draft-ietf-oauth-client-id-metadata-document-01 §2).



    


    
      
        validate_document(client_id, doc)

      


        Validate a fetched client metadata document against the draft §2 content
rules and normalize it into attesto's client shape.



    





      


      
        Types


        


  
    
      
    
    
      document_error()



        
          
        

    

  


  

      

          @type document_error() ::
  :client_id_mismatch
  | :symmetric_secret
  | :symmetric_auth_method
  | :invalid_redirect_uris
  | :invalid_metadata


      


A reason a fetched document fails the draft §2 content rules.

  



  
    
      
    
    
      url_error()



        
          
        

    

  


  

      

          @type url_error() ::
  :not_a_url
  | :not_https
  | :no_path
  | :has_fragment
  | :has_userinfo
  | :dot_segments


      


A reason a client_id URL fails the draft §2 grammar.

  


        

      

      
        Functions


        


  
    
      
    
    
      client_id_url?(value)



        
          
        

    

  


  

      

          @spec client_id_url?(term()) :: boolean()


      


Returns true iff value is a CIMD client_id: a binary that parses as an
HTTPS URL satisfying the draft §2 grammar (a path, and no fragment, userinfo,
or single-/double-dot path segments).
This is the fast, allocation-light predicate the resolver uses to decide
whether a client_id is a CIMD URL before any network work; a client_id
that is not a binary, or fails the grammar, returns false. For the specific
failure reason use validate_client_id/1.

  



  
    
      
    
    
      validate_client_id(client_id)



        
          
        

    

  


  

      

          @spec validate_client_id(String.t()) :: {:ok, URI.t()} | {:error, url_error()}


      


Validate a client_id against the CIMD URL grammar
(draft-ietf-oauth-client-id-metadata-document-01 §2).
Returns {:ok, %URI{}} for a well-formed CIMD client_id, or
{:error, reason} for the first rule it violates:
	:not_a_url - not parseable as a URL with a host;
	:not_https - the scheme is not https;
	:no_path - no path component (or a bare / with nothing after it);
	:has_fragment - a fragment is present;
	:has_userinfo - a user:password@ userinfo component is present;
	:dot_segments - the path contains a single-dot (.) or double-dot
(..) segment.

The checks run in that order, so the returned reason is the first the URL
fails. A query is permitted (discouraged by the draft, not rejected here).

  



  
    
      
    
    
      validate_document(client_id, doc)



        
          
        

    

  


  

      

          @spec validate_document(String.t(), map()) ::
  {:ok, map()} | {:error, document_error()}


      


Validate a fetched client metadata document against the draft §2 content
rules and normalize it into attesto's client shape.
client_id is the URL the document was fetched from (already validated by
validate_client_id/1); doc is the decoded JSON object. Returns
{:ok, metadata} - a string-keyed map carrying the validated, normalized
RFC 7591 §2 metadata members - or {:error, reason}:
	:client_id_mismatch - doc["client_id"] is not equal to client_id by
simple string comparison (draft §2);
	:symmetric_secret - client_secret or client_secret_expires_at is
present (draft §2: no shared symmetric secret);
	:symmetric_auth_method - token_endpoint_auth_method is one of
client_secret_basic, client_secret_post, or client_secret_jwt
(draft §2);
	:invalid_redirect_uris - redirect_uris is absent, empty, or not a list
of strings (RFC 9700 requires registered redirect URIs);
	:invalid_metadata - a carried-through member is present with the wrong
shape (e.g. a non-string scope, or a grant_types that is not a list of
strings).

The returned map always carries client_id and redirect_uris; any of the
other RFC 7591 §2 members the document supplied
(grant_types, response_types, scope, jwks, jwks_uri, client_name,
client_uri, logo_uri, token_endpoint_auth_method, contacts) are
carried through, and absent members are omitted.

  


        

      


  

    
Attesto.DeviceCode 
    



      
RFC 8628 Device Authorization Grant — the conn-free core.
This is the storage-backed primitive behind the device flow, the analogue of
Attesto.AuthorizationCode for a browserless, redirect-less, user-present
grant. A headless/CLI client requests a device_code + a human-readable
user_code (issue/3), shows the user the user_code and a verification
URL, and polls the token endpoint (redeem/4) while the user approves on a
second device (approve/3 / deny/2 from the verification page).
Like Attesto.AuthorizationCode, every decision is data-only: this module
reads no Plug.Conn, no clock except the passed :now, and drives all state
through an Attesto.DeviceCodeStore. The polling state machine and its exact
RFC 8628 §3.5 error vocabulary (authorization_pending / slow_down /
expired_token / access_denied) live here.
user_code
The user_code is generated from an ambiguity-free base-20 alphabet
(RFC 8628 §6.1: no vowels — so no accidental words — and no visually
confusable 0/O/1/I), 8 characters by default (~34.6 bits), displayed
hyphenated (BCDF-GHJK). It is normalized and charset-validated here before
any store lookup (normalize_user_code/2): upper-cased, separators
stripped, and rejected outright if it falls outside the alphabet or length —
so attacker-shaped input never reaches the store's unique-index query, the
same fail-closed discipline Attesto.ResourceIndicator.validate/1 applies.

      


      
        Summary


  
    Types
  


    
      
        issue_attrs()

      


    


    
      
        issued()

      


        What issue/3 hands back: the secret device code and the display user code.



    


    
      
        redeem_error()

      


    





  
    Functions
  


    
      
        approve(store, user_code, approval, opts \\ [])

      


        Approve a pending device code from the verification page (RFC 8628 §3.3),
binding the resolved resource owner.



    


    
      
        deny(store, user_code, opts \\ [])

      


        Deny a pending device code from the verification page (RFC 8628 §3.3): atomic
pending → denied, so the device's next poll receives access_denied.



    


    
      
        generate_user_code(length \\ 8)

      


        Generate a fresh display-formatted user code (BCDF-GHJK).



    


    
      
        issue(store, attrs, opts \\ [])

      


        Issue a device code + user code for an authenticated device-authorization
request (RFC 8628 §3.1 / §3.2).



    


    
      
        lookup(store, user_code)

      


        Non-consuming lookup of a pending device code by user_code, for the
verification page to show the user what they are approving. Returns
{:error, :invalid_user_code} for malformed input (before any store call) and
:error for an unknown code.



    


    
      
        normalize_user_code(user_code, opts \\ [])

      


        Normalize and charset-validate a user-entered user_code: upper-case, strip
separators (hyphens/whitespace), and reject anything outside the base-20
alphabet or the expected length. Fail-closed — returns
{:error, :invalid_user_code} rather than letting attacker-shaped input reach
a store lookup.



    


    
      
        redeem(store, device_code, params, opts \\ [])

      


        Redeem a device code at the token endpoint, running the RFC 8628 §3.5 polling
state machine.



    





      


      
        Types


        


  
    
      
    
    
      issue_attrs()



        
          
        

    

  


  

      

          @type issue_attrs() :: %{
  :client_id => String.t(),
  optional(:scope) => [String.t()],
  optional(:resource) => [String.t()],
  optional(:dpop_jkt) => String.t() | nil
}


      



  



  
    
      
    
    
      issued()



        
          
        

    

  


  

      

          @type issued() :: %{device_code: String.t(), user_code: String.t()}


      


What issue/3 hands back: the secret device code and the display user code.

  



  
    
      
    
    
      redeem_error()



        
          
        

    

  


  

      

          @type redeem_error() ::
  :authorization_pending
  | :slow_down
  | :expired_token
  | :access_denied
  | :invalid_grant


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      approve(store, user_code, approval, opts \\ [])



        
          
        

    

  


  

      

          @spec approve(module(), String.t(), map(), keyword()) ::
  :ok
  | {:error,
     :not_found
     | :already_decided
     | :expired
     | :invalid_user_code
     | :invalid_subject}


      


Approve a pending device code from the verification page (RFC 8628 §3.3),
binding the resolved resource owner.
approval carries :subject (required), and the granted :scope /
:claims. Atomic pending → approved. Returns :ok, or {:error, reason}
(:not_found / :already_decided / :expired / :invalid_user_code /
:invalid_subject).

  



    

  
    
      
    
    
      deny(store, user_code, opts \\ [])



        
          
        

    

  


  

      

          @spec deny(module(), String.t(), keyword()) ::
  :ok | {:error, :not_found | :already_decided | :expired | :invalid_user_code}


      


Deny a pending device code from the verification page (RFC 8628 §3.3): atomic
pending → denied, so the device's next poll receives access_denied.

  



    

  
    
      
    
    
      generate_user_code(length \\ 8)



        
          
        

    

  


  

      

          @spec generate_user_code(pos_integer()) :: String.t()


      


Generate a fresh display-formatted user code (BCDF-GHJK).
Each character is drawn from the base-20 alphabet using
:crypto.strong_rand_bytes/1 (a CSPRNG) with rejection sampling to keep the
draw uniform — the user_code is an online authorization handle, so it must
not come from the VM's non-cryptographic PRNG.

  



    

  
    
      
    
    
      issue(store, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(module(), issue_attrs(), keyword()) ::
  {:ok, issued()} | {:error, :invalid_client_id | :user_code_unavailable}


      


Issue a device code + user code for an authenticated device-authorization
request (RFC 8628 §3.1 / §3.2).
attrs carries the issue-time binding: :client_id (required), and the
optional :scope / :resource (RFC 8707) / :dpop_jkt (RFC 9449 §10
pre-binding). Options: :ttl (seconds, default 600),
:user_code_length (default 8), and :now.
Returns {:ok, %{device_code: ..., user_code: ...}} with the plaintext device
code (only its hash is stored) and the display-formatted user code.

  



  
    
      
    
    
      lookup(store, user_code)



        
          
        

    

  


  

      

          @spec lookup(module(), String.t()) ::
  {:ok, Attesto.DeviceCodeStore.pending_view()}
  | :error
  | {:error, :invalid_user_code}


      


Non-consuming lookup of a pending device code by user_code, for the
verification page to show the user what they are approving. Returns
{:error, :invalid_user_code} for malformed input (before any store call) and
:error for an unknown code.

  



    

  
    
      
    
    
      normalize_user_code(user_code, opts \\ [])



        
          
        

    

  


  

      

          @spec normalize_user_code(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, :invalid_user_code}


      


Normalize and charset-validate a user-entered user_code: upper-case, strip
separators (hyphens/whitespace), and reject anything outside the base-20
alphabet or the expected length. Fail-closed — returns
{:error, :invalid_user_code} rather than letting attacker-shaped input reach
a store lookup.

  



    

  
    
      
    
    
      redeem(store, device_code, params, opts \\ [])



        
          
        

    

  


  

      

          @spec redeem(module(), String.t(), map(), keyword()) ::
  {:ok, Attesto.DeviceCode.Grant.t()} | {:error, redeem_error()}


      


Redeem a device code at the token endpoint, running the RFC 8628 §3.5 polling
state machine.
params carries the polling client's :client_id (matched against the
issue-time binding) and any :dpop_jkt (RFC 9449 holder-of-key, matched
against a pre-bound key). Options: :now and :interval (the minimum poll
interval in seconds, default 5).
Returns {:ok, %Attesto.DeviceCode.Grant{}} once the user has approved and the
code is single-use consumed, or {:error, reason} where reason is the exact
RFC 8628 §3.5 code the token endpoint renders verbatim:
	:authorization_pending - the user has not yet approved.
	:slow_down - the device polled faster than :interval.
	:expired_token - the code's TTL elapsed (this wins over a stale approval).
	:access_denied - the user denied the request.
	:invalid_grant - unknown/garbage device code, client mismatch, DPoP
mismatch, or an already-consumed code.


  


        

      


  

    
Attesto.DeviceCode.Grant 
    



      
The validated context a successfully redeemed device code yields
(RFC 8628 §3.4).
Attesto.DeviceCode.redeem/4 returns this once the device code's polling
state machine reaches an approved, unexpired, single-use redemption. The host
reads it to mint the access token (and, if it issues one, the refresh token):
subject and scope become the token's sub and scope, resource (RFC
	the aud, dpop_jkt (when present) the cnf.jkt, and claims carries
the authentication/identity context the verification page recorded when the
user approved.


      


      
        Summary
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        t()

      


    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.DeviceCode.Grant{
  claims: map(),
  client_id: String.t(),
  dpop_jkt: String.t() | nil,
  resource: [String.t()],
  scope: [String.t()],
  subject: String.t()
}


      



  


        

      


  

    
Attesto.DeviceCodeStore behaviour
    



      
Storage seam for the RFC 8628 device authorization grant.
Unlike Attesto.CodeStore (a single-use code consumed by an atomic take/1),
a device code is a mutable record that lives through a small state machine —
pending → (approved | denied) → consumed — while the device polls the
token endpoint and the user approves on a second device. Every state
transition is security-critical, so each MUST be a single atomic operation
guarded on the current state, never an app-level read-then-write:
	approve/2 / deny/2 move pending → approved / denied only — an
already-decided or expired code is refused, so the user's decision is
taken exactly once.
	poll/2 enforces the RFC 8628 §3.5 minimum poll interval as one atomic
conditional update of last_polled_at, returning the record's current
state in the same step (no separate read that could race an approval).
	consume/2 moves approved → consumed only, so an approved device code
mints exactly one token family even under concurrent polls.

The plaintext device_code is never stored; only its Attesto.Secret.hash/1.
The user_code is stored in its normalized form (see
Attesto.DeviceCode.normalize_user_code/2).
Record shape
A stored record is a map with:
	:device_code_hash - Attesto.Secret.hash/1 of the device code (the poll
lookup key).
	:user_code - the normalized user code (the verification lookup key).
	:data - the issue-time context bound to the code: %{client_id, scope, resource, dpop_jkt} (scope/resource lists; dpop_jkt optional).
	:status - :pending | :approved | :denied | :consumed.

	:subject - the approved resource owner (nil until approved).
	:granted_scope / :granted_claims - what the user actually authorized at
approval (nil/absent until approved).
	:expires_at - absolute expiry, unix seconds.
	:last_polled_at - unix seconds of the last accepted poll, or nil before
the first poll.


      


      
        Summary


  
    Types
  


    
      
        device_code_hash()

      


    


    
      
        entry()

      


        A stored device-code record (see the module docs).



    


    
      
        pending_view()

      


        The non-consuming verification-page view of a pending device code.



    


    
      
        user_code()

      


    





  
    Callbacks
  


    
      
        approve(user_code, approval)

      


        Atomically move a pending code to approved, binding the resolved
:subject, :granted_scope, and :granted_claims. MUST refuse a code that
is not currently pending ({:error, :already_decided}) or unknown
({:error, :not_found}); {:error, :expired} for an expired pending code.
Implement as one guarded UPDATE ... WHERE status = 'pending' RETURNING.



    


    
      
        consume(device_code_hash, opts)

      


        Atomically move an approved code to consumed (single use), returning the
record as it stood. MUST update only when status = 'approved', so a second
redemption of the same device code (concurrent or sequential) returns
:error. Implement as one guarded UPDATE ... SET status = 'consumed' WHERE status = 'approved' RETURNING.



    


    
      
        deny(user_code)

      


        Atomically move a pending code to denied. Same guard/return contract as
approve/2.



    


    
      
        lookup_user_code(user_code)

      


        Non-consuming read of the record for user_code, for the verification page to
show the user what they are about to approve. Returns :error when unknown.



    


    
      
        poll(device_code_hash, opts)

      


        Enforce the RFC 8628 §3.5 minimum poll interval and return the code's current
state, in one atomic step. opts carries :now (unix seconds) and
:interval (seconds). Returns {:ok, entry} when the poll is accepted
(updating :last_polled_at to :now), {:error, :slow_down} when the caller
polled faster than :interval, or :error when the device code is unknown.
Implement as one conditional UPDATE ... SET last_polled_at = now WHERE device_code_hash = $1 AND (last_polled_at IS NULL OR last_polled_at <= now - interval) RETURNING, distinguishing unknown from slow_down by a follow-up
existence check (both are non-mint outcomes, so that check is not a race).



    


    
      
        put(entry)

      


        Persist a new pending device-code record. Returns {:error, :user_code_taken}
when the record's user_code collides with a live one (so Attesto.DeviceCode
can retry with a fresh code); a device_code_hash collision is a CSPRNG-grade
impossibility and may raise.



    





      


      
        Types


        


  
    
      
    
    
      device_code_hash()



        
          
        

    

  


  

      

          @type device_code_hash() :: String.t()


      



  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :device_code_hash => device_code_hash(),
  :user_code => user_code(),
  :data => map(),
  :status => :pending | :approved | :denied | :consumed,
  :expires_at => non_neg_integer(),
  optional(:subject) => String.t() | nil,
  optional(:granted_scope) => [String.t()] | nil,
  optional(:granted_claims) => map() | nil,
  optional(:last_polled_at) => non_neg_integer() | nil
}


      


A stored device-code record (see the module docs).

  



  
    
      
    
    
      pending_view()



        
          
        

    

  


  

      

          @type pending_view() :: %{
  user_code: user_code(),
  client_id: String.t() | nil,
  scope: [String.t()],
  resource: [String.t()],
  status: :pending | :approved | :denied | :consumed,
  expires_at: non_neg_integer()
}


      


The non-consuming verification-page view of a pending device code.

  



  
    
      
    
    
      user_code()



        
          
        

    

  


  

      

          @type user_code() :: String.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      approve(user_code, approval)



        
          
        

    

  


  

      

          @callback approve(user_code(), approval :: map()) ::
  :ok | {:error, :not_found | :already_decided | :expired}


      


Atomically move a pending code to approved, binding the resolved
:subject, :granted_scope, and :granted_claims. MUST refuse a code that
is not currently pending ({:error, :already_decided}) or unknown
({:error, :not_found}); {:error, :expired} for an expired pending code.
Implement as one guarded UPDATE ... WHERE status = 'pending' RETURNING.

  



  
    
      
    
    
      consume(device_code_hash, opts)



        
          
        

    

  


  

      

          @callback consume(device_code_hash(), opts :: map()) :: {:ok, entry()} | :error


      


Atomically move an approved code to consumed (single use), returning the
record as it stood. MUST update only when status = 'approved', so a second
redemption of the same device code (concurrent or sequential) returns
:error. Implement as one guarded UPDATE ... SET status = 'consumed' WHERE status = 'approved' RETURNING.

  



  
    
      
    
    
      deny(user_code)



        
          
        

    

  


  

      

          @callback deny(user_code()) :: :ok | {:error, :not_found | :already_decided | :expired}


      


Atomically move a pending code to denied. Same guard/return contract as
approve/2.

  



  
    
      
    
    
      lookup_user_code(user_code)



        
          
        

    

  


  

      

          @callback lookup_user_code(user_code()) :: {:ok, pending_view()} | :error


      


Non-consuming read of the record for user_code, for the verification page to
show the user what they are about to approve. Returns :error when unknown.

  



  
    
      
    
    
      poll(device_code_hash, opts)



        
          
        

    

  


  

      

          @callback poll(device_code_hash(), opts :: map()) ::
  {:ok, entry()} | {:error, :slow_down} | :error


      


Enforce the RFC 8628 §3.5 minimum poll interval and return the code's current
state, in one atomic step. opts carries :now (unix seconds) and
:interval (seconds). Returns {:ok, entry} when the poll is accepted
(updating :last_polled_at to :now), {:error, :slow_down} when the caller
polled faster than :interval, or :error when the device code is unknown.
Implement as one conditional UPDATE ... SET last_polled_at = now WHERE device_code_hash = $1 AND (last_polled_at IS NULL OR last_polled_at <= now - interval) RETURNING, distinguishing unknown from slow_down by a follow-up
existence check (both are non-mint outcomes, so that check is not a race).

  



  
    
      
    
    
      put(entry)



        
          
        

    

  


  

      

          @callback put(entry()) :: :ok | {:error, :user_code_taken}


      


Persist a new pending device-code record. Returns {:error, :user_code_taken}
when the record's user_code collides with a live one (so Attesto.DeviceCode
can retry with a fresh code); a device_code_hash collision is a CSPRNG-grade
impossibility and may raise.

  


        

      


  

    
Attesto.DeviceCodeStore.ETS 
    



      
Single-node ETS implementation of Attesto.DeviceCodeStore.
Device-code records live in an ETS table owned by a GenServer. The
state-changing callbacks (approve/2, deny/2, poll/2, consume/2) run
inside GenServer.call/2, so they are serialized through the owner process —
that is how this reference store gets the atomic, single-winner state
transitions Attesto.DeviceCodeStore requires (a production multi-node
deployment uses the Ecto store, whose transitions are single conditional
UPDATE ... RETURNING statements). Reads that do not transition state
(lookup_user_code/1) hit the table directly.
Start options
	:sweep_interval_ms (default 30_000) - how often expired rows are
bulk-deleted. Correctness does not depend on sweeping (redeem/4
re-checks expiry); the sweeper only bounds table size.

Wiring
children = [Attesto.DeviceCodeStore.ETS]
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        start_link(opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Attesto.EndSession 
    



      
Validate an OpenID Connect RP-Initiated Logout request
(OpenID Connect RP-Initiated Logout 1.0 §2-3).
The end-session endpoint is where a Relying Party sends the End-User's
browser to log out at the OP. Like the rest of attesto core this module is
pure — it parses and validates the request parameters and never touches a
store, a session, or a Plug.Conn. The host's controller owns loading the
client, terminating the browser session, and (for Back-Channel Logout)
fanning logout tokens out to the RPs.
Two steps, because the second needs data the controller must fetch in
between:
	parse/2 validates the request parameters, verifies the
id_token_hint (tolerating expiry — see
Attesto.IDToken.verify_logout_hint/2), and resolves the Relying
Party client_id and the session identifiers (sub / sid) the
back-channel fan-out will key on. It returns a t/0 the controller
uses to load the client's registered post_logout_redirect_uris.
	confirm_redirect/2 checks the requested post_logout_redirect_uri
against that registered list (exact string match, RP-Initiated Logout
§2/§3 — no normalization, no prefix matching) and returns the final
redirect target with state appended, or :no_redirect when the RP
asked for none.

Resolving the client before validating the redirect URI is what makes an
open-redirect impossible: a post_logout_redirect_uri is only ever honored
when it exactly matches a value the client registered.

      


      
        Summary


  
    Types
  


    
      
        parse_error()

      


    


    
      
        t()

      


        A parsed, hint-verified end-session request.



    





  
    Functions
  


    
      
        confirm_redirect(request, registered)

      


        Confirm the request's post_logout_redirect_uri against the Relying Party's
registered list and compute the final redirect target.



    


    
      
        parse(config, params)

      


        Parse and validate the end-session request params (string- or atom-keyed).



    





      


      
        Types


        


  
    
      
    
    
      parse_error()



        
          
        

    

  


  

      

          @type parse_error() :: :invalid_id_token_hint | :client_id_mismatch


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.EndSession{
  client_id: String.t() | nil,
  logout_hint: String.t() | nil,
  post_logout_redirect_uri: String.t() | nil,
  sid: String.t() | nil,
  state: String.t() | nil,
  subject: String.t() | nil,
  ui_locales: String.t() | nil
}


      


A parsed, hint-verified end-session request.
	:client_id - the Relying Party, resolved from the id_token_hint's
aud and/or the client_id parameter (nil when the request carried
neither, in which case no post_logout_redirect_uri can be honored).
	:subject / :sid - the session identifiers from the id_token_hint
(nil when no hint was supplied); the keys a Back-Channel Logout fan-out
uses to find the RP sessions to notify.
	:post_logout_redirect_uri / :state - the requested return target and
opaque state, echoed back only after the URI is confirmed registered.
	:logout_hint / :ui_locales - passthrough hints (RP-Initiated Logout
§2) for the host's logout-confirmation UI.


  


        

      

      
        Functions


        


  
    
      
    
    
      confirm_redirect(request, registered)



        
          
        

    

  


  

      

          @spec confirm_redirect(t(), [String.t()]) ::
  {:ok, String.t() | :no_redirect} | {:error, :invalid_post_logout_redirect_uri}


      


Confirm the request's post_logout_redirect_uri against the Relying Party's
registered list and compute the final redirect target.
registered_uris is the client's registered post_logout_redirect_uris
(the host loads them from its Attesto.ClientStore between parse/2 and
this call). Matching is exact-string (RP-Initiated Logout §2/§3).
Returns:
	{:ok, :no_redirect} - the request asked for no return URI; the host
should render its own logged-out page.
	{:ok, url} - the validated post_logout_redirect_uri with the
request's state appended as a query parameter when present.
	{:error, :invalid_post_logout_redirect_uri} - the requested URI is not
registered (or the RP could not be identified), so it MUST NOT be used.


  



  
    
      
    
    
      parse(config, params)



        
          
        

    

  


  

      

          @spec parse(Attesto.Config.t(), map()) :: {:ok, t()} | {:error, parse_error()}


      


Parse and validate the end-session request params (string- or atom-keyed).
Recognized parameters (OpenID Connect RP-Initiated Logout 1.0 §2):
id_token_hint, client_id, post_logout_redirect_uri, state,
logout_hint, ui_locales.
When id_token_hint is present it is verified via
Attesto.IDToken.verify_logout_hint/2 (signature + issuer, expiry
tolerated); a hint that fails verification is :invalid_id_token_hint. The
Relying Party client_id is taken from the hint's aud; if the client_id
parameter is also present it MUST equal it (:client_id_mismatch,
RP-Initiated Logout §2). With no hint, the client_id parameter alone
identifies the RP.
Returns {:ok, %Attesto.EndSession{}} or {:error, reason}.

  


        

      


  

    
Attesto.Introspection 
    



      
OAuth 2.0 Token Introspection (RFC 7662), conn-free core.
Given a presented token, decide whether it is currently active and, if so,
describe it with the RFC 7662 response members. This is the deliberate
introspection entry point; the transport layer authenticates the caller and
decides (by content negotiation) whether to return the plain JSON response or
a signed JWT (Attesto.SignedIntrospection, RFC 9701 / FAPI 2.0 Message
Signing §5.5). Nothing here touches a conn.
What "active" means (RFC 7662 §2.2)
	Access tokens are stateless JWTs: a token is active iff it passes the
full access-token verification (Attesto.Token.verify/3 - signature,
issuer, audience, temporal, required claims, principal, and typ == "access"), the same checks a resource server applies. The ONE check
skipped is the sender-constraint binding (the proof-key match): the
cnf is part of who may use the token, verified when it is presented,
and the introspecting caller holds no proof key - so introspection passes
require_confirmation_binding: false. The cnf shape is still
validated, and the binding is echoed in the response so a resource server
can check it (RFC 7662 / RFC 8705 §3.2 / RFC 9449).

	Refresh tokens are opaque, stored secrets: a refresh token present in
the store, unconsumed, and unexpired is reported active, a consumed
(rotated) or expired one inactive. The stored record's own data contract
(Attesto.RefreshToken build context) carries the subject, granted scope,
presenting client, and optional DPoP binding, so those RFC 7662 members
are surfaced when present (sub/scope/client_id/cnf) - for a
resource server, and so an :authorize policy can decide per token. A
store that does not populate them yields the minimal active+exp
response.

	Anything else - a malformed token, a forged signature, an expired token,
or one absent from the store - is reported inactive (%{"active" => false}),
never an error: RFC 7662 §2.2 forbids a token-existence oracle.


token_type_hint (RFC 7662 §2.1) only reorders which check is tried first; an
unmatched hint still falls through to the other.
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        opts()

      


    


    
      
        response()

      


    





  
    Functions
  


    
      
        introspect(config, token, opts \\ [])

      


        Introspect token, returning the RFC 7662 response map (always active,
plus the token's members when active). Never returns an error.
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      opts()



        
          
        

    

  


  

      

          @type opts() :: [
  refresh_store: module() | nil,
  token_type_hint: String.t() | nil,
  authorize: (response() -> boolean()) | nil,
  now: integer() | DateTime.t()
]


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: %{required(String.t()) => term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      introspect(config, token, opts \\ [])



        
          
        

    

  


  

      

          @spec introspect(Attesto.Config.t(), String.t(), opts()) :: response()


      


Introspect token, returning the RFC 7662 response map (always active,
plus the token's members when active). Never returns an error.
Options:
	:refresh_store - an Attesto.RefreshStore module to consult for opaque
refresh tokens; when absent, only access tokens are introspected.
	:token_type_hint - "access_token" or "refresh_token" (RFC 7662
§2.1); reorders the attempts, never restricts them.
	:authorize - a 1-arity predicate (response -> boolean) consulted with
the active response before it is returned (RFC 7662 §4 / RFC 9701 §5:
the AS MAY restrict which tokens a caller may introspect). The transport
layer captures the authenticated caller identity in this closure; if it
does not return true - or it raises - the response is downgraded to
%{"active" => false} so a caller not authorized for the token learns
nothing about it (FAPI: a regular client querying introspection is a
leakage risk). When absent, every authenticated caller may introspect any
token (the single-trust-domain default).
	:now - the reference time (Unix seconds or DateTime), for tests.


  


        

      


  

    
Attesto.JARM 
    



      
JWT Secured Authorization Response Mode (JARM).
Builds the signed JWT an authorization server returns to a client as the
single response parameter when a JWT response mode (jwt, query.jwt,
fragment.jwt, form_post.jwt) is requested, giving the authorization
response non-repudiation and integrity (FAPI 2.0 Message Signing §5.4).
This is conn-free core: it turns the issuer/keystore on the Attesto.Config,
the client identifier, and a map of authorization-response parameters (the
code/state/iss of a success, or the error/error_description/state
of a failure) into a compact JWS. The transport layer (the authorization
endpoint) decides the response mode and how the resulting JWT is delivered
(redirect query/fragment or auto-submitting form); nothing here touches HTTP.
JWT claims (JARM §2.1)
	iss - REQUIRED, the authorization server's issuer identifier.
	aud - REQUIRED, the client the response is addressed to (client_id).
	exp - REQUIRED, expiration; the response is short-lived.
	iat - the issuance time.
	every supplied authorization-response parameter, verbatim, as a top-level
claim (code, state, iss-echo for success; error,
error_description, error_uri, state for failure).

Signing mirrors Attesto.IDToken: the keystore's current signing key and its
algorithm (Attesto.SigningAlg.for_key/3), with the kid in the JOSE header,
signed with that pinned algorithm (never none).
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        response_params()
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        response_jwt(config, client_id, params, opts \\ [])

      


        Build and sign the JARM response JWT for client_id, carrying params.
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          @type opts() :: [now: integer() | DateTime.t(), lifetime: pos_integer()]


      



  



  
    
      
    
    
      response_params()



        
          
        

    

  


  

      

          @type response_params() :: %{optional(String.t()) => String.t() | nil}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      response_jwt(config, client_id, params, opts \\ [])



        
          
        

    

  


  

      

          @spec response_jwt(Attesto.Config.t(), String.t(), response_params(), opts()) ::
  {:ok, String.t()}


      


Build and sign the JARM response JWT for client_id, carrying params.
params is the authorization-response parameter map; nil values are
dropped (an absent state/error_uri is not advertised). Returns
{:ok, compact_jws}.
Options:
	:now - the issuance time (integer Unix seconds or DateTime), for
deterministic tests; defaults to the current time.
	:lifetime - the JWT lifetime in seconds; may only shorten the
600-second default.


  


        

      


  

    
Attesto.LogoutSessionStore behaviour
    



      
Storage seam for OpenID Connect Back-Channel Logout 1.0.
Back-Channel Logout requires the OP to deliver a logout_token to every
Relying Party that holds a session for the End-User when that session ends.
To do that the OP must remember, for each (session, RP) pair, where to
send the token. This behaviour is that memory: a row is recorded each time
an ID Token is minted to a back-channel-logout-capable client (the OP is the
party that mints those tokens, so it is the natural place to record the
binding), and enumerated when the end-session endpoint fires.
This is not the browser login session — attesto never models that; the
host owns login and supplies the sid. This store only persists the OP-side
(sid, client_id) -> backchannel_logout_uri delivery map, exactly as
Attesto.RefreshStore persists issued refresh families. Killing the actual
login state remains a host concern (the end-session controller's
:terminate_session callback).
Record shape
A stored record (record/1 input) is a map with:
	:sid - the session id (the value asserted in the ID Token's sid
claim). The per-session key the fan-out matches on.
	:subject - the sub the session authenticated. The per-subject key,
used when logout is requested without a sid.
	:client_id - the Relying Party that received the ID Token.
	:backchannel_logout_uri - where the logout_token is POSTed.
	:session_required - the client's backchannel_logout_session_required
(whether its logout_token MUST carry sid).
	:expires_at - absolute expiry, unix seconds (so abandoned sessions are
swept; mirror the ID Token / session lifetime).

record/1 is idempotent on (sid, client_id): re-issuing an ID Token for a
session the RP already has refreshes the row rather than duplicating it.

      


      
        Summary


  
    Types
  


    
      
        criteria()

      


        The criteria that select which sessions to log out. :sid scopes logout to
one session (across each RP that holds it); :subject (used when no sid
is known) scopes it to every session for the subject. At least one is set.



    


    
      
        entry()

      


        A stored back-channel-logout session record (see the module docs).



    


    
      
        target()

      


        A fan-out target: one RP to deliver a logout_token to.



    





  
    Callbacks
  


    
      
        delete(criteria)

      


        Remove the session rows matched by criteria (same :sid/:subject
precedence as targets/1). Called after the fan-out so a session is
enumerated for logout exactly once.



    


    
      
        record(entry)

      


        Record (idempotently on (sid, client_id)) that client_id holds a
back-channel-logout-capable session sid for subject, reachable at
backchannel_logout_uri. Called when an ID Token is minted to such a client.



    


    
      
        take_targets(criteria)

      


        Atomically enumerate and remove the RP targets matched by criteria,
returning them (same :sid/:subject precedence as targets/1). This is the
end-session endpoint's fan-out primitive: doing the enumerate and the delete in
one statement (e.g. DELETE ... RETURNING) means two concurrent logouts of the
same session cannot both observe the rows and double-deliver, and no row that
is inserted mid-logout is silently dropped. Already-expired rows are ignored.



    


    
      
        targets(criteria)

      


        List the RP targets to notify for a logout. When criteria carries a :sid,
scope to that session (every RP that received an ID Token under it); with no
:sid but a :subject, scope to all of that subject's sessions. Returns the
matching target/0s (possibly empty). Implementations SHOULD ignore
already-expired rows.
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      criteria()



        
          
        

    

  


  

      

          @type criteria() :: %{
  optional(:sid) => String.t() | nil,
  optional(:subject) => String.t() | nil
}


      


The criteria that select which sessions to log out. :sid scopes logout to
one session (across each RP that holds it); :subject (used when no sid
is known) scopes it to every session for the subject. At least one is set.

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  sid: String.t(),
  subject: String.t(),
  client_id: String.t(),
  backchannel_logout_uri: String.t(),
  session_required: boolean(),
  expires_at: non_neg_integer()
}


      


A stored back-channel-logout session record (see the module docs).

  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: %{
  client_id: String.t(),
  backchannel_logout_uri: String.t(),
  sid: String.t() | nil,
  session_required: boolean()
}


      


A fan-out target: one RP to deliver a logout_token to.

  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(criteria)



        
          
        

    

  


  

      

          @callback delete(criteria()) :: :ok


      


Remove the session rows matched by criteria (same :sid/:subject
precedence as targets/1). Called after the fan-out so a session is
enumerated for logout exactly once.

  



  
    
      
    
    
      record(entry)



        
          
        

    

  


  

      

          @callback record(entry()) :: :ok


      


Record (idempotently on (sid, client_id)) that client_id holds a
back-channel-logout-capable session sid for subject, reachable at
backchannel_logout_uri. Called when an ID Token is minted to such a client.

  



  
    
      
    
    
      take_targets(criteria)



        
          
        

    

  


  

      

          @callback take_targets(criteria()) :: [target()]


      


Atomically enumerate and remove the RP targets matched by criteria,
returning them (same :sid/:subject precedence as targets/1). This is the
end-session endpoint's fan-out primitive: doing the enumerate and the delete in
one statement (e.g. DELETE ... RETURNING) means two concurrent logouts of the
same session cannot both observe the rows and double-deliver, and no row that
is inserted mid-logout is silently dropped. Already-expired rows are ignored.

  



  
    
      
    
    
      targets(criteria)



        
          
        

    

  


  

      

          @callback targets(criteria()) :: [target()]


      


List the RP targets to notify for a logout. When criteria carries a :sid,
scope to that session (every RP that received an ID Token under it); with no
:sid but a :subject, scope to all of that subject's sessions. Returns the
matching target/0s (possibly empty). Implementations SHOULD ignore
already-expired rows.

  


        

      


  

    
Attesto.LogoutToken 
    



      
Mint OpenID Connect Back-Channel Logout logout_tokens
(OpenID Connect Back-Channel Logout 1.0 §2.4).
A logout token is the signed JWT an OP POSTs to a Relying Party's
backchannel_logout_uri to tell it a session has ended. It is a distinct
artifact from the Attesto.IDToken and Attesto.Token this library also
mints: its JOSE header typ is the dedicated logout+jwt (so an RP can
reject anything else presented at its logout endpoint), and it carries an
events claim naming the back-channel-logout event rather than identity
or authorization claims.
Like Attesto.IDToken, minting is pure: it reads only the Attesto.Config
passed in, signs through the same keystore/kid/RS256 path, and funnels the
JOSE call through the shared internal JWS signer so the alg whitelist lives in
one place.
Claims (Back-Channel Logout 1.0 §2.4)
Every minted logout token carries:
	iss - the configured issuer.
	aud - the OAuth client_id of the Relying Party (as in an ID Token).
	iat - issued-at, unix seconds.
	jti - a unique identifier, so an RP can detect a replayed token.
	events - a JSON object with the single member
"http://schemas.openid.net/event/backchannel-logout" mapped to an
empty object, identifying this as a back-channel logout request.

At least one of:
	sub - the subject whose session(s) ended.
	sid - the session id that ended (the same value that rode in the ID
Token's sid claim).

Per §2.4 a logout token MUST NOT contain a nonce claim; this module
never emits one. An exp is included with a deliberately short lifetime so
a captured token cannot be replayed indefinitely (the spec leaves exp
optional; including a short one is strictly safer for a conforming RP).
Targeting sub vs sid
Back-Channel Logout 1.0 §2.4 requires a logout token to identify the
session by sub, sid, or both, and an RP advertises via
backchannel_logout_session_required whether it needs sid. Supply both
when known; supply :sid for an RP that requires session-scoped logout and
:sub for one that logs out every session for the subject.

      


      
        Summary


  
    Types
  


    
      
        mint_error()

      


    


    
      
        mint_opts()

      


    





  
    Functions
  


    
      
        event_uri()

      


        The back-channel-logout events URI (Back-Channel Logout 1.0 §2.4).



    


    
      
        header_typ()

      


        The JOSE header typ logout tokens carry: "logout+jwt".



    


    
      
        mint(config, client_id, opts \\ [])

      


        Mint a signed Back-Channel Logout token addressed to the Relying Party
identified by client_id (which becomes aud, as in an ID Token).



    





      


      
        Types


        


  
    
      
    
    
      mint_error()



        
          
        

    

  


  

      

          @type mint_error() :: :invalid_client_id | :missing_subject_identifier


      



  



  
    
      
    
    
      mint_opts()



        
          
        

    

  


  

      

          @type mint_opts() :: [
  sub: String.t(),
  sid: String.t(),
  now: DateTime.t() | non_neg_integer(),
  lifetime: pos_integer(),
  jti: String.t()
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      event_uri()



        
          
        

    

  


  

      

          @spec event_uri() :: String.t()


      


The back-channel-logout events URI (Back-Channel Logout 1.0 §2.4).

  



  
    
      
    
    
      header_typ()



        
          
        

    

  


  

      

          @spec header_typ() :: String.t()


      


The JOSE header typ logout tokens carry: "logout+jwt".

  



    

  
    
      
    
    
      mint(config, client_id, opts \\ [])



        
          
        

    

  


  

      

          @spec mint(Attesto.Config.t(), String.t(), mint_opts()) ::
  {:ok, String.t()} | {:error, mint_error()}


      


Mint a signed Back-Channel Logout token addressed to the Relying Party
identified by client_id (which becomes aud, as in an ID Token).
Options:
	:sub - the subject whose session ended.
	:sid - the session id that ended (matches the ID Token sid).
At least one of :sub / :sid MUST be supplied
(:missing_subject_identifier otherwise).
	:jti - override the generated unique identifier (a fresh CSPRNG value
is used otherwise).
	:now - DateTime or unix-seconds clock override. Defaults to now.
	:lifetime - positive seconds; may only shorten the short default.

Returns {:ok, logout_token} (compact JWS) or {:error, reason}.

  


        

      


  

    
Attesto.OpenIDDiscovery 
    



      
OpenID Connect Discovery 1.0 - OpenID Provider Metadata (§3).
Build the JSON document a Relying Party fetches from
/.well-known/openid-configuration to discover the OpenID Provider:
its endpoints, the response/grant types it supports, the signing
algorithms it uses for ID Tokens, and the scopes and claims it can
return.
This module builds on Attesto.Discovery rather than adding an OIDC
mode flag to it. The two metadata documents are distinct: RFC 8414
Authorization Server Metadata and OpenID Connect Discovery §3 Provider
Metadata have different required-field sets (OIDC mandates
subject_types_supported, id_token_signing_alg_values_supported,
claims_supported, claim_types_supported, and a scopes_supported
list that MUST contain "openid"), and they are served from different
well-known URLs. Keeping a dedicated builder keeps each document's
contract clear instead of overloading the OAuth builder with
OIDC-only obligations. The shared OAuth fields (issuer,
token_endpoint, jwks_uri, grant_types_supported,
code_challenge_methods_supported, dpop_signing_alg_values_supported,
and any host-supplied OAuth fields) are produced by
Attesto.Discovery.metadata/2 and merged in, so there is one source of
truth for them.
Attesto fills the fields it can derive or fix by protocol:
	issuer, token_endpoint, and jwks_uri via Attesto.Discovery.
	subject_types_supported is ["public"] - Attesto does not mint
pairwise subject identifiers.
	id_token_signing_alg_values_supported defaults to the algorithms
of the configured verification keys (RSA defaults to RS256).
	claim_types_supported is ["normal"] - Attesto returns claims
directly, not aggregated or distributed
(OpenID Connect Core §5.6).
	response_types_supported defaults to ["code"] - the
Authorization Code Flow.
	code_challenge_methods_supported is ["S256"] (via
Attesto.Discovery).
	request_parameter_supported defaults to false - Attesto does
not consume a request JWT parameter
(OpenID Connect Core §6.1).

Everything host-specific - the authorization_endpoint,
userinfo_endpoint, and the catalog of scopes_supported and
claims_supported the host actually serves - is supplied through
opts and merged in. nil opt values are dropped so the document only
advertises what the host actually implements. The library guarantees
only that, when scopes_supported is provided, it includes the
reserved "openid" scope (OpenID Connect Core §3.1.2.1).
The result is a string-keyed map ready to serialise as the endpoint's
JSON body.

      


      
        Summary


  
    Functions
  


    
      
        metadata(config, opts \\ [])

      


        Build the OpenID Provider Metadata document for config.



    





      


      
        Functions


        


    

  
    
      
    
    
      metadata(config, opts \\ [])



        
          
        

    

  


  

      

          @spec metadata(
  Attesto.Config.t(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build the OpenID Provider Metadata document for config.
The shared OAuth fields are produced by Attesto.Discovery.metadata/2;
see its docs for :jwks_uri, :grant_types_supported, the host
endpoint URLs (:authorization_endpoint, :userinfo_endpoint, ...),
and :token_endpoint_auth_methods_supported.
OIDC-specific options:
	:response_types_supported - defaults to
["code"] (Authorization Code Flow).
	:request_parameter_supported - defaults to false.
	:scopes_supported - if given, the reserved "openid" scope is
added when absent (OpenID Connect Core §3.1.2.1). Included only if
given.
	:claims_supported, :acr_values_supported,
:display_values_supported, :claims_locales_supported,
:ui_locales_supported, :claims_parameter_supported,
:request_uri_parameter_supported,
:require_request_uri_registration, :op_policy_uri,
:op_tos_uri - included only if given.

subject_types_supported, id_token_signing_alg_values_supported, and
claim_types_supported are fixed by protocol and always present.
Any other opt key is ignored.

  


        

      


  

    
Attesto.ProtectedResourceMetadata 
    



      
RFC 9728 - OAuth 2.0 Protected Resource Metadata.
Build the JSON document a client (or an authorization server) fetches from a
protected resource's /.well-known/oauth-protected-resource to learn how to
obtain and present tokens for that resource: which authorization server(s)
issue tokens for it, where its JWKS lives, what scopes and bearer-token
presentation methods it accepts, and whether it requires sender-constrained
(DPoP / mTLS) tokens.
This is the resource-server analogue of Attesto.Discovery (RFC 8414, the
authorization server's metadata) and mirrors it exactly: a base map of the
fields Attesto can derive from the Attesto.Config, plus an @host_fields
allowlist reduce that merges in whatever the host supplies and drops nil
values so the document only advertises what the resource actually implements.
The only protocol-fixed field is resource (RFC 9728 §2, REQUIRED): the
resource identifier the metadata describes. It defaults to the config's
audience - the access-token audience a resource server validates is exactly
its resource identifier - and is overridable via the :resource opt for a
deployment whose canonical resource identifier differs from the default token
audience.
Everything else in RFC 9728 §2 is host-specific and supplied through opts:
the authorization_servers list, the resource's own jwks_uri,
scopes_supported, the bearer_methods_supported presentation methods, the
signing algorithms for signed responses, the human-facing
resource_name/documentation/policy/ToS URLs, the sender-constraint flags,
and a signed_metadata JWT. nil opt values are dropped.
The result is a string-keyed map ready to serialise as the endpoint's JSON
body. This module renders the document only; mounting a serving endpoint for
it is the host's concern.

      


      
        Summary


  
    Functions
  


    
      
        metadata(config, opts \\ [])

      


        Build the protected-resource metadata document for config.



    





      


      
        Functions


        


    

  
    
      
    
    
      metadata(config, opts \\ [])



        
          
        

    

  


  

      

          @spec metadata(
  Attesto.Config.t(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build the protected-resource metadata document for config.
The only field Attesto fixes is resource (RFC 9728 §2, REQUIRED): the
resource identifier this metadata describes.
Options:
	:resource - the resource identifier. Defaults to config.audience (the
access-token audience a resource server validates is its resource
identifier); override for a deployment whose canonical resource
identifier differs from the default token audience.
	:authorization_servers - the list of issuer identifiers of the
authorization servers that can issue tokens for this resource (RFC 9728
§2). Included only if given.
	:jwks_uri - the resource's own JWK Set URL (e.g. for verifying signed
resource responses). Included only if given. Distinct from the
authorization server's jwks_uri.
	:scopes_supported, :bearer_methods_supported,
:resource_signing_alg_values_supported - the scopes the resource
recognises, the RFC 6750 token-presentation methods it accepts
("header", "body", "query"), and the JWS algorithms it signs
responses with; included only if given.
	:resource_name, :resource_documentation, :resource_policy_uri,
:resource_tos_uri - human-facing display name and URLs; included only
if given.
	:tls_client_certificate_bound_access_tokens (RFC 8705),
:dpop_bound_access_tokens_required,
:dpop_signing_alg_values_supported (RFC 9449) - the sender-constraint
flags and accepted DPoP algorithms; included only if given.
	:signed_metadata - a JWT whose claims are the signed counterpart of
this document (RFC 9728 §2); included only if given.

The accepted host fields are the RFC 9728 §2 allowlist in @host_fields; the
enumeration above is illustrative. Any other opt key is ignored.

  


        

      


  

    
Attesto.RequestObject 
    



      
Signed OpenID Connect Request Object verification (JAR, RFC 9101 / OIDC §6.1).
This module verifies a compact JWT request object against trusted client
JWKs supplied by the host. It deliberately rejects unsigned request objects:
a host that wants request objects is opting into integrity protection, not a
second unsigned parameter encoding.

      


      
        Summary


  
    Types
  


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        verify(jwt, trusted_jwks, opts \\ [])

      


        Verify and return a string-keyed parameter map from a signed request object.



    





      


      
        Types


        


  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_request_object
  | :request_not_supported
  | :invalid_signature
  | :invalid_issuer
  | :invalid_audience
  | :invalid_typ
  | :expired
  | :not_yet_valid
  | :unsupported_critical_header


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  issuer: String.t() | nil,
  audience: String.t() | [String.t()],
  accepted_algs: [Attesto.SigningAlg.alg()],
  require_nbf: boolean(),
  max_nbf_age_seconds: pos_integer() | nil,
  require_exp: boolean(),
  max_lifetime_seconds: pos_integer() | nil,
  accepted_typ: [String.t() | nil] | nil
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      verify(jwt, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()] | map(), verify_opts()) ::
  {:ok, map()} | {:error, verify_error()}


      


Verify and return a string-keyed parameter map from a signed request object.
The object must carry iss, client_id, and aud. iss must match the
object's client_id and the caller-supplied :issuer; aud must match the
caller-supplied :audience.
Opts implementing the RFC 9101 / FAPI Message Signing 2.0 §5.3.1 strict-JAR
policy. Every one defaults to the lenient JAR/OIDC §6.1 behaviour, so a
caller that passes none observes no change:
	:accepted_algs - JOSE algorithms a candidate trusted key may use.
Defaults to SigningAlg.fapi_algs/0 (PS256, ES256, EdDSA).
	:require_nbf - when true, reject an object without an nbf claim.
Defaults to false. (RFC 9101 / FAPI Message Signing 2.0 §5.3.1.)
	:max_nbf_age_seconds - when set, reject an nbf older than now - N.
Defaults to nil (no lower bound).
	:require_exp - when true, reject an object without an exp claim.
Defaults to false.
	:max_lifetime_seconds - when set, require valid nbf and exp
NumericDate anchors and reject an exp greater than nbf + N. Defaults
to nil (no lifetime bound).
	:accepted_typ - when a list, require the JOSE header typ to be a
member; nil in the list permits an absent typ. Defaults to nil,
which accepts any typ including its absence.


  


        

      


  

    
Attesto.RequestObject.Policy 
    



      
Verification policy for signed authorization request objects (JAR, RFC 9101).
Policy expressed as data the caller passes to
Attesto.AuthorizationRequest.validate/2, which threads it into
Attesto.RequestObject.verify/3. The default %Policy{} is the generic
OpenID Connect §6.1 / RFC 9101 baseline (a signed request object is verified,
but nbf/exp/typ are not required). The FAPI 2.0 Message Signing §5.3.1
profile is the named fapi_message_signing/0 constructor - profile data, not
a feature flag and not a backwards-compatibility shim.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        fapi_message_signing()

      


        The FAPI 2.0 Message Signing §5.3.1 profile for signed request objects



    


    
      
        generic()

      


        The generic OpenID Connect §6.1 / RFC 9101 baseline: a signed request object
is verified, but nbf/exp/typ are not required. Equivalent to %Policy{}.



    


    
      
        require_request_object?(policy)

      


        Whether this policy requires the authorization request to carry a signed
request object (FAPI 2.0 Message Signing §5.3.1). When true, a request that
presents no request object is rejected rather than processed from its plain
parameters.



    


    
      
        to_verify_opts(policy)

      


        Flatten the policy to Attesto.RequestObject.verify/3 options, dropping nil
values so verify/3 keeps its own defaults (notably accepted_algs, which
defaults to Attesto.SigningAlg.fapi_algs/0) and the non-verification
presence fields ([:require_request_object]).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.RequestObject.Policy{
  accepted_algs: [Attesto.SigningAlg.alg()] | nil,
  accepted_typ: [String.t() | nil] | nil,
  max_lifetime_seconds: pos_integer() | nil,
  max_nbf_age_seconds: pos_integer() | nil,
  require_exp: boolean(),
  require_nbf: boolean(),
  require_request_object: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fapi_message_signing()



        
          
        

    

  


  

      

          @spec fapi_message_signing() :: t()


      


The FAPI 2.0 Message Signing §5.3.1 profile for signed request objects:
	a signed request object is REQUIRED - an authorization request that
carries none is rejected (FAPI 2.0 Message Signing §5.3.1, which mandates
that clients send the request as a signed JWT);
	nbf REQUIRED, no more than 60 minutes in the past;
	exp REQUIRED, no more than 60 minutes after nbf;
	JOSE header typ, when present, must be "oauth-authz-req+jwt", but is
NOT required.

accepted_algs is left nil to inherit Attesto.RequestObject.verify/3's
default (Attesto.SigningAlg.fapi_algs/0: PS256, ES256, EdDSA).
Note on typ: §5.3.1's "shall accept that typ" requires an OP to accept the
oauth-authz-req+jwt type when a client sends it - it does not license
requiring it, and RFC 9101 §4 makes typ only RECOMMENDED. The FAPI 2.0
Message Signing conformance suite signs its request objects with no typ
header at all, so an OP that mandates typ rejects every conformant request
and fails certification. accepted_typ: ["oauth-authz-req+jwt", nil] therefore
keeps the RFC 9101 §10.8 explicit-typing defence when a typ is present
(a wrong type is still rejected) while accepting its absence.

  



  
    
      
    
    
      generic()



        
          
        

    

  


  

      

          @spec generic() :: t()


      


The generic OpenID Connect §6.1 / RFC 9101 baseline: a signed request object
is verified, but nbf/exp/typ are not required. Equivalent to %Policy{}.

  



  
    
      
    
    
      require_request_object?(policy)



        
          
        

    

  


  

      

          @spec require_request_object?(t()) :: boolean()


      


Whether this policy requires the authorization request to carry a signed
request object (FAPI 2.0 Message Signing §5.3.1). When true, a request that
presents no request object is rejected rather than processed from its plain
parameters.

  



  
    
      
    
    
      to_verify_opts(policy)



        
          
        

    

  


  

      

          @spec to_verify_opts(t()) :: keyword()


      


Flatten the policy to Attesto.RequestObject.verify/3 options, dropping nil
values so verify/3 keeps its own defaults (notably accepted_algs, which
defaults to Attesto.SigningAlg.fapi_algs/0) and the non-verification
presence fields ([:require_request_object]).

  


        

      


  

    
Attesto.ResourceIndicator 
    



      
RFC 8707 Resource Indicators for OAuth 2.0 — the conn-free primitive.
A resource request parameter scopes an issued access token to one or more
protected resources by setting the token's aud claim to the requested
resource identifier(s) (§2.2). Audience is the cryptographic, RFC-blessed
confinement: a token minted for resource A is structurally invalid at a
sibling resource B, even when both share a scope vocabulary.
This module is the single place that turns the raw resource parameter into
a validated, authorized set of audience identifiers. It does two things and
no more (it never touches a Plug.Conn, a store, or a clock):
	validate/1 — RFC 8707 §2.1 syntax. The parameter is multi-valued
(scalar or array); each value MUST be an absolute URI with no fragment.
Returns the de-duplicated indicator list, {:ok, []} when none was
requested, or {:error, :invalid_target} for any malformed value.

	authorize/2 — RFC 8707 §2.2 authorization. Every requested resource
MUST be one this authorization server is willing to mint for (the caller
composes the allowlist — typically the server's own audience plus any
configured / per-client allow-listed resources). An unserved resource is
rejected :invalid_target: the AS never issues a token for a resource it
does not serve.


:invalid_target is the RFC 8707 §2 / RFC 6749 §5.2 error code the framing
layer renders; this module returns the bare atom so it stays transport-free.

      


      
        Summary


  
    Functions
  


    
      
        authorize(resources, allowed)

      


        Authorize already-validated resource indicators against an allowlist.



    


    
      
        valid_indicator?(value)

      


        Whether a single value is a syntactically valid RFC 8707 resource indicator:
an absolute URI (a non-empty scheme plus a host or path) with no fragment
(§2.1) and no malformed percent-encoding (RFC 3986 §2.1).



    


    
      
        validate(value)

      


        Parse and syntactically validate the requested resource indicator(s).



    





      


      
        Functions


        


  
    
      
    
    
      authorize(resources, allowed)



        
          
        

    

  


  

      

          @spec authorize([String.t()], [String.t()]) ::
  {:ok, [String.t()]} | {:error, :invalid_target}


      


Authorize already-validated resource indicators against an allowlist.
Every member of resources MUST appear in allowed. Returns the resources
unchanged on success, or {:error, :invalid_target} if any is not served by
this authorization server. An empty resources list (no indicator requested)
is trivially authorized.

  



  
    
      
    
    
      valid_indicator?(value)



        
          
        

    

  


  

      

          @spec valid_indicator?(term()) :: boolean()


      


Whether a single value is a syntactically valid RFC 8707 resource indicator:
an absolute URI (a non-empty scheme plus a host or path) with no fragment
(§2.1) and no malformed percent-encoding (RFC 3986 §2.1).

  



  
    
      
    
    
      validate(value)



        
          
        

    

  


  

      

          @spec validate(term()) :: {:ok, [String.t()]} | {:error, :invalid_target}


      


Parse and syntactically validate the requested resource indicator(s).
nil (the parameter absent) yields {:ok, []}. A scalar binary or an array
of binaries yields the de-duplicated list (order preserved) when every value
is a valid absolute-URI indicator, else {:error, :invalid_target}. A
present-but-empty value (resource=, an empty array, a blank/non-binary
entry) fails closed rather than being treated as absent.

  


        

      


  

    
Attesto.SignedIntrospection 
    



      
JWT response for OAuth 2.0 Token Introspection (RFC 9701).
Builds the signed JWT an authorization server returns from its introspection
endpoint (RFC 7662) when the caller requests
application/token-introspection+jwt, giving the introspection response
integrity and non-repudiation (FAPI 2.0 Message Signing §5.5).
This is conn-free core: it turns the issuer/keystore on the Attesto.Config,
the caller the response is addressed to, and the RFC 7662 introspection
response map into a compact JWS. The transport layer (the introspection
endpoint) decides - by content negotiation - whether to return the plain JSON
response or this signed JWT; nothing here touches HTTP.
JWT claims (RFC 9701 §5)
	iss - REQUIRED, the authorization server's issuer identifier.
	aud - REQUIRED, the entity that requested the introspection (the
authenticated client_id).
	iat - REQUIRED, the issuance time.
	token_introspection - REQUIRED, a JSON object that is the RFC 7662
introspection response (active plus, when active, the token's claims).

The JOSE header typ is fixed to "token-introspection+jwt" (RFC 9701 §5),
the explicit type that distinguishes a signed introspection response from any
other JWT. Signing mirrors Attesto.IDToken / Attesto.JARM: the keystore's
current signing key and algorithm, with the kid in the header, signed
with that pinned algorithm (never none).

      


      
        Summary


  
    Types
  


    
      
        opts()

      


    


    
      
        response()

      


    





  
    Functions
  


    
      
        header_typ()

      


        The JOSE header typ a signed introspection response carries (RFC 9701 §5).



    


    
      
        response_jwt(config, audience, introspection_response, opts \\ [])

      


        Build and sign the RFC 9701 introspection response JWT addressed to
audience, wrapping the RFC 7662 introspection_response. Returns
{:ok, compact_jws}.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: [now: integer() | DateTime.t(), lifetime: pos_integer()]


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: %{optional(String.t()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      header_typ()



        
          
        

    

  


  

      

          @spec header_typ() :: String.t()


      


The JOSE header typ a signed introspection response carries (RFC 9701 §5).

  



    

  
    
      
    
    
      response_jwt(config, audience, introspection_response, opts \\ [])



        
          
        

    

  


  

      

          @spec response_jwt(Attesto.Config.t(), String.t(), response(), opts()) ::
  {:ok, String.t()}


      


Build and sign the RFC 9701 introspection response JWT addressed to
audience, wrapping the RFC 7662 introspection_response. Returns
{:ok, compact_jws}.
Options:
	:now - the issuance time (integer Unix seconds or DateTime), for
deterministic tests; defaults to the current time.
	:lifetime - when given (seconds), adds an exp that many seconds after
iat; omitted by default.


  


        

      


  

    
Attesto.SigningAlg 
    



      
Key-derived JOSE signing algorithm helpers.
Attesto treats the algorithm as metadata of the trusted key selected by
kid, never as policy learned from the presented token. RSA keys infer
RS256 (RSASSA-PKCS1-v1_5) as the JWA default for the RSA key type, while
EC/OKP keys infer their JOSE algorithm from the public JWK curve. RSA
deployments that intentionally use PS256 can label the key through the
keystore's alg metadata.

      


      
        Summary


  
    Types
  


    
      
        alg()

      


    





  
    Functions
  


    
      
        allowed()

      


        Algorithms Attesto can sign/verify when backed by a matching key.



    


    
      
        default_client_algs()

      


        Default set of algorithms accepted for signatures a client presents
(client assertions and request objects).



    


    
      
        fapi_algs()

      


        Signing algorithms permitted for FAPI 2 client authentication and request
objects: PS256, ES256, EdDSA.



    


    
      
        for_key(keystore, pem, opts \\ [])

      


        Resolve the algorithm for a key in keystore.



    


    
      
        hash_alg(alg)

      


        Return the digest algorithm used by an ID Token hash claim.



    


    
      
        hash_half_bytes(alg)

      


        Return the number of left-most bytes used for OIDC hash claims.



    


    
      
        infer(jwk)

      


        Infer the default algorithm from a parsed JWK's public members.



    


    
      
        keystore_algs(keystore)

      


        The unique signing algorithms across a keystore's verification keys.



    


    
      
        validate!(alg)

      


        Validate that alg is one of Attesto's supported asymmetric JOSE algorithms.



    





      


      
        Types


        


  
    
      
    
    
      alg()



        
          
        

    

  


  

      

          @type alg() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allowed()



        
          
        

    

  


  

      

          @spec allowed() :: [alg()]


      


Algorithms Attesto can sign/verify when backed by a matching key.

  



  
    
      
    
    
      default_client_algs()



        
          
        

    

  


  

      

          @spec default_client_algs() :: [alg()]


      


Default set of algorithms accepted for signatures a client presents
(client assertions and request objects).
Equal to fapi_algs/0: PS256, ES256, EdDSA. A host with a non-FAPI profile
can widen this by passing an explicit :accepted_algs opt to the relevant
verifier; the default keeps the FAPI 2 gate.

  



  
    
      
    
    
      fapi_algs()



        
          
        

    

  


  

      

          @spec fapi_algs() :: [alg()]


      


Signing algorithms permitted for FAPI 2 client authentication and request
objects: PS256, ES256, EdDSA.
RS256 (RSASSA-PKCS1-v1_5) is deliberately excluded - FAPI 2 mandates PS256
for RSA keys. This is the policy gate for verifying a signature a client
presents; it is narrower than allowed/0, which still admits RS256 for the
provider's own token signing.

  



    

  
    
      
    
    
      for_key(keystore, pem, opts \\ [])



        
          
        

    

  


  

      

          @spec for_key(module(), String.t(), keyword()) :: alg()


      


Resolve the algorithm for a key in keystore.
Resolution order:
	per-key metadata from key_algs/0, keyed by RFC 7638 kid
	signing_alg/0 for the current signing key only
	inference from the JWK type/curve


  



  
    
      
    
    
      hash_alg(alg)



        
          
        

    

  


  

      

          @spec hash_alg(alg()) :: :sha256 | :sha384 | :sha512


      


Return the digest algorithm used by an ID Token hash claim.

  



  
    
      
    
    
      hash_half_bytes(alg)



        
          
        

    

  


  

      

          @spec hash_half_bytes(alg()) :: pos_integer()


      


Return the number of left-most bytes used for OIDC hash claims.

  



  
    
      
    
    
      infer(jwk)



        
          
        

    

  


  

      

          @spec infer(JOSE.JWK.t()) :: alg()


      


Infer the default algorithm from a parsed JWK's public members.

  



  
    
      
    
    
      keystore_algs(keystore)



        
          
        

    

  


  

      

          @spec keystore_algs(module()) :: [alg()]


      


The unique signing algorithms across a keystore's verification keys.
Used to advertise the algorithms the server itself signs with (the
id_token_signing_alg_values_supported and the JARM
authorization_signing_alg_values_supported, which share the same keys).
Returns [] when the keystore exposes no verification keys (or resolution
fails), leaving the caller to apply any default.

  



  
    
      
    
    
      validate!(alg)



        
          
        

    

  


  

      

          @spec validate!(term()) :: alg()


      


Validate that alg is one of Attesto's supported asymmetric JOSE algorithms.

  


        

      


  

    
Attesto.StepUp 
    



      
RFC 9470 Step-Up Authentication Challenge — the conn-free core primitive.
A resource server that needs a fresher or stronger end-user authentication for
a sensitive operation evaluates the presented (already verified) access token
against an Attesto.StepUp.Requirement and, when it is not satisfied, answers
RFC 9470 §3 WWW-Authenticate: Bearer error="insufficient_user_authentication"
with the acr_values / max_age the client must re-request at the
authorization endpoint.
This module is conn-free: it reads only the token's acr / auth_time claims
and a caller-supplied now, decides satisfaction (the framing layer renders
the challenge), and never touches a Plug.Conn, a store, or a wall clock.
Semantics
	The two dimensions are a conjunction (RFC 9470 §4): the token must
satisfy the acr set membership AND the auth_time freshness bound.
	Fail-closed: a token whose acr is absent/non-string (when an
acr_values set is required), or whose auth_time is absent/non-integer
(when a max_age is required), does NOT satisfy the requirement. A token
from a non-OIDC grant (no auth_time) therefore always challenges a
freshness requirement — step-up routes are for end-user grants.


      


      
        Summary


  
    Types
  


    
      
        challenge()

      


        The RFC 9470 §3 challenge parameters naming what the client must re-request.



    





  
    Functions
  


    
      
        challenge_params(requirement)

      


        The RFC 9470 §3 challenge parameters for requirement: :acr_values
(space-delimited) and/or :max_age. Transport-free — the plug owns the
WWW-Authenticate scheme (Bearer vs DPoP) and quoting.



    


    
      
        evaluate(requirement, claims, now)

      


        Evaluate verified token claims against requirement at now (unix seconds).



    


    
      
        satisfied?(requirement, claims, now)

      


        Whether the token's acr / auth_time claims satisfy requirement at now
(the conjunction of both dimensions; fail-closed on absent/malformed claims).



    





      


      
        Types


        


  
    
      
    
    
      challenge()



        
          
        

    

  


  

      

          @type challenge() :: %{
  optional(:acr_values) => String.t(),
  optional(:max_age) => non_neg_integer()
}


      


The RFC 9470 §3 challenge parameters naming what the client must re-request.

  


        

      

      
        Functions


        


  
    
      
    
    
      challenge_params(requirement)



        
          
        

    

  


  

      

          @spec challenge_params(Attesto.StepUp.Requirement.t()) :: challenge()


      


The RFC 9470 §3 challenge parameters for requirement: :acr_values
(space-delimited) and/or :max_age. Transport-free — the plug owns the
WWW-Authenticate scheme (Bearer vs DPoP) and quoting.

  



  
    
      
    
    
      evaluate(requirement, claims, now)



        
          
        

    

  


  

      

          @spec evaluate(Attesto.StepUp.Requirement.t(), map(), integer()) ::
  :ok | {:error, :insufficient_user_authentication, challenge()}


      


Evaluate verified token claims against requirement at now (unix seconds).
Returns :ok, or {:error, :insufficient_user_authentication, challenge} where
challenge carries the acr_values (space-delimited) / max_age the client
must re-request.

  



  
    
      
    
    
      satisfied?(requirement, claims, now)



        
          
        

    

  


  

      

          @spec satisfied?(Attesto.StepUp.Requirement.t(), map(), integer()) :: boolean()


      


Whether the token's acr / auth_time claims satisfy requirement at now
(the conjunction of both dimensions; fail-closed on absent/malformed claims).

  


        

      


  

    
Attesto.StepUp.Requirement 
    



      
A normalized RFC 9470 step-up authentication requirement for a protected route.
Two independent dimensions, both optional but at least one required:
	:acr_values - the set of Authentication Context Class References the
presented token's acr claim must be one of (RFC 9470 §3 / OIDC Core
§2). Empty means "no acr constraint".
	:max_age - the maximum age, in seconds, of the end-user authentication
event: the token's auth_time must be no older than now - max_age.
nil means "no freshness constraint".


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(req)

      


        Build and validate a requirement from a %Requirement{} or a keyword list
(acr_values: and/or max_age:).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.StepUp.Requirement{
  acr_values: [String.t()],
  max_age: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(req)



        
          
        

    

  


  

      

          @spec parse(t() | keyword()) :: t()


      


Build and validate a requirement from a %Requirement{} or a keyword list
(acr_values: and/or max_age:).
Fail-closed at configuration time: a malformed :acr_values / :max_age, or a
requirement that constrains neither dimension, raises ArgumentError so a
misconfigured route is caught at boot rather than silently never challenging.

  


        

      


  

    
Attesto.Config 
    



      
Immutable configuration a token operation runs against.
A Config binds together everything Attesto.Token needs that is
policy rather than protocol: who the issuer and audience are, where keys
come from, what principal kinds exist, and the default token lifetime.
Build one once (typically memoised by the host application) and pass it
to Attesto.Token.mint/3 and Attesto.Token.verify/3.
Fields
	:issuer - the iss claim value minted into every token and
required to match on verify. A non-empty string (an https:// URL
in any real deployment).
	:audience - the aud claim value. A non-empty string.
	:keystore - a module implementing Attesto.Keystore.
	:principal_kinds - the non-empty list of Attesto.PrincipalKind
structs this issuer serves. Their claim_values must be distinct,
and their sub_prefixes must be distinct, so the kind a token
claims and the subject it carries map unambiguously.
	:principal_kind_claim - the JWT claim name that carries the
principal kind's claim_value. Defaults to "principal_kind".
A host may set its own (e.g. a namespaced private claim) without
changing any other behaviour.
	:default_lifetime_seconds - access-token lifetime when a caller
does not request a shorter one. Defaults to 900 (15 minutes).
	:token_endpoint_path - the request path the token endpoint is
mounted at, used to derive token_endpoint_url/1 (the URL a DPoP
proof's htu must sign, and the URL OAuth metadata would publish).
Defaults to "/oauth/token".

Reserved claims
The claim names Attesto assembles itself - iss, aud, exp, iat,
jti, sub, scope, typ, cnf, and the configured
principal_kind_claim - are reserved. Attesto.Token.mint/3 refuses a
principal whose extra claims would collide with one of them, so a caller
can never shadow a protocol claim.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        new(opts)

      


        Build and validate a Config.



    


    
      
        principal_kind(config, claim_value)

      


        Return the Attesto.PrincipalKind whose claim_value equals
claim_value, or nil if no configured kind matches.



    


    
      
        token_endpoint_url(config)

      


        The canonical external URL of the token endpoint: the configured issuer
merged with token_endpoint_path. This is the URL a client's DPoP proof
must sign in its htu claim (RFC 9449 §4.3) and the URL OAuth
Authorization Server Metadata (RFC 8414) would publish. Derived from
issuer rather than a live request so it is stable behind any TLS
terminator or reverse proxy.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.Config{
  access_token_header_typ: String.t() | nil,
  audience: String.t(),
  default_lifetime_seconds: pos_integer(),
  issuer: String.t(),
  keystore: module(),
  principal_kind_claim: String.t(),
  principal_kinds: [Attesto.PrincipalKind.t(), ...],
  token_endpoint_path: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Build and validate a Config.
Attesto.Config.new(
  issuer: "https://api.example/",
  audience: "https://api.example/",
  keystore: MyApp.Keystore,
  principal_kinds: [
    Attesto.PrincipalKind.new("client", "oc_",
      required_claims: [{"client_id", :non_empty_string}]),
    Attesto.PrincipalKind.new("user", "usr_",
      required_claims: [
        {"act", :non_empty_string},
        {"sid", :non_empty_string},
        {"token_version", :non_neg_integer}
      ])
  ]
)
Raises ArgumentError on a malformed configuration (blank issuer or
audience, a keystore that is not a module, an empty or non-list
principal-kind set, duplicate claim_values or sub_prefixes, or a
principal_kind_claim that collides with a reserved claim). This is
evaluated once at boot, so it fails loudly rather than at the first
token operation.

  



  
    
      
    
    
      principal_kind(config, claim_value)



        
          
        

    

  


  

      

          @spec principal_kind(t(), term()) :: Attesto.PrincipalKind.t() | nil


      


Return the Attesto.PrincipalKind whose claim_value equals
claim_value, or nil if no configured kind matches.

  



  
    
      
    
    
      token_endpoint_url(config)



        
          
        

    

  


  

      

          @spec token_endpoint_url(t()) :: String.t()


      


The canonical external URL of the token endpoint: the configured issuer
merged with token_endpoint_path. This is the URL a client's DPoP proof
must sign in its htu claim (RFC 9449 §4.3) and the URL OAuth
Authorization Server Metadata (RFC 8414) would publish. Derived from
issuer rather than a live request so it is stable behind any TLS
terminator or reverse proxy.

  


        

      


  

    
Attesto.IDToken 
    



      
Mint and verify OpenID Connect ID Tokens (OpenID Connect Core 1.0 §2).
An ID Token is the JWT that asserts the authentication of an End-User to
a Relying Party. It is a different artifact from the RFC 9068 access
token Attesto.Token produces, with different semantics: its aud is
the OAuth client_id rather than the protected-resource audience, it
carries no scope claim, and its JOSE header typ is the generic
JWT (NOT at+jwt, which is reserved for access tokens). The two are
kept in separate modules rather than overloading one mint path.
Like Attesto.Token, the operations are pure: they read only the
Attesto.Config passed in. Signing uses the same keystore/kid path
and the same RS256 pinning, and every JOSE call funnels through
JOSE.JWS / JOSE.JWT.verify_strict so the alg whitelist (no none,
no HS256 confusion) lives in one place and fails closed.
Claims (OpenID Connect Core §2)
Every minted ID Token carries:
	iss - the configured issuer.
	sub - the subject identifier for the End-User.
	aud - the OAuth client_id of the Relying Party. This is the
client, NOT the Attesto.Config audience an access token uses.
	exp / iat - expiry and issued-at, unix seconds.

Conditionally / optionally present:
	nonce - the value from the Authentication Request. REQUIRED to be
present and identical when the request carried one
(OIDC Core §2, §3.1.3.7 item 11).
	azp - the authorized party. REQUIRED when aud contains a value
other than the client_id (OIDC Core §2); always safe to include.
	auth_time - time of End-User authentication (OIDC Core §2).
	acr - Authentication Context Class Reference (OIDC Core §2).
	amr - Authentication Methods References, a JSON array (OIDC Core §2).
	at_hash - Access Token hash (OIDC Core §3.1.3.6 / §3.3.2.11).
	c_hash - Authorization Code hash (OIDC Core §3.3.2.11).
	sid - Session ID (OIDC Back-Channel Logout 1.0 §2.1 / Front-Channel
Logout 1.0 §3). Present when the host runs back-channel-logout-capable
sessions, so a later logout_token can target this exact session.

There is deliberately no scope claim: scope is a property of the
authorization grant, not of the identity assertion.
Additional claims (claims parameter / userinfo mapping)
Claims an RP requests through the OIDC Core §5.5 claims request
parameter, or that a host maps from its userinfo source, are passed to
mint/3 as :extra_claims: a string-keyed map merged after the protocol
claims above. The merge is non-overriding by construction - a key that
collides with a reserved protocol claim (iss, sub, aud, exp,
iat, nonce, azp, auth_time, acr, amr, at_hash, c_hash) is
rejected with :reserved_claim_conflict rather than silently shadowing
the value this module computes; a non-map or non-string-keyed value is
:invalid_extra_claims. This keeps claim provenance in the caller (the
host/RP decides which profile claims to assert) while the protocol claims
stay authoritative.
Hash claims
at_hash and c_hash use the same construction (OIDC Core §3.1.3.6,
§3.3.2.11): hash the ASCII octets of the access_token / code with
the hash of the ID Token's signature algorithm (SHA-256 for RS256),
take the left-most half of the digest, and base64url-encode it without
padding.

      


      
        Summary


  
    Types
  


    
      
        claims()

      


    


    
      
        mint_error()

      


    


    
      
        mint_opts()

      


    


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        header_typ()

      


        The JOSE header typ ID Tokens carry: "JWT" (never "at+jwt").



    


    
      
        mint(config, subject, client_id, opts \\ [])

      


        Mint a signed OpenID Connect ID Token for subject, addressed to the
Relying Party identified by client_id.



    


    
      
        signing_alg()

      


        The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.



    


    
      
        verify(config, id_token, opts \\ [])

      


        Verify and decode an ID Token previously minted under the same config.



    


    
      
        verify_logout_hint(config, id_token)

      


        Verify an ID Token presented as an id_token_hint to the end-session
endpoint (OpenID Connect RP-Initiated Logout 1.0 §2), returning its claims.



    





      


      
        Types


        


  
    
      
    
    
      claims()



        
          
        

    

  


  

      

          @type claims() :: %{optional(String.t()) => term()}


      



  



  
    
      
    
    
      mint_error()



        
          
        

    

  


  

      

          @type mint_error() ::
  :invalid_subject
  | :invalid_client_id
  | :invalid_extra_claims
  | :reserved_claim_conflict


      



  



  
    
      
    
    
      mint_opts()



        
          
        

    

  


  

      

          @type mint_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  lifetime: pos_integer(),
  nonce: String.t(),
  azp: String.t(),
  auth_time: non_neg_integer(),
  acr: String.t(),
  amr: [String.t()],
  access_token: String.t(),
  code: String.t(),
  sid: String.t(),
  extra_claims: %{optional(String.t()) => term()}
]


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_token
  | :invalid_signature
  | :unsupported_critical_header
  | :unexpected_typ
  | :invalid_issuer
  | :invalid_audience
  | :invalid_azp
  | :expired
  | :not_yet_valid
  | :invalid_claims
  | :missing_client_id
  | :nonce_required
  | :nonce_mismatch


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  client_id: String.t(),
  nonce: String.t()
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      header_typ()



        
          
        

    

  


  

      

          @spec header_typ() :: String.t()


      


The JOSE header typ ID Tokens carry: "JWT" (never "at+jwt").

  



    

  
    
      
    
    
      mint(config, subject, client_id, opts \\ [])



        
          
        

    

  


  

      

          @spec mint(Attesto.Config.t(), String.t(), String.t(), mint_opts()) ::
  {:ok, String.t()} | {:error, mint_error()}


      


Mint a signed OpenID Connect ID Token for subject, addressed to the
Relying Party identified by client_id.
client_id becomes the aud claim (OIDC Core §2), distinguishing the
ID Token from a resource-addressed access token; config.audience is
not used here.
Options:
	:nonce - the Authentication Request nonce. When supplied it is
placed in the nonce claim, and verify/3 then requires a match
(OIDC Core §2). Omit only when the request carried no nonce.
	:azp - the authorized party (OIDC Core §2). REQUIRED by the spec
when aud has more than one audience.
	:auth_time - unix time of End-User authentication (OIDC Core §2).
	:acr - Authentication Context Class Reference (OIDC Core §2).
	:amr - Authentication Methods References, a list (OIDC Core §2).
	:access_token - when given, the at_hash claim is computed from it
(OIDC Core §3.1.3.6).
	:code - when given, the c_hash claim is computed from it
(OIDC Core §3.3.2.11).
	:sid - the session id to assert (OIDC Back-Channel Logout 1.0 §2.1).
Supply it when the host issues logout-capable sessions so a future
Attesto.LogoutToken can target this session.
	:extra_claims - a string-keyed map of additional claims (e.g.
profile claims). MUST NOT collide with a reserved protocol claim
(:reserved_claim_conflict) and MUST have string keys.
	:now - DateTime or unix-seconds clock override. Defaults to now.
	:lifetime - positive seconds; may only shorten the default
(a larger value is capped to the default), so a miswired caller
cannot mint a long-lived identity assertion.

Returns {:ok, id_token} (compact JWS) or {:error, reason}.

  



  
    
      
    
    
      signing_alg()



        
          
        

    

  


  

      

          @spec signing_alg() :: String.t()


      


The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.

  



    

  
    
      
    
    
      verify(config, id_token, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(Attesto.Config.t(), String.t(), verify_opts()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify and decode an ID Token previously minted under the same config.
Mirrors Attesto.Token.verify/3 where the OIDC semantics line up. Runs,
in order:
	Signature. The compact JWS is canonical - three base64url-no-pad
segments - and its RS256 signature verifies against a keystore key
selected by the JWS header kid. A kid naming a key we do not
hold, or an alg other than RS256, fails as :invalid_signature
(alg-confusion is impossible). A protected header carrying a crit
parameter (RFC 7515 §4.1.11) is rejected with
:unsupported_critical_header. The JOSE header typ, when present,
MUST be "JWT"; an access-token header such as "at+jwt" is
:unexpected_typ. Verification also rejects access-token-only
payload claims such as scope, typ: "access", and the configured
principal-kind claim, so token-type separation does not depend solely
on the optional JOSE typ header.
	iss equals the configured issuer (OIDC Core §3.1.3.7 item 1).
	aud contains the expected client_id
(OIDC Core §3.1.3.7 item 3).
	azp - when present, equals the client_id
(OIDC Core §3.1.3.7 item 4/5).
	Required claims are present and well-typed: sub a non-empty
string, iat a non-negative integer.
	Temporal. exp is strictly greater than now (no skew leeway);
an iat meaningfully in the future is :not_yet_valid.
	nonce - when a :nonce is supplied, the claim is present and
identical (OIDC Core §3.1.3.7 item 11).

Options:
	:client_id - the Relying Party client id to require in aud
(REQUIRED; OIDC Core §3.1.3.7 item 3).
	:nonce - the nonce sent in the Authentication Request. When
supplied, the nonce claim MUST be present and equal.
	:now - clock override.

Returns {:ok, claims} (string-keyed payload) or {:error, reason}.

  



  
    
      
    
    
      verify_logout_hint(config, id_token)



        
          
        

    

  


  

      

          @spec verify_logout_hint(Attesto.Config.t(), String.t()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify an ID Token presented as an id_token_hint to the end-session
endpoint (OpenID Connect RP-Initiated Logout 1.0 §2), returning its claims.
This is a deliberately looser check than verify/3: the signature, token
purpose, issuer, required-claim shape, and a non-future iat are all
enforced, but
	the aud (client) is not required up front — the caller reads the
Relying Party from the returned aud claim, and
	expiry is tolerated — RP-Initiated Logout §2 says the OP SHOULD
accept an otherwise-valid hint even after it has expired, since the
user is logging out precisely because their session is ending.

A logout token's authenticity still rests entirely on the signature, so a
forged or tampered hint is rejected as :invalid_signature / :invalid_token.
Returns {:ok, claims} (string-keyed payload) or {:error, reason}.

  


        

      


  

    
Attesto.PrincipalKind 
    



      
One kind of subject a token can describe.
A single issuer and verifier can serve several kinds of principal - a
machine client authenticating with client_credentials, a human whose
dashboard session was exchanged for a token, a device. They share every
standard claim (iss, aud, exp, sub, scope, …) and differ only
in three policy-defined ways, which this struct captures:
	claim_value - the value carried in the configured principal-kind
claim (see Attesto.Config). A token's kind is read from this claim
and cross-checked, so a token can never be silently routed down the
wrong principal path.

	sub_prefix - the namespace prefix the sub claim MUST carry
for this kind (e.g. "oc_" for a client, "usr_" for a user). The
verifier requires sub to start with the prefix of the kind named
in the principal-kind claim; a mismatch fails verification. This is
defense-in-depth against a token whose kind claim and subject
disagree.

	required_claims - extra claims this kind MUST carry, each with
a shape. A client carries client_id; a user-session token might
carry an acting-account id, a session id, and a token-version
counter for bulk revocation. The verifier (and the minter) reject a
token of this kind that is missing one, or whose value has the wrong
shape, so downstream code never branches on a nil it assumed was
present.


Attesto does not interpret what a kind means - it only enforces the
cross-checks. The meaning is the host application's policy.
Required-claim shapes
Each entry in required_claims is {claim_name, shape} where shape
is one of:
	:non_empty_string - a binary that is not "".
	:string - any binary (may be empty).
	:non_neg_integer - an integer >= 0.


      


      
        Summary
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        t()

      


    





  
    Functions
  


    
      
        check_required(principal_kind, claims)

      


        Returns :ok if claims carries every required claim for this kind
with the correct shape, or {:error, {claim_name, :missing | :wrong_shape}}
on the first violation.



    


    
      
        new(claim_value, sub_prefix, opts \\ [])

      


        Build a principal kind.
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      shape()



        
          
        

    

  


  

      

          @type shape() :: :non_empty_string | :string | :non_neg_integer


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.PrincipalKind{
  claim_value: String.t(),
  required_claims: [{String.t(), shape()}],
  sub_prefix: String.t()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      check_required(principal_kind, claims)



        
          
        

    

  


  

      

          @spec check_required(t(), %{optional(String.t()) => term()}) ::
  :ok | {:error, {String.t(), :missing | :wrong_shape}}


      


Returns :ok if claims carries every required claim for this kind
with the correct shape, or {:error, {claim_name, :missing | :wrong_shape}}
on the first violation.

  



    

  
    
      
    
    
      new(claim_value, sub_prefix, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), String.t(), keyword()) :: t()


      


Build a principal kind.
Attesto.PrincipalKind.new("client", "oc_",
  required_claims: [{"client_id", :non_empty_string}]
)
Raises ArgumentError if claim_value/sub_prefix are not non-empty
binaries or any required-claim shape is unknown - this is configuration,
evaluated once at boot, so a malformed kind should fail loudly rather
than at the first token operation.

  


        

      


  

    
Attesto.Token 
    



      
Mint and verify RS256 JWT access tokens.
This is the heart of the engine: a single mint point and a single
verifier that one issuer uses for every kind of principal. The two
operations are pure - they read no database, no process state, and no
application config beyond the Attesto.Config you pass in. Effects that
surround issuance (auditing, persisting refresh state, looking up
revocation) belong to the host application, which wraps these functions.
Claims
Every minted token carries:
	iss - the configured issuer.
	aud - the configured audience, or the per-call :audience mint
option when the host derived a resource-specific audience (RFC 8707
§2 resource indicator → access-token aud).
	sub - the subject's public identifier, which MUST begin with the
sub_prefix of its principal kind.
	exp / iat - expiry and issued-at, unix seconds.
	jti - a 128-bit crypto-random identifier, base64url-no-pad
(RFC 7519 §4.1.7), so a resource server can reject replay.
	scope - the space-separated granted scope list (resolved by the
host's policy and passed in; Attesto does not decide who gets what).
	typ - the token purpose, "access" or "refresh".
	the configured principal-kind claim - the kind's claim_value,
cross-checked against sub on verify.
	any per-kind required claims (e.g. client_id).
	cnf - present iff the token is sender-constrained (DPoP or mTLS).

Tokens are signed RS256 with the key the configured Attesto.Keystore
provides; the JWS header carries the key's kid (its RFC 7638
thumbprint). The algorithm is pinned: verify/3 rejects anything but
RS256, so none/HS256 alg-confusion is impossible by construction.
Sender constraints
mint/3 accepts at most one of :dpop_jkt (RFC 9449) or
:mtls_cert_thumbprint (RFC 8705); supplying both is
:conflicting_confirmation. The chosen binding becomes a cnf claim
(RFC 7800), and verify/3 enforces it: a DPoP- or mTLS-bound token
presented without (or with a mismatched) proof is rejected, and a proof
presented against a token that is not bound that way is rejected too.
See verify/3 for the full binding matrix.
What this module does NOT do
Scope policy (which scopes a principal may hold, downscoping rules) is
the host's; pass the already-resolved scope list to mint/3. Revocation
lookup, jti replay rejection of the access token, and audit are the
resource server's. Keeping them out is what lets the verifier stay pure
and reusable (token introspection, multiple surfaces).
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        default_lifetime_seconds(config)

      


        The default token lifetime for config, in seconds.



    


    
      
        mint(config, principal, opts \\ [])

      


        Mint a token for principal under config.



    


    
      
        peek_signed_claims(config, jwt)

      


        Return a token's claims iff its RS256 signature verifies against a
keystore key. Skips every other check (iss, aud, exp, claim
shape, binding).



    


    
      
        signing_alg()

      


        The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.



    


    
      
        typ_values()

      


        The known typ values: "access" and "refresh".



    


    
      
        verify(config, jwt, opts \\ [])

      


        Verify and decode a token previously minted by mint/3 under the same
config.
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          @type claims() :: %{optional(String.t()) => term()}


      



  



  
    
      
    
    
      mint_error()



        
          
        

    

  


  

      

          @type mint_error() ::
  :unknown_principal_kind
  | :invalid_sub
  | :invalid_claims
  | :reserved_claim_conflict
  | :invalid_scopes
  | :invalid_typ
  | :invalid_audience
  | :invalid_dpop_jkt
  | :invalid_mtls_thumbprint
  | :conflicting_confirmation


      



  



  
    
      
    
    
      mint_opts()



        
          
        

    

  


  

      

          @type mint_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  lifetime: pos_integer(),
  typ: String.t(),
  audience: String.t() | [String.t()],
  acr: String.t(),
  auth_time: non_neg_integer(),
  dpop_jkt: String.t() | nil,
  mtls_cert_thumbprint: String.t() | nil
]


      



  



  
    
      
    
    
      principal()



        
          
        

    

  


  

      

          @type principal() :: %{
  :kind => String.t(),
  :sub => String.t(),
  :scopes => [String.t()],
  optional(:claims) => %{optional(String.t()) => term()}
}


      



  



  
    
      
    
    
      token_response()



        
          
        

    

  


  

      

          @type token_response() :: %{
  access_token: String.t(),
  expires_in: pos_integer(),
  scope: String.t(),
  token_type: String.t()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_token
  | :invalid_signature
  | :invalid_issuer
  | :invalid_audience
  | :expired
  | :not_yet_valid
  | :invalid_claims
  | :invalid_principal
  | :invalid_typ
  | :unexpected_typ
  | :unsupported_critical_header
  | :unsupported_confirmation
  | :dpop_proof_required
  | :dpop_binding_mismatch
  | :dpop_proof_unexpected
  | :mtls_cert_required
  | :mtls_binding_mismatch
  | :mtls_cert_unexpected


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  expected_typ: String.t(),
  dpop_jkt: String.t() | nil,
  mtls_cert_thumbprint: String.t() | nil,
  require_confirmation_binding: boolean()
]
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          @spec default_lifetime_seconds(Attesto.Config.t()) :: pos_integer()


      


The default token lifetime for config, in seconds.
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          @spec mint(Attesto.Config.t(), principal(), mint_opts()) ::
  {:ok, token_response()} | {:error, mint_error()}


      


Mint a token for principal under config.
principal is a map with:
	:kind - the claim_value of one of the configured principal
kinds.
	:sub - the subject's public identifier; MUST begin with the
kind's sub_prefix.
	:scopes - the final, policy-resolved list of scope strings. Joined
verbatim into the scope claim; Attesto applies no scope policy.
	:claims (optional) - extra principal claims (e.g.
%{"client_id" => ...}). MUST satisfy the kind's required_claims
and MUST NOT collide with a reserved protocol claim.

Options:
	:typ - "access" (default) or "refresh".
	:audience - the aud claim for this token, overriding
config.audience. RFC 8707 §2: when a token request carries a
resource indicator the access token's aud MUST identify that
resource, so the host passes the validated resource identifier here;
absent, config.audience is used (the default surface). The override
is per-call and conn-free - it does not mutate config - so a single
issuer can mint resource-audienced tokens for one grant without
changing aud for any other.
	:now - DateTime or unix-seconds clock override. Defaults to now.
	:lifetime - positive seconds; may only shorten the configured
default (a larger value is capped to the default, so a miswired
caller cannot mint a long-lived token).
	:dpop_jkt - RFC 7638 JWK thumbprint to bind the token to a DPoP
key (cnf.jkt). Must be a canonical 43-char base64url thumbprint or
:invalid_dpop_jkt.
	:mtls_cert_thumbprint - RFC 8705 certificate thumbprint to bind
the token to a client certificate (cnf.x5t#S256). Same shape rule
or :invalid_mtls_thumbprint.

:dpop_jkt and :mtls_cert_thumbprint are mutually exclusive
(:conflicting_confirmation).
Returns {:ok, %{access_token, token_type, expires_in, scope}}.
token_type is "DPoP" for a DPoP-bound token (RFC 9449 §5) and
"Bearer" otherwise (mTLS binding does not change the type per
RFC 8705 §3).
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          @spec peek_signed_claims(Attesto.Config.t(), String.t()) ::
  {:ok, claims()} | {:error, :invalid_signature | :invalid_token}


      


Return a token's claims iff its RS256 signature verifies against a
keystore key. Skips every other check (iss, aud, exp, claim
shape, binding).
This is NOT an authentication primitive - the token may be expired,
replayed, wrongly scoped, or bound to a key the request did not present.
Its sole legitimate use is denial-audit attribution: after verify/3
fails, a caller may read the claims to identify the credential being
abused so the audit row names a real actor rather than :unknown. A
forged-signature token still surfaces as an error.
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          @spec signing_alg() :: String.t()


      


The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.
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          @spec typ_values() :: [String.t()]


      


The known typ values: "access" and "refresh".

  



    

  
    
      
    
    
      verify(config, jwt, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(Attesto.Config.t(), String.t(), verify_opts()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify and decode a token previously minted by mint/3 under the same
config.
Runs, in order:
	Signature. The compact JWS is canonical - three base64url-no-pad
segments (Attesto rejects = padding or any non-base64url byte at
its boundary, refusing to verify a serialization the issuer never
emitted) - and its RS256 signature
verifies against a key the keystore trusts, selected by the JWS
header kid. A token whose kid names a key we do not hold, or
whose header alg is anything but RS256, fails as
:invalid_signature (alg-confusion is impossible). A token whose
protected header carries a crit parameter (RFC 7515 §4.1.11) is
rejected with :unsupported_critical_header - Attesto implements no
JWS extensions, so it must not honour a token that demands one.
	Confirmation shape. If a cnf is present it MUST be exactly
%{"jkt" => <thumbprint>} (DPoP) or %{"x5t#S256" => <thumbprint>}
(mTLS), with a canonical thumbprint and no other members; anything
else is :unsupported_confirmation (accepting it as bearer would
silently strip the binding).
	iss equals the configured issuer.
	aud equals (or, in array form, contains) the configured
audience.
	Temporal. exp is strictly greater than now (no skew
leeway). If nbf is present it MUST be an integer no later than
now (RFC 7519 §4.1.5; a small clock-skew tolerance applies), else
:not_yet_valid. An iat meaningfully in the future is also
:not_yet_valid.
	Required claims are present and well-typed: sub/jti
non-empty strings, scope a string, iat a non-negative integer,
and both the principal-kind claim and typ present.
	Principal. The principal-kind claim names a configured kind AND
sub begins with that kind's sub_prefix; otherwise
:invalid_principal.
	Per-kind claims. The kind's required_claims are all present
with the right shape; otherwise :invalid_claims.
	typ is a known value AND equals the expected purpose
(:expected_typ, default "access").
	Binding. A DPoP-bound token requires a matching :dpop_jkt; an
mTLS-bound token a matching :mtls_cert_thumbprint; an unbound
token requires neither. The cross-scheme option MUST be absent.
See the error list for the precise outcomes.

Options
	:now - clock override.
	:expected_typ - "access" (default) or "refresh".
	:dpop_jkt - the verified DPoP proof's jkt (from
Attesto.DPoP.verify_proof/2). Required iff the token carries
cnf.jkt.
	:mtls_cert_thumbprint - the presented certificate's thumbprint
(from Attesto.MTLS.compute_thumbprint/1). Required iff the token
carries cnf.x5t#S256.

Returns {:ok, claims} (string-keyed payload) or {:error, reason}.

  


        

      


  

    
Attesto.AuthorizationCode 
    



      
RFC 6749 §4.1 authorization-code grant, with mandatory PKCE (RFC 7636,
S256) and optional DPoP binding of the code (RFC 9449 §10).
This module is pure logic over a Attesto.CodeStore: issue/3 mints a
single-use code at the authorization endpoint, redeem/4 validates and
consumes it at the token endpoint and returns the grant context the host
uses to mint an access token. The store decides where codes live and
guarantees single use; everything validated here (expiry, exact
redirect-URI match, the PKCE transform, the DPoP key binding) is
protocol.
PKCE (S256), required by default
issue/3 accepts a valid S256 code_challenge and redeem/4 checks the
matching code_verifier; only S256 is accepted (see Attesto.PKCE). This
closes authorization-code interception and is the modern default (OAuth 2.0
Security BCP / RFC 9700). PKCE enforcement at the authorization endpoint is
governed by Attesto.AuthorizationRequest's :require_pkce option (default
true); a host MAY relax it for a confidential client (public clients MUST
use PKCE, RFC 9700 §2.1.1), in which case a code is issued with no challenge
and redeemed with no verifier. A code_challenge that is present is always
fully enforced. issue/3 therefore treats :code_challenge as optional: when
given it must be a valid S256 challenge, when absent the code is unbound and a
later redemption MUST present no code_verifier.
Single use even on failure
redeem/4 consumes the code via Attesto.CodeStore.take/1 before
validating it, so a presented code is spent whether or not the
redemption succeeds. An attacker who captures a code cannot make
repeated validation attempts against it.
Code-reuse detection (when the store supports it)
Single use alone cannot distinguish a replay of an already-redeemed
code from a never-issued code: once take/1 removes the row, both
look absent. OAuth 2.0 Security BCP §4.13 (and RFC 6749 §4.1.2) say the
AS SHOULD, on a second presentation of a code, revoke the tokens already
issued from its first redemption, because a re-presented code is an
attack signal.
redeem/4 enables that when - and only when - the Attesto.CodeStore
implements the optional reuse-tracking pair (Attesto.CodeStore.take/1
returning {:error, :consumed, meta} plus
Attesto.CodeStore.mark_consumed/2). The reuse marker is recorded by
finalize/3, which the caller invokes AFTER the full token response has been
successfully built - NOT by redeem/4 itself. So a code whose redemption
validated but whose downstream issuance then failed (a mint or refresh-token
fault, a host callback returning a bad principal) is left single-use-spent
but NOT reuse-flagged: a replay is {:error, :invalid_grant}, and a
legitimate retry of a transient failure is never mistaken for a reuse attack
(which would wrongly revoke the family). Once finalize/3 has run, a later
redemption of the same code yields {:error, {:reuse, meta}}, where meta
carries that first redemption's context so the caller can revoke the
descendant family (e.g. via Attesto.Revocation). A store that does not
implement the pair behaves exactly as before: a re-presented code is
{:error, :invalid_grant}.
This is additive and fail-safe (see Attesto.CodeStore).
Pass a :family_id to issue/3 to link the code to the refresh-token
family it will spawn; it rides onto the returned Grant so the host
mints the family under that id, and it is what reuse detection replays.
DPoP-bound codes
If issue/3 is given a :dpop_jkt, the code is bound to that DPoP key
(RFC 9449 §10): redemption MUST present the same :dpop_jkt (the
thumbprint of the key in the token-request's DPoP proof) or it is
rejected. A code minted without a binding MAY still be redeemed with a
token-request DPoP proof; in that case this module treats the proof as a
token-endpoint sender constraint for the access token the host is about to
mint, not as a pre-existing authorization-code binding.
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        dpop_bound?(store, code)

      


        Returns true iff a stored code for code is bound to a DPoP key (RFC 9449
§10) - i.e. its redemption requires a matching DPoP proof (holder-of-key).



    


    
      
        finalize(store, code, grant)

      


        Finalize a fully completed redemption: record the reuse marker
(consumed_success) for code's grant.



    


    
      
        issue(store, attrs, opts \\ [])

      


        Mint a single-use authorization code and persist it via store.



    


    
      
        redeem(store, code, params, opts \\ [])

      


        Validate and consume a code at the token endpoint.
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          @type issue_attrs() :: %{
  :client_id => String.t(),
  :redirect_uri => String.t(),
  optional(:code_challenge) => String.t() | nil,
  :subject => String.t(),
  optional(:scope) => [String.t()],
  optional(:resource) => [String.t()],
  optional(:code_challenge_method) => String.t(),
  optional(:dpop_jkt) => String.t() | nil,
  optional(:family_id) => String.t() | nil,
  optional(:claims) => map()
}


      



  



  
    
      
    
    
      issue_error()



        
          
        

    

  


  

      

          @type issue_error() ::
  :invalid_client_id
  | :invalid_redirect_uri
  | :invalid_code_challenge
  | :unsupported_code_challenge_method
  | :invalid_subject
  | :invalid_scope
  | :invalid_resource
  | :invalid_dpop_jkt
  | :invalid_family_id
  | :invalid_claims
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          @type redeem_error() ::
  :invalid_grant
  | :expired
  | :client_required
  | :client_mismatch
  | :redirect_uri_mismatch
  | :pkce_failed
  | :dpop_proof_required
  | :dpop_binding_mismatch
  | {:reuse, Attesto.CodeStore.consumed_meta()}
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          @type redeem_params() :: %{
  :redirect_uri => String.t(),
  :code_verifier => String.t(),
  optional(:client_id) => String.t(),
  optional(:dpop_jkt) => String.t() | nil
}
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          @spec dpop_bound?(module(), String.t()) :: boolean()


      


Returns true iff a stored code for code is bound to a DPoP key (RFC 9449
§10) - i.e. its redemption requires a matching DPoP proof (holder-of-key).
Reads the code via the store's OPTIONAL Attesto.CodeStore.get/1 WITHOUT
consuming it, so a legitimate redemption is unaffected. Returns false when
the store has no get/1, the code is unknown, or it carries no :dpop_jkt.
This lets the token endpoint surface a holder-of-key (invalid_dpop_proof)
rejection ahead of the client-authentication error (FAPI2) without burning the
single-use code.
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          @spec finalize(module(), String.t(), Attesto.AuthorizationCode.Grant.t()) :: :ok


      


Finalize a fully completed redemption: record the reuse marker
(consumed_success) for code's grant.
Call this only AFTER the full token response has been successfully built. It
is split from redeem/4 so redemption is atomic - redeem/4 claims the code
(single use, via take/1) and validates it, but defers this marker so a
failure in the caller's downstream issuance (mint, refresh-token persistence,
a host callback fault) does NOT leave a spent-but-tokenless code recorded as a
completed redemption (which would make a legitimate retry look like a reuse
attack and revoke the family). A no-op for stores that do not implement
Attesto.CodeStore.mark_consumed/2.
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          @spec issue(module(), issue_attrs(), keyword()) ::
  {:ok, String.t()} | {:error, issue_error()}


      


Mint a single-use authorization code and persist it via store.
attrs MUST carry :client_id, :redirect_uri, and :subject.
Optional :code_challenge binds the code to PKCE; when present,
:code_challenge_method must be "S256" if given. Optional :scope (a
list of strings, default []), :dpop_jkt (binds the code to a DPoP key),
:family_id (a
non-empty string linking this code to the refresh-token family it will
spawn; rides onto the redeemed Grant and is what code-reuse detection
replays - see the moduledoc), and :claims (an opaque host context map
round-tripped to redeem/4).
Options: :ttl (seconds the code is valid, default
	and :now (clock override).

Returns {:ok, code} with the plaintext code to hand the client. Only
the code's hash is stored. Returns {:error, reason} on malformed
attrs.
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          @spec redeem(module(), String.t(), redeem_params(), keyword()) ::
  {:ok, Attesto.AuthorizationCode.Grant.t()} | {:error, redeem_error()}


      


Validate and consume a code at the token endpoint.
params MUST carry the :redirect_uri (matched exactly against the one
in the authorization request), the :code_verifier (checked against the
stored PKCE challenge), and the :client_id of the redeeming client. By
default client binding is fail-closed: since every stored code carries a
client_id, redemption MUST present one (:client_required if absent,
:client_mismatch if wrong) - this stops a code issued to one client
being redeemed by another (RFC 6749 §4.1.3). A caller that cannot
authenticate the client and relies on PKCE alone passes
allow_missing_client_id?: true in opts. :dpop_jkt is required iff
the code was DPoP-bound at issue/3; if the code was not bound, a presented
:dpop_jkt is allowed and can be used by the caller to mint a DPoP-bound
access token.
The code is consumed (single use) before validation. Returns
{:ok, %Attesto.AuthorizationCode.Grant{}} with the validated grant
context, or {:error, reason}.
When the store implements optional reuse tracking (see
Attesto.CodeStore), a second redemption of a code that was already
successfully redeemed returns {:error, {:reuse, meta}} rather than
{:error, :invalid_grant}. meta carries the first redemption's
:family_id and :subject so the caller can revoke the descendant
family (OAuth 2.0 Security BCP §4.13). Codes the store has never seen
remain {:error, :invalid_grant}.

  


        

      


  

    
Attesto.AuthorizationCode.Grant 
    



      
The validated context a successfully redeemed authorization code yields.
Attesto.AuthorizationCode.redeem/4 returns this struct once the code's
expiry, redirect URI, PKCE verifier, and DPoP binding have all checked
out. The host reads it to mint the access token (and, if it issues one,
the refresh token): subject and scope become the token's sub and
scope, dpop_jkt (when present) becomes the access token's cnf.jkt,
and claims carries any host context that rode along from the
authorization request.
family_id
When the authorization request supplied a :family_id to
Attesto.AuthorizationCode.issue/3, it rides through to this struct so
the host can mint the refresh-token family with that id. Linking the
code to the family it spawns is what lets code-reuse detection revoke the
right descendants (OAuth 2.0 Security BCP §4.13): a store that tracks
reuse records this family_id at redemption and replays it if the code
is presented again. nil when no family id was supplied.
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          @type t() :: %Attesto.AuthorizationCode.Grant{
  claims: map(),
  client_id: String.t(),
  dpop_jkt: String.t() | nil,
  family_id: String.t() | nil,
  redirect_uri: String.t(),
  resource: [String.t()],
  scope: [String.t()],
  subject: String.t()
}


      



  


        

      


  

    
Attesto.IdentityAssertion 
    



      
Identity Assertion JWT Authorization Grant (ID-JAG) verification - the resource
Authorization Server's half of the Identity Assertion Authorization Grant
(draft-ietf-oauth-identity-assertion-authz-grant-04), the grant behind MCP
Enterprise-Managed Authorization (EMA).
In EMA the client first performs an RFC 8693 token exchange at the enterprise
IdP, trading the user's ID token / SAML assertion for an ID-JAG: a
short-lived JWT, signed by the IdP, asserting one user for one resource
application. The client then presents that ID-JAG to this server's token
endpoint as an RFC 7523 §4 JWT-bearer authorization grant
(grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer, the assertion in the
assertion parameter) and receives a normal access token. This module verifies
that assertion.
It is deliberately conn-free and side-effect-free: it verifies the
compact JWT's signature against a caller-supplied trusted JWKS and validates
the draft's claim rules, returning the claims or a typed error. The caller
(the AttestoPhoenix token layer) owns the stateful concerns: resolving which
trusted issuer's JWKS to use (and fetching/caching it), jti replay
protection, subject resolution, and mapping every error here to the RFC 6749
§5.2 invalid_grant the token endpoint must return.
This is NOT private_key_jwt client authentication (RFC 7523 §3, which asserts
the client's identity) nor the RFC 8693 token-exchange grant (which runs at
the IdP, not here). It shares JWT-validation shape with
Attesto.RequestObject but enforces ID-JAG's distinct claim rules - notably
iss is the IdP (NOT equal to client_id), aud is this server's issuer,
and the JOSE typ is pinned to oauth-id-jag+jwt.
Validated per the draft
	JOSE header typ MUST be oauth-id-jag+jwt (a media type, compared
case-insensitively per RFC 7515 §4.1.9 / RFC 2045 §5.1).
	signature verifies against the trusted issuer JWKS, selecting the key by
kid and the accepted algorithms.
	iss matches the caller-supplied trusted issuer.
	aud is exactly this server's issuer identifier - a single string, or an
array of exactly one element equal to it (draft §6.1).
	client_id matches the authenticated client making the token request.
	the REQUIRED claims iss, sub, aud, client_id, jti, exp, iat
are present and well-typed.
	exp is in the future; iat/nbf are not in the future (60s skew); the
lifetime exp - iat does not exceed :max_lifetime_seconds when set.
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        claims()

      


        The validated, string-keyed ID-JAG claim set.



    


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        peek_issuer(jwt)

      


        Read the unverified iss claim from an assertion so the caller can select the
trusted issuer (and its JWKS) before verifying the signature.



    


    
      
        verify(jwt, trusted_jwks, opts \\ [])

      


        Verify an ID-JAG assertion against a trusted issuer JWKS and return its claims.



    





      


      
        Types


        


  
    
      
    
    
      claims()



        
          
        

    

  


  

      

          @type claims() :: %{optional(String.t()) => term()}


      


The validated, string-keyed ID-JAG claim set.

  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :malformed
  | :unsupported_critical_header
  | :unsupported_alg
  | :invalid_typ
  | :invalid_signature
  | :invalid_issuer
  | :invalid_audience
  | :missing_claim
  | :client_mismatch
  | :expired
  | :not_yet_valid


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  issuer: String.t(),
  audience: String.t(),
  client_id: String.t(),
  accepted_algs: [Attesto.SigningAlg.alg()],
  max_lifetime_seconds: pos_integer() | nil
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      peek_issuer(jwt)



        
          
        

    

  


  

      

          @spec peek_issuer(String.t()) :: {:ok, String.t()} | :error


      


Read the unverified iss claim from an assertion so the caller can select the
trusted issuer (and its JWKS) before verifying the signature.
This decodes the JWT payload WITHOUT verifying it - the returned issuer is
untrusted until verify/3 confirms the signature and re-checks iss against
the caller-supplied :issuer. Returns :error for a malformed JWT or an
absent/blank iss.

  



    

  
    
      
    
    
      verify(jwt, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()], verify_opts()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify an ID-JAG assertion against a trusted issuer JWKS and return its claims.
trusted_jwks is the asserting IdP's JWK set (a %{"keys" => [...]} map, a
bare list of JWK maps, or a single JWK map). Required opts:
	:issuer - the trusted issuer the assertion's iss must equal.
	:audience - this server's issuer identifier the assertion's aud must
identify.
	:client_id - the authenticated client; the client_id claim must equal
it (draft §6.1).

Optional opts:
	:accepted_algs - JOSE algorithms a candidate key may sign with. Defaults
to Attesto.SigningAlg.allowed/0 (includes RS256, which enterprise IdPs
commonly use - unlike the FAPI request-object default).
	:max_lifetime_seconds - reject an assertion whose exp - iat exceeds
this bound.
	:now - the verification instant (a DateTime or unix seconds); defaults
to the system clock.

Returns {:ok, claims} (string-keyed, including the registered claims) or
{:error, t:verify_error/0}. The caller maps every error to invalid_grant.

  


        

      


  

    
Attesto.PKCE 
    



      
RFC 7636 - Proof Key for Code Exchange (PKCE).
PKCE binds an authorization code to a secret the client generates per
request, so a stolen code is useless without the matching secret. At the
authorization request the client sends a code_challenge (a transform
of a freshly generated code_verifier); at the token request it sends
the code_verifier, and the server recomputes the challenge and
compares.
S256 only
This module implements the S256 method exclusively:
code_challenge = base64url(SHA-256(code_verifier)), no padding
The plain method (RFC 7636 §4.2, where the challenge is the
verifier) is deliberately not supported: it offers no protection
against an attacker who can read the authorization request, and modern
guidance (OAuth 2.0 Security BCP) requires S256. verify/3 rejects any
method other than "S256" with {:error, :unsupported_method}, so a
downgrade to plain cannot succeed.
Verifier and challenge shapes
	A code_verifier is 43 to 128 characters from the unreserved set
[A-Za-z0-9-._~] (RFC 7636 §4.1).
	An S256 code_challenge is the canonical 43-character
base64url-no-pad encoding of a 32-byte SHA-256 digest - the same
shape Attesto.Thumbprint validates.

The comparison at the token endpoint is constant-time
(Attesto.SecureCompare).

      


      
        Summary


  
    Functions
  


    
      
        challenge(code_verifier)

      


        Compute the S256 code_challenge for a code_verifier.



    


    
      
        method()

      


        The only supported code-challenge method, "S256".



    


    
      
        valid_challenge?(value)

      


        Returns true iff value is a well-formed S256 code_challenge:
the canonical 43-character base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.



    


    
      
        valid_verifier?(value)

      


        Returns true iff value is a well-formed code_verifier: 43 to 128
characters drawn from the RFC 7636 §4.1 unreserved set
[A-Za-z0-9-._~].



    


    
      
        verify(code_challenge, code_verifier, method \\ "S256")

      


        Verify a presented code_verifier against the stored code_challenge.



    





      


      
        Functions


        


  
    
      
    
    
      challenge(code_verifier)



        
          
        

    

  


  

      

          @spec challenge(String.t()) :: {:ok, String.t()} | {:error, :invalid_verifier}


      


Compute the S256 code_challenge for a code_verifier.
Returns {:ok, challenge} for a well-formed verifier (43-128 unreserved
characters) or {:error, :invalid_verifier} otherwise. The challenge is
base64url(SHA-256(verifier)) without padding.

  



  
    
      
    
    
      method()



        
          
        

    

  


  

      

          @spec method() :: String.t()


      


The only supported code-challenge method, "S256".

  



  
    
      
    
    
      valid_challenge?(value)



        
          
        

    

  


  

      

          @spec valid_challenge?(term()) :: boolean()


      


Returns true iff value is a well-formed S256 code_challenge:
the canonical 43-character base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.

  



  
    
      
    
    
      valid_verifier?(value)



        
          
        

    

  


  

      

          @spec valid_verifier?(term()) :: boolean()


      


Returns true iff value is a well-formed code_verifier: 43 to 128
characters drawn from the RFC 7636 §4.1 unreserved set
[A-Za-z0-9-._~].

  



    

  
    
      
    
    
      verify(code_challenge, code_verifier, method \\ "S256")



        
          
        

    

  


  

      

          @spec verify(String.t(), String.t(), String.t()) ::
  :ok
  | {:error,
     :unsupported_method | :invalid_verifier | :invalid_challenge | :mismatch}


      


Verify a presented code_verifier against the stored code_challenge.
method defaults to "S256" and MUST be "S256"; any other value
(including "plain") returns {:error, :unsupported_method}.
Returns:
	:ok if the verifier is well-formed and its S256 challenge
matches code_challenge (constant-time compare).
	{:error, :unsupported_method} if method is not "S256".
	{:error, :invalid_verifier} if the verifier is not 43-128
unreserved characters.
	{:error, :invalid_challenge} if the stored challenge is not a
canonical 43-character base64url SHA-256 value (it could never have
been produced by challenge/1, so a match is impossible and the
stored value is corrupt).
	{:error, :mismatch} if a well-formed verifier does not match a
well-formed challenge.


  


        

      


  

    
Attesto.RefreshToken 
    



      
Refresh-token issuance and rotation with reuse detection
(RFC 6749 §6 / §10.4, OAuth 2.0 Security BCP).
Each refresh token is single-use: presenting it (rotate/3) consumes it
and mints a successor in the same family. A short idempotency window
(10 seconds by default) lets the same client retry the just-consumed
parent after a lost response and receive the same successor. Outside
that window, or when the retry does not match the original client,
binding, and scope, a rotated token is a captured-token signal and the
entire family is revoked so neither the attacker nor the victim can
continue, forcing a fresh authorization.
This module is pure logic over a Attesto.RefreshStore; the store
provides the atomic consume/1 on which reuse detection depends (see
that behaviour's moduledoc). Only the hash of each token is stored.
DPoP binding
A refresh token can be bound to a DPoP key (its issuing context carries
a :dpop_jkt). Rotation then requires the caller to present the
matching :dpop_jkt (the thumbprint of the key in the token-request's
DPoP proof); an unbound token must be rotated without one. The binding
matrix mirrors Attesto.Token and Attesto.AuthorizationCode.

      


      
        Summary


  
    Types
  


    
      
        context()

      


    


    
      
        issue_error()

      


    


    
      
        issued()

      


    


    
      
        rotate_error()

      


    


    
      
        rotated()

      


    





  
    Functions
  


    
      
        issue(store, context, opts \\ [])

      


        Issue a refresh token for context and persist it via store.



    


    
      
        rotate(store, presented_token, opts \\ [])

      


        Rotate a presented refresh token: consume it and mint its successor.



    





      


      
        Types


        


  
    
      
    
    
      context()



        
          
        

    

  


  

      

          @type context() :: %{
  :subject => String.t(),
  optional(:scope) => [String.t()],
  optional(:resource) => [String.t()],
  optional(:acr) => String.t() | nil,
  optional(:auth_time) => non_neg_integer() | nil,
  optional(:client_id) => String.t(),
  optional(:dpop_jkt) => String.t() | nil,
  optional(:claims) => map()
}


      



  



  
    
      
    
    
      issue_error()



        
          
        

    

  


  

      

          @type issue_error() ::
  :invalid_subject
  | :invalid_scope
  | :invalid_resource
  | :invalid_dpop_jkt
  | :invalid_claims
  | :family_revoked


      



  



  
    
      
    
    
      issued()



        
          
        

    

  


  

      

          @type issued() :: %{
  token: String.t(),
  family_id: String.t(),
  generation: non_neg_integer()
}


      



  



  
    
      
    
    
      rotate_error()



        
          
        

    

  


  

      

          @type rotate_error() ::
  :invalid_grant
  | :reuse_detected
  | :expired
  | :client_required
  | :client_mismatch
  | :invalid_scope
  | :invalid_target
  | :dpop_proof_required
  | :dpop_proof_unexpected
  | :dpop_binding_mismatch


      



  



  
    
      
    
    
      rotated()



        
          
        

    

  


  

      

          @type rotated() :: %{
  token: String.t(),
  family_id: String.t(),
  generation: non_neg_integer(),
  context: map()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      issue(store, context, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(module(), context(), keyword()) ::
  {:ok, issued()} | {:error, issue_error()}


      


Issue a refresh token for context and persist it via store.
context MUST carry :subject; optional :scope (list, default
[]), :client_id, :dpop_jkt (binds the token to a DPoP key), and
:claims (opaque host context).
Options: :ttl (seconds, default 14 days), :now, and - when
continuing a family during rotation - :family_id and :generation
(callers issuing a first token omit both: a fresh family is started at
generation 0).
Returns {:ok, %{token, family_id, generation}} with the plaintext
token to hand the client (only its hash is stored), or
{:error, reason} on malformed context. Returns
{:error, :family_revoked} only when continuing an explicit
:family_id that has been revoked (a fresh first issue starts a new
family and never hits this).

  



    

  
    
      
    
    
      rotate(store, presented_token, opts \\ [])



        
          
        

    

  


  

      

          @spec rotate(module(), String.t(), keyword()) ::
  {:ok, rotated()} | {:error, rotate_error()}


      


Rotate a presented refresh token: consume it and mint its successor.
On success returns {:ok, %{token, family_id, generation, context}}
where token is the new refresh token, generation is the successor's
generation, and context is the grant context to mint the next access
token from.
If the presented token was already rotated, an immediate matching retry
returns the original successor within :rotation_grace_seconds;
otherwise the whole family is revoked and {:error, :reuse_detected} is
returned. Other failures: :invalid_grant (unknown token), :expired,
:client_mismatch, :invalid_scope, and the DPoP binding errors.
Options:
	:now - clock override.
	:dpop_jkt - the presented proof's thumbprint (for DPoP-bound
tokens).
	:client_id - the authenticated presenting client. When the token
was issued with a client_id, rotation is fail-closed: it MUST
present a matching one (:client_required if absent,
:client_mismatch if wrong), closing token substitution across
clients (RFC 6749 §6 / §10.4). Pass allow_missing_client_id?: true
to opt out. A token issued without a client binding skips the check.
	:scope - a requested scope list. MUST be a subset of the token's
granted scope; the successor then carries the narrowed scope. A
request for any scope not granted is :invalid_scope (no
escalation). Omitted, the successor carries the full granted scope.
	:ttl - lifetime for the successor.
	:rotation_grace_seconds - idempotency window for an immediate retry of
the just-rotated token. Defaults to 10; set 0 for strict reuse
revocation.

Recoverable failures (:client_mismatch, :invalid_scope, :expired,
the DPoP binding errors) are checked on a non-consuming read before
the token is claimed, so they do NOT burn the token: a client that, say,
retries with a corrected DPoP proof succeeds rather than tripping reuse
detection. Only a genuine replay of an already-consumed token (or a
concurrent double-claim) revokes the family.

  


        

      


  

    
Attesto.Revocation 
    



      
RFC 7009 - OAuth 2.0 Token Revocation, for refresh tokens.
Revoking a refresh token revokes its entire family (every token
descended from the same authorization), the same machinery refresh
rotation uses for reuse detection. This module is the deliberate
revocation entry point; it runs over an Attesto.RefreshStore.
No-existence oracle (RFC 7009 §2.2)
An invalid, expired, or unknown token does not produce an error:
revoke/3 returns :ok regardless of whether the token existed. A
revocation endpoint must not let a caller probe which tokens are live,
so revoking a token the store has never seen is indistinguishable from
revoking a real one.
Client binding (RFC 7009 §2.1)
When the token carries a client_id, revocation is fail-closed: the
caller MUST present a matching :client_id or the call returns
{:error, :unauthorized_client}, so one client cannot revoke another
client's tokens. A caller that cannot authenticate the client passes
allow_missing_client_id?: true. A token issued without a client
binding skips the check.
Access tokens
Attesto access tokens are stateless, short-lived JWTs, so there is no
per-token revocation list to consult; revoking them is a host concern
(rely on their short TTL, or maintain a jti denylist the resource
server checks). This module revokes the stateful, family-backed refresh
credential, which is what RFC 7009 revocation is primarily for.

      


      
        Summary
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        revoke_error()

      


    





  
    Functions
  


    
      
        revoke(store, token, opts \\ [])

      


        Revoke the refresh token token (and its whole family) via store.
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      revoke_error()



        
          
        

    

  


  

      

          @type revoke_error() :: :unauthorized_client


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      revoke(store, token, opts \\ [])



        
          
        

    

  


  

      

          @spec revoke(module(), String.t(), keyword()) :: :ok | {:error, revoke_error()}


      


Revoke the refresh token token (and its whole family) via store.
Returns :ok whether or not the token existed (no-existence oracle).
Returns {:error, :unauthorized_client} only when the token carries a
client_id and the presented :client_id does not match (or is absent
without allow_missing_client_id?: true).
Options: :client_id (the authenticated revoking client) and
:allow_missing_client_id?.

  


        

      


  

    
Attesto.Plug.Authenticate 
    



      
Authenticate a protected-resource request: verify the access token and,
for a DPoP-bound or mTLS-bound token, the sender-constraint proof.
A thin wrapper over the pure verifiers (Attesto.Token, Attesto.DPoP,
Attesto.MTLS). It does the HTTP-specific work - parsing the
Authorization and DPoP headers, building the htu, computing the
client-certificate thumbprint via a host callback, wiring the replay
and nonce checks - then delegates every decision to the engine and
assigns the verified claims onto the conn.
Options
	:config (required) - an Attesto.Config or a zero-arity function
returning one.

	:replay_check - the DPoP :replay_check callback
((jti, ttl) -> :ok | {:error, :replay}), e.g.
&Attesto.DPoP.ReplayCache.check_and_record/2. Required for DPoP:
without it, RFC 9449 §11.1 replay rejection is off and a captured
proof can be replayed within the iat window. This plug therefore
fails closed - a DPoP request is rejected (401 invalid_dpop_proof,
replay_check_unconfigured) unless :replay_check is wired, so an
unprotected DPoP endpoint cannot silently ship. Bearer/mTLS requests
are unaffected. A host that knowingly accepts unprotected DPoP sets
dpop_replay_unprotected_acknowledged?: true to opt out.

	:dpop_replay_unprotected_acknowledged? - set to true to allow
DPoP requests through WITHOUT :replay_check, accepting that
captured proofs are replayable. Off by default (fail closed).

	:nonce_check - the DPoP :nonce_check callback
((nonce | nil) -> :ok | {:error, :use_dpop_nonce}).

	:nonce_issue - a zero-arity function returning a fresh DPoP nonce
for the use_dpop_nonce challenge (required if :nonce_check is
set), e.g. &Attesto.DPoP.NonceStore.ETS.issue/0.

	:cert_der - (conn -> der_binary | nil); the DER of the client
certificate the TLS layer authenticated. TLS termination varies, so
the host supplies it. When it returns a certificate, its RFC 8705
thumbprint is handed to Attesto.Token.verify/3.

	:htu - (conn -> https_uri_string) overriding how the request URI
(without query/fragment) is built; default uses conn directly,
which requires the scheme/host to reflect the external request
(configure your proxy-forwarding rewrite).

	:credential_from_conn - optional fallback
(conn -> {:ok, :bearer | :dpop, token} | :missing). Use this for
host-owned credential channels such as first-party cookies. The
standard Authorization header remains authoritative when present;
this callback is consulted only when no usable header credential is
present.

	:bearer_methods - standard RFC 6750 Bearer-token presentation
methods this resource server accepts. Allowed values are :header /
"header" (RFC 6750 §2.1 Authorization: Bearer) and :body /
"body" (RFC 6750 §2.2 form-body access_token). Defaults to
[:header]. Add :body only when the protected-resource metadata
advertises body support and the deployment accepts the logging,
caching, retry, and replay risks of credentials in request bodies.
The URI-query method is intentionally unsupported. This setting does
not disable Authorization: DPoP, mTLS binding, or a host-owned
:credential_from_conn fallback.

	:claims_key - the conn.assigns key the verified claims are put
under (default :attesto_claims).

	:send_error, :www_authenticate, :no_store - optional transport
hooks forwarded to Attesto.Plug.OAuthError so a host can keep its
own JSON error envelope while Attesto owns the RFC status/challenge
semantics.

	:resource_metadata - the URL of this resource's protected-resource
metadata (RFC 9728), advertised as a resource_metadata auth-param on
every 401 WWW-Authenticate challenge (RFC 9728 §5.1) so a client that
is refused can discover the authorization server.
plug Attesto.Plug.Authenticate,
  config: &MyApp.Attesto.config/0,
  replay_check: &MyApp.DPoPReplay.check_and_record/2,
  cert_der: &MyApp.TLS.client_cert_der/1



      




  

    
Attesto.Plug.OAuthError 
    



      
Render the RFC 6750 / RFC 9449 error responses for the Attesto plugs.
Translates the verifier's error atoms into the wire responses a
protected resource owes a client:
	invalid_token (RFC 6750 §3.1) - 401 with a WWW-Authenticate
challenge for the scheme the request used (Bearer or DPoP).
	invalid_dpop_proof (RFC 9449 §7.1) - 401 with a DPoP
challenge, for a DPoP proof that failed verification.
	use_dpop_nonce (RFC 9449 §8) - 401 with a DPoP challenge and a
fresh DPoP-Nonce header, telling the client to retry with the
nonce.
	insufficient_scope (RFC 6750 §3.1) - 403 naming the required
scope.

Each helper sets the status, the WWW-Authenticate header (and
DPoP-Nonce when relevant), writes a small JSON body, and halts the
pipeline. Hosts may override only the transport details with :send_error,
:www_authenticate, and :no_store callbacks; the OAuth error code,
status, and challenge semantics remain owned here. This module is part of
the optional Attesto.Plug layer; it only compiles when Plug is
available.
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        scheme()

      


    





  
    Functions
  


    
      
        insufficient_scope(conn, required, scheme \\ :bearer, opts \\ [])

      


        Respond 403 insufficient_scope naming the required scope list
(RFC 6750 §3.1). The optional opts accepts :resource_metadata (RFC 9728
§5.1: the URL of this resource's protected-resource metadata, advertised as
a resource_metadata auth-param) and the SAME transport hooks
unauthorized/4 honors - :send_error, :www_authenticate, and
:no_store - so a resource server can override the 403 response envelope and
inject a per-conn challenge (e.g. a host-derived resource_metadata pointer)
on the scope-rejection path too. The insufficient_scope error code, 403
status, and the error_description / scope challenge semantics remain
owned here. Halts.



    


    
      
        insufficient_user_authentication(conn, scheme, challenge, opts \\ [])

      


        Respond RFC 9470 §3 insufficient_user_authentication (401): the presented
token does not meet the route's step-up requirement.



    


    
      
        unauthorized(conn, scheme, error, opts \\ [])

      


        Respond 401 with a WWW-Authenticate challenge for scheme carrying
error (an OAuth error code string). Options: :description
(error_description), :dpop_nonce (sets the DPoP-Nonce header, for
use_dpop_nonce), and :resource_metadata (RFC 9728 §5.1: the URL of this
resource's protected-resource metadata, advertised as a resource_metadata
auth-param so the client can discover the authorization server). Halts.
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          @type scheme() :: :bearer | :dpop


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      insufficient_scope(conn, required, scheme \\ :bearer, opts \\ [])



        
          
        

    

  


  

      

          @spec insufficient_scope(Plug.Conn.t(), [String.t()], scheme(), keyword()) ::
  Plug.Conn.t()


      


Respond 403 insufficient_scope naming the required scope list
(RFC 6750 §3.1). The optional opts accepts :resource_metadata (RFC 9728
§5.1: the URL of this resource's protected-resource metadata, advertised as
a resource_metadata auth-param) and the SAME transport hooks
unauthorized/4 honors - :send_error, :www_authenticate, and
:no_store - so a resource server can override the 403 response envelope and
inject a per-conn challenge (e.g. a host-derived resource_metadata pointer)
on the scope-rejection path too. The insufficient_scope error code, 403
status, and the error_description / scope challenge semantics remain
owned here. Halts.

  



    

  
    
      
    
    
      insufficient_user_authentication(conn, scheme, challenge, opts \\ [])



        
          
        

    

  


  

      

          @spec insufficient_user_authentication(Plug.Conn.t(), scheme(), map(), keyword()) ::
  Plug.Conn.t()


      


Respond RFC 9470 §3 insufficient_user_authentication (401): the presented
token does not meet the route's step-up requirement.
challenge is the Attesto.StepUp challenge map carrying the :acr_values
(space-delimited) and/or :max_age the client must re-request at the
authorization endpoint; both are appended as WWW-Authenticate auth-params.
This is an authentication error (401, like invalid_token), built on the
same machinery as unauthorized/4, honoring the same :description,
:resource_metadata, and :send_error / :www_authenticate / :no_store
transport hooks. Halts.

  



    

  
    
      
    
    
      unauthorized(conn, scheme, error, opts \\ [])



        
          
        

    

  


  

      

          @spec unauthorized(Plug.Conn.t(), scheme(), String.t(), keyword()) :: Plug.Conn.t()


      


Respond 401 with a WWW-Authenticate challenge for scheme carrying
error (an OAuth error code string). Options: :description
(error_description), :dpop_nonce (sets the DPoP-Nonce header, for
use_dpop_nonce), and :resource_metadata (RFC 9728 §5.1: the URL of this
resource's protected-resource metadata, advertised as a resource_metadata
auth-param so the client can discover the authorization server). Halts.

  


        

      


  

    
Attesto.Plug.RequireScopes 
    



      
Authorize a request against the scopes on the verified token.
Runs after Attesto.Plug.Authenticate (which assigns the verified
claims): it reads the scope claim, splits it, and checks that the
granted set covers every required scope via Attesto.Scope. On
success the conn passes through; otherwise it answers 403
insufficient_scope (RFC 6750 §3.1).
plug Attesto.Plug.RequireScopes, ["documents.read"]
Options. The first argument may be a bare list of required scopes, or a
keyword list with:
	:scopes (required) - the list of required concrete scopes.
	:claims_key - the conn.assigns key the claims were put under
(default :attesto_claims, matching Attesto.Plug.Authenticate).
	:resource_metadata - the URL of this resource's protected-resource
metadata (RFC 9728), advertised as a resource_metadata auth-param on
the 403 insufficient_scope (and the 401 invalid_token for an
unauthenticated request) WWW-Authenticate challenge (RFC 9728 §5.1).
	:send_error, :www_authenticate, :no_store - the transport hooks
Attesto.Plug.OAuthError honors, threaded onto BOTH the 403 and the 401
this plug renders so a host can override the response envelope and inject
a per-conn challenge (e.g. a request-derived resource_metadata pointer)
on the scope-rejection path, not just the authentication-rejection path.

A request that reaches this plug without verified claims (the
authentication plug did not run or did not assign them) is treated as
unauthenticated and answered 401.
Part of the optional Attesto.Plug layer; compiles only with Plug.

      




  

    
Attesto.CodeStore behaviour
    



      
Storage seam for authorization codes.
Attesto.AuthorizationCode is pure: it generates a code, hashes it, and
validates a redemption, but it never decides where the code lives.
That is this behaviour. A host implements it over whatever store fits
(Postgres, Redis, ETS); Attesto.CodeStore.ETS is a ready single-node
implementation.
The single-use contract (load-bearing)
take/1 MUST be atomic: it returns the record for code_hash and
removes it in one indivisible step, so two concurrent redemptions of
the same code cannot both succeed. Authorization codes are single-use
(RFC 6749 §4.1.2); a store that let take/1 race would let a captured
code be replayed. A SQL implementation uses
DELETE ... WHERE code_hash = $1 RETURNING ...; an ETS implementation
uses :ets.take/2.
The code is consumed by take/1 even if Attesto.AuthorizationCode
then rejects the redemption (wrong redirect URI, failed PKCE): a code
that has been presented once is spent, which denies an attacker repeated
validation attempts against a stolen code.
Optional reuse tracking (additive, fail-safe)
The single-use contract above stops a code being redeemed twice, but on
its own it cannot tell a replay of an already-redeemed code apart from
a never-issued code: once take/1 has removed the row, a second
presentation looks identical to garbage. The OAuth 2.0 Security BCP
§4.13 (and RFC 6749 §4.1.2) say more: when a code is presented a second
time the AS SHOULD revoke the tokens already issued from the first
redemption, because a second presentation is an attack signal (the code
leaked). Acting on that signal requires remembering which family the
first redemption spawned.
A store MAY opt into this by implementing the OPTIONAL mark_consumed/2
callback and extending take/1 to return {:error, :consumed, meta}
for a code that was already redeemed. This is purely additive:
	A store that does NOT implement reuse tracking keeps take/1's
original {:ok, entry} | :error contract. Attesto.AuthorizationCode
treats a re-presented (now absent) code as :invalid_grant, exactly
as before. Single use is unaffected.
	A store that DOES implement reuse tracking calls mark_consumed/2
when a redemption succeeds, recording the code_hash together with
meta (the family_id/subject of that first redemption). A later
take/1 of the same hash then returns {:error, :consumed, meta},
and Attesto.AuthorizationCode.redeem/4 surfaces
{:error, {:reuse, meta}} so the caller can revoke the family.

Fail-safe means: the absence of reuse tracking never makes the system
less safe than single use already guarantees; it only forgoes the
extra descendant-revocation signal. A store therefore implements the
callback only when it can persist the consumed marker durably enough to
be useful (a single-redemption window is already closed by take/1
whether or not the marker survives).
Record shape
A stored record is a map with:
	:code_hash - the Attesto.Secret.hash/1 of the code (the key).
	:data - the opaque grant context the host round-trips
(client, redirect URI, scope, PKCE challenge, optional DPoP
thumbprint, subject, and any host claims).
	:expires_at - absolute expiry, unix seconds. The store MAY evict
expired records, but Attesto.AuthorizationCode re-checks expiry
after take/1, so eviction timing is not security-critical.


      


      
        Summary


  
    Types
  


    
      
        code_hash()

      


    


    
      
        consumed_meta()

      


        Reuse metadata recorded at the first redemption and replayed to a later
take/1 of the same code_hash. Opaque to Attesto.CodeStore; carried
through Attesto.AuthorizationCode.redeem/4 to the caller so it can
revoke the family the leaked code spawned. Conventionally holds the
:family_id and :subject of the first redemption.



    


    
      
        entry()

      


    





  
    Callbacks
  


    
      
        get(code_hash)

      


        OPTIONAL. Read the entry for code_hash WITHOUT consuming it (unlike
take/1). Returns {:ok, entry} when a code with that hash is stored, else
:error.



    


    
      
        mark_consumed(code_hash, consumed_meta)

      


        OPTIONAL. Record that code_hash was successfully redeemed and spawned
the family described by meta, so a later take/1 of the same hash can
report {:error, :consumed, meta}.



    


    
      
        put(entry)

      


        Persist a code record.



    


    
      
        take(code_hash)

      


        Atomically fetch and delete the record for code_hash.



    





      


      
        Types


        


  
    
      
    
    
      code_hash()



        
          
        

    

  


  

      

          @type code_hash() :: String.t()


      



  



  
    
      
    
    
      consumed_meta()



        
          
        

    

  


  

      

          @type consumed_meta() :: map()


      


Reuse metadata recorded at the first redemption and replayed to a later
take/1 of the same code_hash. Opaque to Attesto.CodeStore; carried
through Attesto.AuthorizationCode.redeem/4 to the caller so it can
revoke the family the leaked code spawned. Conventionally holds the
:family_id and :subject of the first redemption.

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{code_hash: code_hash(), data: map(), expires_at: integer()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get(code_hash)


        (optional)


        
          
        

    

  


  

      

          @callback get(code_hash()) :: {:ok, entry()} | :error


      


OPTIONAL. Read the entry for code_hash WITHOUT consuming it (unlike
take/1). Returns {:ok, entry} when a code with that hash is stored, else
:error.
Used for read-only pre-checks at the token endpoint - e.g. surfacing a
holder-of-key (DPoP) requirement for a sender-constrained code (RFC 9449 §10 /
FAPI2) before the client-authentication failure, WITHOUT burning the
single-use code. A store that does not implement it is detected via
function_exported?/3 and the pre-check is skipped (single-use behaviour and
the normal error are unchanged).

  



  
    
      
    
    
      mark_consumed(code_hash, consumed_meta)


        (optional)


        
          
        

    

  


  

      

          @callback mark_consumed(code_hash(), consumed_meta()) :: :ok


      


OPTIONAL. Record that code_hash was successfully redeemed and spawned
the family described by meta, so a later take/1 of the same hash can
report {:error, :consumed, meta}.
Implemented only by stores that support code-reuse detection (OAuth 2.0
Security BCP §4.13 / RFC 6749 §4.1.2). Attesto.AuthorizationCode calls
it exactly once, after a redemption fully validates, with meta carrying
the first redemption's :family_id and :subject. A store that does not
implement this callback simply omits it from the behaviour; the redeemer
detects its absence (function_exported?/3) and skips the call, leaving
single-use behaviour unchanged.
Returns :ok. The marker SHOULD persist at least as long as the code's
original lifetime would have remained useful; a store MAY key it by
code_hash alongside the consumed-token bookkeeping it already keeps.

  



  
    
      
    
    
      put(entry)



        
          
        

    

  


  

      

          @callback put(entry()) :: :ok


      


Persist a code record.

  



  
    
      
    
    
      take(code_hash)



        
          
        

    

  


  

      

          @callback take(code_hash()) ::
  {:ok, entry()} | :error | {:error, :consumed, consumed_meta()}


      


Atomically fetch and delete the record for code_hash.
MUST be a single indivisible operation to preserve single use. Returns:
	{:ok, record} - the code existed and was unredeemed; it is now
removed. This is the primary path every store implements.
	:error - no such code (never issued, expired-and-evicted, or - for
a store WITHOUT reuse tracking - already redeemed). Treated as
:invalid_grant by Attesto.AuthorizationCode.redeem/4.
	{:error, :consumed, meta} - OPTIONAL, only for a store that
implements mark_consumed/2: the code was already successfully
redeemed once. meta is the value passed to mark_consumed/2 at
that first redemption (carrying the family_id/subject). This is
the code-reuse attack signal (OAuth 2.0 Security BCP §4.13); the
redeemer surfaces it so the caller can revoke descendants.

A store that does not track reuse never returns the third form, so the
contract stays {:ok, entry} | :error for it and reuse tracking is
purely additive.

  


        

      


  

    
Attesto.CodeStore.ETS 
    



      
Single-node ETS implementation of Attesto.CodeStore.
Codes live in a public ETS table owned by a GenServer that sweeps
expired rows on a fixed interval. take/1 uses :ets.take/2, which
fetches and deletes a row in one atomic step, so the single-use
guarantee holds against concurrent redemptions on a node. This is a
per-node store: a multi-node deployment MUST back Attesto.CodeStore
with a shared store (e.g. Postgres DELETE ... RETURNING) so a code
issued on one node can be redeemed (once) on another.
Start options
	:sweep_interval_ms (default 30_000) - how often expired rows are
bulk-deleted. Correctness does not depend on sweeping (take/1
returns the row and Attesto.AuthorizationCode re-checks expiry);
the sweeper only bounds table size.

Wiring
children = [Attesto.CodeStore.ETS]
then pass the module as the store:
Attesto.AuthorizationCode.issue(Attesto.CodeStore.ETS, attrs)

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Attesto.DPoP.NonceStore behaviour
    



      
Storage seam for server-issued DPoP nonces (RFC 9449 §8).
A server that wants to bound a DPoP proof's lifetime issues an opaque,
time-limited nonce, returns it in a DPoP-Nonce response header, and
requires the client to echo it in the next proof's nonce claim. This
behaviour is where those nonces live: issue/1 mints one, valid?/1
reports whether a presented nonce is still live.
Attesto.DPoP.NonceStore.ETS is a ready single-node implementation whose
validate/1 plugs straight into Attesto.DPoP.verify_proof/2's
:nonce_check. A multi-node deployment implements this over a shared
store (the nonce a client received from one node must be honoured on
another).

      


      
        Summary


  
    Callbacks
  


    
      
        issue(ttl_seconds)

      


        Mint and store a fresh nonce valid for ttl_seconds, returning the
opaque nonce string to put in a DPoP-Nonce header.



    


    
      
        valid?(nonce)

      


        Returns true iff nonce was issued by this store and has not expired.



    





      


      
        Callbacks


        


  
    
      
    
    
      issue(ttl_seconds)



        
          
        

    

  


  

      

          @callback issue(ttl_seconds :: pos_integer()) :: String.t()


      


Mint and store a fresh nonce valid for ttl_seconds, returning the
opaque nonce string to put in a DPoP-Nonce header.

  



  
    
      
    
    
      valid?(nonce)



        
          
        

    

  


  

      

          @callback valid?(nonce :: String.t()) :: boolean()


      


Returns true iff nonce was issued by this store and has not expired.

  


        

      


  

    
Attesto.DPoP.NonceStore.ETS 
    



      
Single-node ETS implementation of Attesto.DPoP.NonceStore.
Nonces are random 128-bit base64url strings held in a public ETS table
owned by a GenServer that sweeps expired entries. validate/1 is the
shape Attesto.DPoP.verify_proof/2 expects for its :nonce_check:
Attesto.DPoP.verify_proof(proof,
  http_method: "GET",
  http_uri: uri,
  nonce_check: &Attesto.DPoP.NonceStore.ETS.validate/1
)
and the server returns a fresh nonce on the challenge / on rotation with
issue/1.
This is a per-node store; a nonce issued on one node is unknown to
another, so a multi-node deployment MUST back Attesto.DPoP.NonceStore
with a shared store. Like the other ETS stores it refuses to boot on a
clustered BEAM unless multi_node_acknowledged?: true.
Start options: :sweep_interval_ms (default 30_000),
:multi_node_acknowledged? (default false).

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        validate(nonce)

      


        The :nonce_check callback for Attesto.DPoP.verify_proof/2: returns
:ok for a live issued nonce, or {:error, :use_dpop_nonce} for a
missing (nil), unknown, or expired one.



    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      validate(nonce)



        
          
        

    

  


  

      

          @spec validate(String.t() | nil) :: :ok | {:error, :use_dpop_nonce}


      


The :nonce_check callback for Attesto.DPoP.verify_proof/2: returns
:ok for a live issued nonce, or {:error, :use_dpop_nonce} for a
missing (nil), unknown, or expired one.

  


        

      


  

    
Attesto.RefreshStore behaviour
    



      
Storage seam for refresh tokens, with the atomic primitive that makes
reuse detection possible.
Attesto.RefreshToken is pure rotation logic; this behaviour is where
refresh tokens live and how they are consumed. Attesto.RefreshStore.ETS
is a ready single-node implementation; a production host implements it
over its database.
The consume/1 contract (load-bearing)
Refresh-token rotation (RFC 6749 §10.4, OAuth 2.0 Security BCP) requires
detecting when an already-rotated (consumed) token is presented again:
that means the token was captured, and the whole token family must be
revoked. Detecting it reliably needs an atomic compare-and-set:
consume/1 MUST, in one indivisible step, check whether the token is
unconsumed and, if so, mark it consumed.
It returns:
	{:ok, record} - the token existed and was unconsumed; it is now
consumed. The caller issues the next token in the family.
	{:reuse, record} - the token existed but was already consumed.
The caller MUST revoke_family/1. The record carries the
family_id to revoke.
	:error - no such token.

A SQL implementation is UPDATE refresh_tokens SET consumed = true WHERE token_hash = $1 AND consumed = false RETURNING ...: zero rows updated
with a row present means reuse. A non-atomic get-then-update would let
two concurrent rotations both see "unconsumed" and both succeed,
defeating detection.
Record shape
	:token_hash - Attesto.Secret.hash/1 of the token (the key).
	:family_id - groups all tokens descended from one authorization;
revoked together on reuse.
	:generation - 0 for the first token in a family, incremented each
rotation. Diagnostic.
	:data - the opaque context the host round-trips (subject, scope,
client, optional DPoP thumbprint, host claims).
	:expires_at - absolute expiry, unix seconds.
	:consumed - whether the token has been rotated already.
	:consumed_at - unix second when the token was rotated, or nil.
	:successor - retry data for the immediately issued successor, or nil.


      


      
        Summary


  
    Types
  


    
      
        entry()

      


    


    
      
        family_id()

      


    


    
      
        token_hash()

      


    





  
    Callbacks
  


    
      
        consume(token_hash, keyword)

      


        Atomically mark the token consumed if it was not already. See the
moduledoc for the required semantics and the three return values. This
is the claim step, run only once a rotation has otherwise validated; it
also closes the read-then-claim race (a concurrent rotation that claimed
the token first surfaces here as {:reuse, record}).



    


    
      
        get(token_hash)

      


        Non-consuming read of the record for token_hash, or :error if
absent. Used to validate a rotation (expiry, DPoP binding) and to detect
a replayed already-consumed token BEFORE the atomic consume/1 claims
it, so a recoverable validation failure does not burn the token.



    


    
      
        insert(entry)

      


        Persist a new (unconsumed) refresh-token record.



    


    
      
        remember_successor(token_hash, map, keyword)

      


        Record the successor minted from an already-consumed parent.



    


    
      
        revoke_family(family_id)

      


        Revoke a token family: remove every token in family_id AND mark the
family revoked so a subsequent insert/1 for it is refused (sticky
revocation; see insert/1). Idempotent - revoking an already-revoked or
unknown family is a no-op :ok.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :token_hash => token_hash(),
  :family_id => family_id(),
  :generation => non_neg_integer(),
  :data => map(),
  :expires_at => integer(),
  :consumed => boolean(),
  optional(:consumed_at) => integer() | nil,
  optional(:successor) => map() | nil
}


      



  



  
    
      
    
    
      family_id()



        
          
        

    

  


  

      

          @type family_id() :: String.t()


      



  



  
    
      
    
    
      token_hash()



        
          
        

    

  


  

      

          @type token_hash() :: String.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      consume(token_hash, keyword)



        
          
        

    

  


  

      

          @callback consume(
  token_hash(),
  keyword()
) :: {:ok, entry()} | {:reuse, entry()} | :error


      


Atomically mark the token consumed if it was not already. See the
moduledoc for the required semantics and the three return values. This
is the claim step, run only once a rotation has otherwise validated; it
also closes the read-then-claim race (a concurrent rotation that claimed
the token first surfaces here as {:reuse, record}).

  



  
    
      
    
    
      get(token_hash)



        
          
        

    

  


  

      

          @callback get(token_hash()) :: {:ok, entry()} | :error


      


Non-consuming read of the record for token_hash, or :error if
absent. Used to validate a rotation (expiry, DPoP binding) and to detect
a replayed already-consumed token BEFORE the atomic consume/1 claims
it, so a recoverable validation failure does not burn the token.

  



  
    
      
    
    
      insert(entry)



        
          
        

    

  


  

      

          @callback insert(entry()) :: :ok | {:error, :family_revoked}


      


Persist a new (unconsumed) refresh-token record.
Returns {:error, :family_revoked} if the record's family_id has been
revoked (see revoke_family/1); the row MUST NOT be stored in that
case. This closes a concurrency race: a rotation that wins the atomic
consume/1 but whose successor insert/1 lands after a concurrent
reuse revoked the family would otherwise leave a live successor in a
revoked family. Revocation is therefore sticky - it rejects later
inserts, not just the rows present at revoke time.

  



  
    
      
    
    
      remember_successor(token_hash, map, keyword)



        
          
        

    

  


  

      

          @callback remember_successor(token_hash(), map(), keyword()) :: :ok | :error


      


Record the successor minted from an already-consumed parent.
Used for refresh-rotation idempotency: if the response carrying the new
refresh token is lost and the same client immediately retries the old token,
Attesto.RefreshToken.rotate/3 may return the same successor instead of
revoking the family. Stores that cannot retain the successor safely MUST fail
closed by returning :error; rotation still succeeds, but a later retry will
be treated as reuse.

  



  
    
      
    
    
      revoke_family(family_id)



        
          
        

    

  


  

      

          @callback revoke_family(family_id()) :: :ok


      


Revoke a token family: remove every token in family_id AND mark the
family revoked so a subsequent insert/1 for it is refused (sticky
revocation; see insert/1). Idempotent - revoking an already-revoked or
unknown family is a no-op :ok.

  


        

      


  

    
Attesto.RefreshStore.ETS 
    



      
Single-node ETS implementation of Attesto.RefreshStore.
Tokens live in an ETS table owned by a GenServer. The security-
critical consume/1 (check-unconsumed-and-mark-consumed) is serialised
through the owning process: routing it as a GenServer.call/2 makes the
read-modify-write atomic without an ETS compare-and-set dance, which is
the simplest correct primitive for a reference store. insert/1 and
revoke_family/1 go through the same process so all mutations are
ordered.
This is a per-node store. A multi-node deployment MUST back
Attesto.RefreshStore with a shared store whose consume/1 is atomic
across nodes (e.g. Postgres UPDATE ... WHERE consumed = false RETURNING), or reuse detection only holds per node.
Start options: :sweep_interval_ms (default 60_000). The sweeper
deletes tokens past their expiry; consumed-but-unexpired tokens are
retained so reuse within the TTL window is still detected.
children = [Attesto.RefreshStore.ETS]

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

    
Attesto.DPoP 
    



      
RFC 9449 - OAuth 2.0 Demonstrating Proof of Possession (DPoP).
A DPoP proof is a JWS that a client signs with a key it holds and
attaches to a token request (POST /token) or to every
protected-resource request that uses a DPoP-bound access token. The
proof carries:
	a JOSE header with typ: "dpop+jwt", an asymmetric signature
alg, and the client's public key in jwk;
	a JOSE payload with htm (HTTP method), htu (HTTP target URI),
iat (creation timestamp), jti (unique replay identifier), and -
when presented alongside an access token - ath, the
base64url-encoded SHA-256 hash of that access token.

The server validates the proof against the live request, computes the
RFC 7638 SHA-256 thumbprint of the embedded JWK, and uses the
thumbprint to bind issued/presented access tokens to the proof key via
the access token's cnf.jkt claim (RFC 7800).
This module verifies a single DPoP proof and returns the thumbprint and
replay identifier so the caller (the token endpoint or the
authenticated-request handler) can:
	compare jkt to the bound access token's cnf.jkt, and
	persist jti in a replay cache.

It is framework-agnostic: no Plug, no database, no application config.
It is a pure function of the proof JWT, the HTTP request context, and
an optional access token. A resource server composes
Attesto.Token.verify/3 with this module's verify_proof/2.
Accepted algorithms
Per RFC 9449 §4.2, DPoP proofs MUST be signed with an asymmetric
algorithm. This verifier whitelists ES256, ES384, ES512, RS256,
RS384, RS512, PS256, PS384, PS512, and EdDSA. Symmetric
algorithms (HS*) and the unsecured none algorithm are rejected;
there is no caller-facing knob to relax this.
Replay protection
RFC 9449 §11.1 requires the resource server to reject a DPoP proof it
has already seen. A captured-and-replayed proof is otherwise good for
the entire iat acceptance window (default 60 seconds). This verifier
enforces replay protection in two layers:
	The proof's jti is length-capped (see @max_jti_length) so an
attacker cannot exhaust the cache by submitting proofs with
megabyte-sized jti values.
	If the caller supplies the :replay_check opt, the verifier
invokes it with the proof's jti AND the TTL the cache must remember
it for (the acceptance window: max_age_seconds + future skew),
AFTER every other check has passed (so an attacker cannot fill the
cache with proofs that would have failed anyway). Deriving the TTL
from the verifier's age policy keeps the cache from forgetting a
jti while the proof is still acceptable. The callback returns :ok
or {:error, :replay}. Attesto.DPoP.ReplayCache provides a default
ETS-backed implementation (check_and_record/2).

Protected-resource pipelines MUST pass :replay_check. Leaving it out
is acceptable only in test scaffolding and at the token endpoint on
first use of a proof (the endpoint records the jti itself).

      


      
        Summary


  
    Types
  


    
      
        nonce_check_fun()

      


    


    
      
        replay_check_fun()

      


    


    
      
        verified_proof()

      


    


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        allowed_algs()

      


        The list of JOSE alg values accepted on a DPoP proof's protected
header.



    


    
      
        compute_ath(access_token)

      


        The ath claim value defined by RFC 9449 §4.3:
base64url(SHA-256(access_token)), unpadded.



    


    
      
        compute_jkt(jwk)

      


        RFC 7638 SHA-256 JWK thumbprint, base64url-encoded without padding.
Accepts a %JOSE.JWK{} or a JWK as a plain map (e.g. the one in a DPoP
proof's protected header).



    


    
      
        dpop_bound?(arg1)

      


        Returns true iff the given access-token claims map advertises a DPoP
binding via RFC 7800 cnf.jkt. Tolerates any verifier-accepted
cnf.jkt value (non-empty string).



    


    
      
        verify_proof(proof, opts \\ [])

      


        Verify a DPoP proof JWS per RFC 9449 against the given request context.



    





      


      
        Types


        


  
    
      
    
    
      nonce_check_fun()



        
          
        

    

  


  

      

          @type nonce_check_fun() :: (String.t() | nil -> :ok | {:error, :use_dpop_nonce})


      



  



  
    
      
    
    
      replay_check_fun()



        
          
        

    

  


  

      

          @type replay_check_fun() :: (String.t(), pos_integer() -> :ok | {:error, :replay})


      



  



  
    
      
    
    
      verified_proof()



        
          
        

    

  


  

      

          @type verified_proof() :: %{
  ath: String.t() | nil,
  htm: String.t(),
  htu: String.t(),
  iat: non_neg_integer(),
  jkt: String.t(),
  jti: String.t()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_proof
  | :invalid_signature
  | :invalid_typ
  | :invalid_alg
  | :unsupported_critical_header
  | :missing_jwk
  | :invalid_jwk
  | :invalid_htm
  | :invalid_htu
  | :missing_jti
  | :invalid_jti
  | :missing_ath
  | :invalid_ath
  | :missing_iat
  | :invalid_iat
  | :proof_expired
  | :replay
  | :use_dpop_nonce


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  http_method: String.t(),
  http_uri: String.t(),
  access_token: String.t() | nil,
  now: DateTime.t() | non_neg_integer(),
  max_age_seconds: pos_integer(),
  replay_check: replay_check_fun() | nil,
  nonce_check: nonce_check_fun() | nil
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allowed_algs()



        
          
        

    

  


  

      

          @spec allowed_algs() :: [String.t()]


      


The list of JOSE alg values accepted on a DPoP proof's protected
header.

  



  
    
      
    
    
      compute_ath(access_token)



        
          
        

    

  


  

      

          @spec compute_ath(String.t()) :: String.t()


      


The ath claim value defined by RFC 9449 §4.3:
base64url(SHA-256(access_token)), unpadded.

  



  
    
      
    
    
      compute_jkt(jwk)



        
          
        

    

  


  

      

          @spec compute_jkt(JOSE.JWK.t() | map()) :: String.t()


      


RFC 7638 SHA-256 JWK thumbprint, base64url-encoded without padding.
Accepts a %JOSE.JWK{} or a JWK as a plain map (e.g. the one in a DPoP
proof's protected header).

  



  
    
      
    
    
      dpop_bound?(arg1)



        
          
        

    

  


  

      

          @spec dpop_bound?(map()) :: boolean()


      


Returns true iff the given access-token claims map advertises a DPoP
binding via RFC 7800 cnf.jkt. Tolerates any verifier-accepted
cnf.jkt value (non-empty string).

  



    

  
    
      
    
    
      verify_proof(proof, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_proof(String.t(), verify_opts()) ::
  {:ok, verified_proof()} | {:error, verify_error()}


      


Verify a DPoP proof JWS per RFC 9449 against the given request context.
Required opts
	:http_method - the HTTP method of the request the proof was
attached to ("POST", "GET", …). Compared case-sensitively to
the proof's htm claim per RFC 9449 §4.3.
	:http_uri - the HTTP target URI of the request, including scheme
and host. Query and fragment components are stripped before
comparison so a client that signed https://api.example/x and the
server-observed https://api.example/x?cb=1 still match.

Optional opts
	:access_token - the bearer/DPoP access token presented on the
same request. If supplied, the proof MUST carry an ath claim
whose value is base64url(SHA-256(access_token)) per RFC 9449
§4.3. If :access_token is omitted (e.g. the proof is attached to
a token endpoint request, where no access token exists yet), the
ath claim - if present - is returned but not constrained.
	:now - DateTime or unix-seconds integer used as the clock
reference. Defaults to DateTime.utc_now/0. Test-facing.
	:max_age_seconds - how far in the past iat may be. Default 60.
A constant 60-second window into the future is
also accepted to tolerate modest client-side clock skew.
	:replay_check - a two-arity function called with the proof's
jti and the TTL (seconds) the store must remember it for, AFTER
every other check has passed. Returns :ok if the jti has not
been seen, or {:error, :replay} if it has. Required by
protected-resource pipelines; pass
&Attesto.DPoP.ReplayCache.check_and_record/2. Omit only in test
scaffolding.
	:nonce_check - a one-arity function called with the proof's
nonce claim (which may be nil). Returns :ok or
{:error, :use_dpop_nonce} (RFC 9449 §8), the latter telling the
caller to answer with a fresh DPoP-Nonce. Omitted, no nonce is
required. See Attesto.DPoP.NonceStore.

Returns
	{:ok, %{jkt: ..., jti: ..., ath: ..., htm: ..., htu: ..., iat: ...}}
on success. jkt is the RFC 7638 SHA-256 thumbprint of the proof's
embedded JWK; the caller compares it to the access token's
cnf.jkt.
	{:error, reason} otherwise. See the module typespecs for the full
error set.


  


        

      


  

    
Attesto.DPoP.ReplayCache 
    



      
In-memory, TTL-bounded cache of seen DPoP proof jti values.
RFC 9449 §11.1 requires the resource server to refuse a DPoP proof
whose jti it has previously processed. A captured-and-replayed proof
would otherwise be reusable for the full iat acceptance window
(default 60 seconds).
This module is a ready-made implementation for the :replay_check
option of Attesto.DPoP.verify_proof/2. It stores jti values in a
public ETS table owned by a GenServer that sweeps expired entries on
a fixed interval; lookups are O(1) and lock-free via
:ets.insert_new/2.
Single-node deployment invariant (load-bearing)
This implementation is a per-node ETS singleton. RFC 9449 §11.1 replay
rejection only holds across the deployment if every request for a
given access token reaches the same node - otherwise a captured proof
is replayable once per node behind a load balancer. On a multi-node
deployment you MUST swap the verifier's :replay_check callback for a
shared-store implementation (e.g. a Postgres-backed cache using
INSERT ... ON CONFLICT DO NOTHING for an atomic record-and-check, or
Redis) and set :multi_node_acknowledged?: true to silence the
boot-time guard. The verifier's :replay_check shape
((jti, ttl_seconds) -> :ok | {:error, :replay}) lets any such
replacement plug in without changes to Attesto.DPoP. The verifier
passes its own :max_age_seconds as ttl_seconds, so a shared store
can size each jti's retention to the proof's freshness window.
The boot-time guard raises on startup if Node.list/0 is non-empty
and :multi_node_acknowledged? is not set - a clustered BEAM with a
node-local replay cache is a silently-broken security boundary (a
captured proof becomes replayable once per node) that this guard
refuses to enter. Failing the supervised start surfaces the
misconfiguration loudly rather than emitting a log nobody reads.
Configuration (start options)
	:ttl_seconds (default 60) - how long each jti is remembered.
SHOULD match (or modestly exceed) the verifier's :max_age_seconds
so a proof whose iat window has already closed is rejected by
freshness OR by replay, never just by eviction race.
	:sweep_interval_ms (default 30_000) - how often expired entries
are deleted in bulk. The cache is correct without sweeping (lookups
re-validate expiry); the sweeper just bounds table size.
	:multi_node_acknowledged? (default false) - set to true after
wiring a shared-store :replay_check so the boot-time guard does
not fire on a clustered BEAM.

Wiring
children = [
  {Attesto.DPoP.ReplayCache, ttl_seconds: 60}
]
then, at the verifier:
Attesto.DPoP.verify_proof(proof,
  http_method: "GET",
  http_uri: uri,
  replay_check: &Attesto.DPoP.ReplayCache.check_and_record/2
)

      


      
        Summary


  
    Functions
  


    
      
        check_and_record(jti, ttl_seconds \\ 60)

      


        Record jti and report whether it has already been seen within the TTL
window.



    


    
      
        reset()

      


        Clear every entry from the cache. Test-facing.



    


    
      
        size()

      


        Return the number of entries currently held. Test/diagnostic-facing.



    


    
      
        start_link(opts \\ [])

      


        Start the cache. Registered under __MODULE__.



    





      


      
        Functions


        


    

  
    
      
    
    
      check_and_record(jti, ttl_seconds \\ 60)



        
          
        

    

  


  

      

          @spec check_and_record(String.t(), pos_integer()) :: :ok | {:error, :replay}


      


Record jti and report whether it has already been seen within the TTL
window.
Returns :ok if the jti was not present (and has now been recorded),
or {:error, :replay} if it was. The two-argument form
(check_and_record/2) takes the jti and the TTL to remember it for,
which is the shape Attesto.DPoP.verify_proof/2 passes its
:replay_check callback (the verifier derives the TTL from its own
acceptance window). Pass &check_and_record/2 directly. The TTL
argument defaults to 60 seconds when called as
check_and_record/1.

  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry from the cache. Test-facing.

  



  
    
      
    
    
      size()



        
          
        

    

  


  

      

          @spec size() :: non_neg_integer()


      


Return the number of entries currently held. Test/diagnostic-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Start the cache. Registered under __MODULE__.

  


        

      


  

    
Attesto.MTLS 
    



      
RFC 8705 - OAuth 2.0 Mutual-TLS Client Authentication and
Certificate-Bound Access Tokens.
A protected resource that supports mTLS-bound access tokens MUST verify
that the access token's confirmation claim (RFC 7800 cnf.x5t#S256)
matches the SHA-256 thumbprint of the client certificate presented in
the same TLS connection. This module computes that thumbprint and
recognises the binding shape.
Thumbprint definition
Per RFC 8705 §3.1 the x5t#S256 value is
base64url(SHA-256(DER-encoded certificate)), no padding
which is the canonical shape validated by Attesto.Thumbprint.
Why we round-trip through :public_key.pkix_decode_cert/2
compute_thumbprint/1 only digests its input after confirming that the
bytes parse as an X.509 certificate. A caller that fed in a random
binary would otherwise produce a "thumbprint" that no real client
certificate could ever match - silently turning the binding into a
permanent reject, or (if the binary came from an unauthenticated
source) into an attacker-controlled match. Fail closed at the source.
This module is framework-agnostic: no Plug, no database, no application
config. It is a pure function of the certificate bytes. A resource
server composes Attesto.Token.verify/3 with compute_thumbprint/1
applied to the DER bytes its TLS layer surfaces (e.g.
:ssl.peercert/1).
Where the binding may be issued
Whether the listener is even allowed to issue mTLS-bound tokens (the
TLS layer is directly terminated and the peer certificate is genuinely
the client's, rather than a reverse-proxy socket) is a deployment fact
the host application owns. Attesto does not read it from config;
the caller decides whether to pass an mTLS thumbprint to
Attesto.Token.mint/2 at all.

      


      
        Summary


  
    Types
  


    
      
        thumbprint()

      


    





  
    Functions
  


    
      
        compute_thumbprint(der)

      


        Compute the RFC 8705 §3.1 x5t#S256 thumbprint of an X.509 client
certificate from its DER encoding.



    


    
      
        mtls_bound?(arg1)

      


        Returns true iff the given access-token claims map advertises an
mTLS binding via the RFC 8705 cnf.x5t#S256 confirmation claim.
Tolerates any non-empty string value (full shape validation happens in
Attesto.Token.verify/3).



    


    
      
        thumbprint_length()

      


        The expected length, in characters, of a well-formed x5t#S256
thumbprint.



    


    
      
        thumbprint_shape?(value)

      


        Returns true iff value is a syntactically-valid x5t#S256
thumbprint: the canonical base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.



    





      


      
        Types


        


  
    
      
    
    
      thumbprint()



        
          
        

    

  


  

      

          @type thumbprint() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      compute_thumbprint(der)



        
          
        

    

  


  

      

          @spec compute_thumbprint(binary()) ::
  {:ok, thumbprint()} | {:error, :invalid_certificate}


      


Compute the RFC 8705 §3.1 x5t#S256 thumbprint of an X.509 client
certificate from its DER encoding.
Returns {:ok, thumbprint} if the bytes parse as a certificate;
{:error, :invalid_certificate} otherwise. The certificate is NOT
validated against any trust store, expiry, or revocation status - that
is the TLS terminator's responsibility. This function only ensures the
bytes ARE a certificate (so we never emit a thumbprint for arbitrary
attacker-controlled bytes) and computes the digest.

  



  
    
      
    
    
      mtls_bound?(arg1)



        
          
        

    

  


  

      

          @spec mtls_bound?(map()) :: boolean()


      


Returns true iff the given access-token claims map advertises an
mTLS binding via the RFC 8705 cnf.x5t#S256 confirmation claim.
Tolerates any non-empty string value (full shape validation happens in
Attesto.Token.verify/3).

  



  
    
      
    
    
      thumbprint_length()



        
          
        

    

  


  

      

          @spec thumbprint_length() :: pos_integer()


      


The expected length, in characters, of a well-formed x5t#S256
thumbprint.

  



  
    
      
    
    
      thumbprint_shape?(value)



        
          
        

    

  


  

      

          @spec thumbprint_shape?(term()) :: boolean()


      


Returns true iff value is a syntactically-valid x5t#S256
thumbprint: the canonical base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.

  


        

      


  

    
Attesto.Scope 
    



      
Scope grant-form matching for OAuth-style <resource>.<action> scopes.
Attesto does not define which scopes exist - that catalog is your
application's policy. It defines the algebra: given a catalog of
concrete scope strings, what counts as a legal grant form, and whether
a granted set covers a required scope. Build a catalog once with
new_catalog/1 and thread it through the matching functions.
A scope is a dotted string of the form <resource>.<action>
(e.g. trackers.read).
Grant forms
A granted scope (one stored on a credential, or carried in a JWT's
scope claim) may be:
	a concrete catalog entry such as trackers.read;
	the resource-level wildcard <resource>.* (e.g. webhooks.*),
which grants every catalog action under that resource;
	the full wildcard *, which grants every catalog scope. Reserved
for system-issued credentials; customer-facing issuance must not
surface or accept it.

Two validators encode this asymmetry:
	valid_grant_form?/2 accepts * and is the right check for
system-issued credentials.
	customer_grant_form?/2 rejects * and is the check a public
token endpoint or credential changeset must use.

Wildcard grants are parsed strictly: only <resource>.* (exactly one
dot, no other segments) is accepted. Deep forms like trackers.read.*
are rejected so a grant is never silently broadened past a single
resource.
Required scopes
A required scope (one a protected endpoint declares) MUST be a
concrete catalog entry - passing a wildcard form as the requirement
returns false, since a wildcard requirement would be ambiguous. Even
a *-granted credential only authorizes catalog entries, so an
uncatalogued endpoint requirement is never granted.
grants_all?/3 raises ArgumentError on a nil or empty required-scope
list so a misconfigured authorization declaration (an endpoint that
forgot to declare its required scope) fails loudly instead of silently
authorizing every caller.
Why strings, not atoms
Scopes round-trip through HTTP requests, JWT claims, and database
columns as strings; they are never coerced to atoms (a denial-of-service
vector for externally-influenced values).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        customer_grant_form?(catalog, scope)

      


        Returns true iff scope is a legal granted form for a
customer-facing credential: a concrete catalog entry or a
resource-level wildcard <resource>.* whose resource appears in the
catalog. The full wildcard * is rejected.



    


    
      
        entries(scope)

      


        The concrete scope strings in the catalog, sorted.



    


    
      
        grants?(catalog, granted, required)

      


        Returns true iff the granted scope list covers the required
scope.



    


    
      
        grants_all?(catalog, granted, required)

      


        Returns true iff granted covers every entry in required.



    


    
      
        known?(scope, scope)

      


        Returns true iff scope is a concrete catalog entry (no wildcards).



    


    
      
        new_catalog(scopes)

      


        Build a catalog from the list of concrete scope strings your API
understands. Computes the distinct resources (left-of-dot segments)
once so per-request matching is allocation-light.



    


    
      
        resources(scope)

      


        The distinct resources present in the catalog, sorted.



    


    
      
        unknown(catalog, requested)

      


        Returns the subset of requested scopes that are NOT valid
customer-facing grant forms. Used at a token endpoint to surface
invalid_scope (RFC 6749 §5.2) without leaking which scopes are
catalogued. Rejects the system-only * form.



    


    
      
        valid_grant_form?(catalog, scope)

      


        Returns true iff scope is a legal granted form for a
system-issued credential: a concrete catalog entry, the full
wildcard *, or a resource-level wildcard <resource>.* whose
resource appears in the catalog.



    


    
      
        valid_token?(value)

      


        Returns true iff value is a syntactically-valid RFC 6749
scope-token: a non-empty string of printable ASCII excluding space,
double-quote, and backslash. This is a wire-format check independent
of any catalog: it rejects a value like "documents.read positions.read"
that, embedded in a space-delimited scope claim, would be
indistinguishable from two separate grants.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.Scope{
  entries: MapSet.t(String.t()),
  resources: MapSet.t(String.t())
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      customer_grant_form?(catalog, scope)



        
          
        

    

  


  

      

          @spec customer_grant_form?(t(), term()) :: boolean()


      


Returns true iff scope is a legal granted form for a
customer-facing credential: a concrete catalog entry or a
resource-level wildcard <resource>.* whose resource appears in the
catalog. The full wildcard * is rejected.

  



  
    
      
    
    
      entries(scope)



        
          
        

    

  


  

      

          @spec entries(t()) :: [String.t()]


      


The concrete scope strings in the catalog, sorted.

  



  
    
      
    
    
      grants?(catalog, granted, required)



        
          
        

    

  


  

      

          @spec grants?(t(), [String.t()] | nil, String.t()) :: boolean()


      


Returns true iff the granted scope list covers the required
scope.
required MUST be a concrete catalog entry; passing a wildcard form
returns false. A nil or empty grant list returns false. Granted
entries that are not valid grant forms are ignored - they cannot grant
anything, even by accident. Even the full wildcard * only covers
scopes actually in the catalog, so a typo or uncatalogued endpoint
requirement is never authorized.

  



  
    
      
    
    
      grants_all?(catalog, granted, required)



        
          
        

    

  


  

      

          @spec grants_all?(t(), [String.t()] | nil, [String.t(), ...]) :: boolean()


      


Returns true iff granted covers every entry in required.
Raises ArgumentError on a nil or empty required list so a
misconfigured authorization declaration fails loudly instead of
silently authorizing every caller.

  



  
    
      
    
    
      known?(scope, scope)



        
          
        

    

  


  

      

          @spec known?(t(), term()) :: boolean()


      


Returns true iff scope is a concrete catalog entry (no wildcards).

  



  
    
      
    
    
      new_catalog(scopes)



        
          
        

    

  


  

      

          @spec new_catalog([String.t()]) :: t()


      


Build a catalog from the list of concrete scope strings your API
understands. Computes the distinct resources (left-of-dot segments)
once so per-request matching is allocation-light.

  



  
    
      
    
    
      resources(scope)



        
          
        

    

  


  

      

          @spec resources(t()) :: [String.t()]


      


The distinct resources present in the catalog, sorted.

  



  
    
      
    
    
      unknown(catalog, requested)



        
          
        

    

  


  

      

          @spec unknown(t(), [String.t()] | nil) :: [String.t()]


      


Returns the subset of requested scopes that are NOT valid
customer-facing grant forms. Used at a token endpoint to surface
invalid_scope (RFC 6749 §5.2) without leaking which scopes are
catalogued. Rejects the system-only * form.

  



  
    
      
    
    
      valid_grant_form?(catalog, scope)



        
          
        

    

  


  

      

          @spec valid_grant_form?(t(), term()) :: boolean()


      


Returns true iff scope is a legal granted form for a
system-issued credential: a concrete catalog entry, the full
wildcard *, or a resource-level wildcard <resource>.* whose
resource appears in the catalog.
Customer-facing surfaces MUST use customer_grant_form?/2 instead - it
rejects the system-only * form.

  



  
    
      
    
    
      valid_token?(value)



        
          
        

    

  


  

      

          @spec valid_token?(term()) :: boolean()


      


Returns true iff value is a syntactically-valid RFC 6749
scope-token: a non-empty string of printable ASCII excluding space,
double-quote, and backslash. This is a wire-format check independent
of any catalog: it rejects a value like "documents.read positions.read"
that, embedded in a space-delimited scope claim, would be
indistinguishable from two separate grants.

  


        

      


  

    
Attesto.Discovery 
    



      
RFC 8414 - OAuth 2.0 Authorization Server Metadata.
Build the JSON document a client fetches from
/.well-known/oauth-authorization-server (or the OIDC
/.well-known/openid-configuration) to discover how to talk to the
issuer: where the token and JWKS endpoints are, which grants and
challenge methods are supported, and which DPoP algorithms the server
accepts.
Attesto fills the fields it can derive or fix by protocol:
	issuer and token_endpoint from the Attesto.Config.
	jwks_uri derived from the issuer (overridable).
	code_challenge_methods_supported is ["S256"] - Attesto's PKCE is
S256 only.
	dpop_signing_alg_values_supported from Attesto.DPoP.allowed_algs/0.
	grant_types_supported defaults to ["client_credentials"].

Everything host-specific (the authorization, revocation, introspection,
and registration endpoints; the supported scopes, response types, and
client-authentication methods) is supplied through opts and merged in.
nil opt values are dropped so the document only advertises what the
host actually implements.
The result is a string-keyed map ready to serialise as the endpoint's
JSON body.

      


      
        Summary


  
    Functions
  


    
      
        metadata(config, opts \\ [])

      


        Build the authorization-server metadata document for config.



    





      


      
        Functions


        


    

  
    
      
    
    
      metadata(config, opts \\ [])



        
          
        

    

  


  

      

          @spec metadata(
  Attesto.Config.t(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build the authorization-server metadata document for config.
Options:
	:jwks_uri - the full JWKS URL. Defaults to the issuer merged with
/.well-known/jwks.json.
	:grant_types_supported - defaults to ["client_credentials"].
	:authorization_endpoint, :revocation_endpoint,
:introspection_endpoint, :registration_endpoint,
:userinfo_endpoint - host endpoint URLs, included only if given.
	:scopes_supported, :response_types_supported,
:response_modes_supported, :token_endpoint_auth_methods_supported,
:service_documentation, :ui_locales_supported - included only if
given.
	:pushed_authorization_request_endpoint (RFC 9126),
:require_pushed_authorization_requests - the PAR endpoint URL and
whether the server mandates PAR; included only if given.
	:client_id_metadata_document_supported
(draft-ietf-oauth-client-id-metadata-document-01 §6) - a boolean
advertising whether the server dereferences an HTTPS client_id URL to a
client metadata document; included only if given.

The accepted host fields are the RFC 8414 §2 allowlist in
@host_fields; the enumeration above is illustrative. Any other opt key
is ignored.

  


        

      


  

    
Attesto.JWKS 
    



      
RFC 7517 - publish the signing keys' public halves as a JWK Set.
A resource server (or a mobile / third-party client) that wants to
verify Attesto-issued tokens without sharing a secret fetches a JWK Set
from the issuer's jwks_uri, then selects the key whose kid matches
the token's JWS header. This module builds that set from a keystore: for
every verification key it derives the public JWK, stamps the RFC 7638
kid Attesto signs with, and marks it use: "sig" plus the key's
configured or inferred alg.
Because the set carries every key in verification_pems/0, it covers a
rotation window: tokens minted under the outgoing key still verify
against the set while the incoming key is also published.
The result is a plain map (%{"keys" => [...]}) ready to serialise as
the JSON body of a /.well-known/jwks.json (or equivalent) endpoint.
Only public key material is emitted; private components never appear.

      


      
        Summary


  
    Functions
  


    
      
        from_config(config)

      


        Build the JWK Set from a Attesto.Config's keystore.



    


    
      
        from_keystore(keystore)

      


        Build the JWK Set from a keystore module.



    


    
      
        from_pems(pems)

      


        Build the JWK Set from a list of PEMs (private or public; only the
public half is published).



    





      


      
        Functions


        


  
    
      
    
    
      from_config(config)



        
          
        

    

  


  

      

          @spec from_config(Attesto.Config.t()) :: %{required(String.t()) => [map()]}


      


Build the JWK Set from a Attesto.Config's keystore.
Equivalent to from_pems/1 over config.keystore.verification_pems(),
while preserving any per-key algorithm metadata the keystore exposes.

  



  
    
      
    
    
      from_keystore(keystore)



        
          
        

    

  


  

      

          @spec from_keystore(module()) :: %{required(String.t()) => [map()]}


      


Build the JWK Set from a keystore module.

  



  
    
      
    
    
      from_pems(pems)



        
          
        

    

  


  

      

          @spec from_pems([String.t()]) :: %{required(String.t()) => [map()]}


      


Build the JWK Set from a list of PEMs (private or public; only the
public half is published).
Returns %{"keys" => [jwk, ...]} where each jwk is the public JWK
with kid (RFC 7638 thumbprint), use: "sig", and an inferred alg.
Duplicate keys (same kid) are de-duplicated so a key listed twice in
the verification set appears once in the published set.

  


        

      


  

    
Attesto.Key 
    



      
Pure helpers for working with signing material as PEM strings.
An RSA private key already contains its public half, so there is never
a separately stored public PEM to drift out of sync. public_pem/1
derives the public key from a private PEM, giving exactly one source of
truth: the verification key always matches the signing key. This closes
a real failure mode where a tracked public PEM and a regenerated
private key silently mismatch and every verification fails.
kid/1 is the RFC 7638 JWK thumbprint of a key's public half. It is
stable for a given key and changes iff the key changes, so rotating to a
new key yields a distinct kid automatically - no separate identifier
to assign or track.

      


      
        Summary


  
    Functions
  


    
      
        jwk(pem)

      


        Parse a PEM (private or public) into a JOSE.JWK.



    


    
      
        kid(pem)

      


        The RFC 7638 SHA-256 JWK thumbprint (kid) of the public half of the
key in pem. Accepts a private or public PEM; both yield the same
thumbprint because it is computed over the public members only.



    


    
      
        public_pem(pem)

      


        Derive the public key, in conventional SPKI
(-----BEGIN PUBLIC KEY-----) PEM form, from a private RSA key PEM.



    


    
      
        signing_jwk(pem)

      


        Parse a private PEM into a JOSE.JWK whose public half can sign and
derive a kid.



    





      


      
        Functions


        


  
    
      
    
    
      jwk(pem)



        
          
        

    

  


  

      

          @spec jwk(String.t()) :: JOSE.JWK.t()


      


Parse a PEM (private or public) into a JOSE.JWK.
Raises ArgumentError if pem does not contain exactly one parseable
key. JOSE.JWK.from_pem/1 returns [] for input with no key entry and
a list for a multi-key PEM; left unguarded, thumbprint/1 of those
returns [] rather than a string, which would silently poison kid/1
and verification-key selection. Failing loudly here surfaces a
malformed keystore PEM as a configuration error instead of a
request-time mystery.
Also raises if the key type/curve is not supported by Attesto's
asymmetric signing algorithms. Algorithms are derived from trusted key
metadata, not from a presented token header.

  



  
    
      
    
    
      kid(pem)



        
          
        

    

  


  

      

          @spec kid(String.t()) :: String.t()


      


The RFC 7638 SHA-256 JWK thumbprint (kid) of the public half of the
key in pem. Accepts a private or public PEM; both yield the same
thumbprint because it is computed over the public members only.

  



  
    
      
    
    
      public_pem(pem)



        
          
        

    

  


  

      

          @spec public_pem(String.t()) :: String.t()


      


Derive the public key, in conventional SPKI
(-----BEGIN PUBLIC KEY-----) PEM form, from a private RSA key PEM.
Accepts the PKCS#1 (RSA PRIVATE KEY) and PKCS#8 (PRIVATE KEY) forms.
Raises ArgumentError - signing material is operator-provided, so a
misconfiguration is a deploy-time failure that should be loud rather
than silently verifying against garbage - if pem contains no key
entry, contains more than one, contains a non-RSA key, or is
public-only. EC/OKP deployments should publish JWKS instead.

  



  
    
      
    
    
      signing_jwk(pem)



        
          
        

    

  


  

      

          @spec signing_jwk(String.t()) :: JOSE.JWK.t()


      


Parse a private PEM into a JOSE.JWK whose public half can sign and
derive a kid.
Unlike jwk/1, this rejects public-only PEMs: they are valid
verification material, but cannot sign tokens.

  


        

      


  

    
Attesto.Keystore behaviour
    



      
The behaviour Attesto uses to obtain signing and verification keys.
A keystore answers two questions:
	What key do we sign new tokens with? signing_pem/0 returns the
private signing key PEM. Attesto derives the public half and the kid
from it (Attesto.Key), so the keystore never has to compute a
thumbprint.

	What keys may verify a presented token? verification_pems/0
returns a list of PEMs (private or public) whose public halves are
trusted. With a single key this is just [signing_pem()]. During a
key rotation it carries both the outgoing and incoming keys so
tokens minted under either verify, and Attesto.Token.verify/3
selects the right one by the JWS header kid.


Implementations decide where keys come from - an environment
variable, a secrets manager, a file, a hardware module. Attesto only
consumes the PEMs, so the security-sensitive resolution and any
fail-fast boot checks stay in the host application.
Attesto.Keystore.Static is a ready-made implementation for the common
single-key (or manually-rotated) case.

      


      
        Summary


  
    Callbacks
  


    
      
        key_algs()

      


        Optional per-key JOSE algorithm metadata, keyed by RFC 7638 kid.



    


    
      
        signing_alg()

      


        Optional global algorithm for the current signing key.



    


    
      
        signing_pem()

      


        The private RSA key PEM used to sign newly issued tokens.



    


    
      
        verification_pems()

      


        The PEMs (private or public) whose public halves are trusted to verify
a presented token. MUST include the public half of whatever
signing_pem/0 currently returns.



    





      


      
        Callbacks


        


  
    
      
    
    
      key_algs()


        (optional)


        
          
        

    

  


  

      

          @callback key_algs() :: %{required(String.t()) => String.t()} | keyword(String.t())


      


Optional per-key JOSE algorithm metadata, keyed by RFC 7638 kid.
When omitted, Attesto infers an algorithm from the public key shape:
RSA -> RS256, P-256 -> ES256, P-384 -> ES384, P-521 -> ES512, and
Ed25519/Ed448 -> EdDSA. Use this callback to label RSA keys that should
verify as PS256, or to make a rotation window explicit.

  



  
    
      
    
    
      signing_alg()


        (optional)


        
          
        

    

  


  

      

          @callback signing_alg() :: String.t()


      


Optional global algorithm for the current signing key.
This is a convenience for single-key RSA deployments that want PS256
without precomputing the signing key's kid. Verification still uses
key_algs/0 when present, then key inference.

  



  
    
      
    
    
      signing_pem()



        
          
        

    

  


  

      

          @callback signing_pem() :: String.t()


      


The private RSA key PEM used to sign newly issued tokens.

  



  
    
      
    
    
      verification_pems()



        
          
        

    

  


  

      

          @callback verification_pems() :: [String.t()]


      


The PEMs (private or public) whose public halves are trusted to verify
a presented token. MUST include the public half of whatever
signing_pem/0 currently returns.

  


        

      


  

    
Attesto.Keystore.Static 
    



      
A simple Attesto.Keystore backed by application configuration.
Reads its signing material from the :attesto application environment:
config :attesto, Attesto.Keystore.Static,
  signing_pem: System.fetch_env!("OAUTH_SIGNING_PRIVATE_KEY_PEM"),
  # optional; defaults to [signing_pem] when omitted
  verification_pems: [current_pem, previous_pem],
  # optional; RSA defaults to RS256, EC/OKP infer from curve
  signing_alg: "PS256",
  key_algs: %{current_kid => "PS256", previous_kid => "RS256"}
Only signing_pem is required. When verification_pems is omitted, the
verification set is exactly the signing key, which is the correct
single-key default - and because Attesto derives the public half from
the private key, the signing and verifying keys can never drift.
During a rotation, set verification_pems to both the new and old keys
while signing_pem points at the new one; once no live tokens were
minted under the old key, drop it from the list.
Hosts with their own resolution (a secrets manager, a fail-fast boot
check, an HSM) implement Attesto.Keystore directly instead of using
this module.

      




  

    
Attesto.ClusterGuard 
    



      
Refuse to start a per-node ETS store on a clustered BEAM.
Attesto's engine is pure and stateless, so it is cluster-safe by
construction. The state (authorization codes, refresh-token families,
seen DPoP jti values, DPoP nonces) lives behind storage behaviours
whose contracts mandate atomic operations; a host implements them over a
shared store (Postgres, Redis) for a multi-node deployment.
The bundled ETS reference implementations are deliberately single-node:
a captured code/token/proof would be replayable once per node if a second
node held its own ETS copy, silently breaking single-use, reuse
detection, and replay rejection. Rather than let that misconfiguration go
unnoticed, every ETS store calls assert_single_node!/2 at boot and
raises if the BEAM is already clustered, unless the operator has
explicitly acknowledged that they have wired a shared store and set the
per-store :multi_node_acknowledged? option.

      


      
        Summary


  
    Functions
  


    
      
        assert_single_node!(module, bool)

      


        Raise if Node.list/0 is non-empty and the operator has not acknowledged
a multi-node deployment.



    





      


      
        Functions


        


  
    
      
    
    
      assert_single_node!(module, bool)



        
          
        

    

  


  

      

          @spec assert_single_node!(module(), boolean()) :: :ok


      


Raise if Node.list/0 is non-empty and the operator has not acknowledged
a multi-node deployment.
module names the store for the error message; acknowledged? is the
store's :multi_node_acknowledged? flag.

  


        

      


  

    
Attesto.Secret 
    



      
Generate and hash the opaque secrets that back stateful grants.
Authorization codes and refresh tokens are high-entropy random strings
handed to a client once. The server never needs the plaintext again, so
it persists only a hash: a leaked code/refresh store then yields no
usable credentials. This module is the single place that generates such
secrets and computes their lookup hash.
	generate/1 returns a fresh base64url-no-pad secret with the given
entropy (default 32 bytes = 256 bits).
	hash/1 returns the SHA-256 base64url-no-pad digest used as the
storage key. Lookups hash the presented secret and compare, so the
store is keyed by hash/1 output, never by plaintext.

Comparisons against a stored value should go through
Attesto.SecureCompare to stay constant-time.

      


      
        Summary


  
    Functions
  


    
      
        generate(bytes \\ 32)

      


        Generate a fresh random secret as a base64url-no-pad string with
bytes of entropy (default 32).



    


    
      
        hash(secret)

      


        The SHA-256 base64url-no-pad hash of secret, used as its storage key.



    





      


      
        Functions


        


    

  
    
      
    
    
      generate(bytes \\ 32)



        
          
        

    

  


  

      

          @spec generate(pos_integer()) :: String.t()


      


Generate a fresh random secret as a base64url-no-pad string with
bytes of entropy (default 32).

  



  
    
      
    
    
      hash(secret)



        
          
        

    

  


  

      

          @spec hash(String.t()) :: String.t()


      


The SHA-256 base64url-no-pad hash of secret, used as its storage key.

  


        

      


  

    
Attesto.SecureCompare 
    



      
Constant-time comparison of two binaries.
Used wherever an attacker-controlled value is checked against a secret
or a derived digest (a DPoP ath, a PKCE challenge) and a
short-circuiting == would leak information through timing.

      


      
        Summary


  
    Functions
  


    
      
        equal?(a, b)

      


        Returns true iff a and b are byte-identical, comparing in
constant time.



    





      


      
        Functions


        


  
    
      
    
    
      equal?(a, b)



        
          
        

    

  


  

      

          @spec equal?(binary(), binary()) :: boolean()


      


Returns true iff a and b are byte-identical, comparing in
constant time.
:crypto.hash_equals/2 requires equal-length inputs, and at least one
operand here is attacker-controlled, so the length is gated first. The
length check is not itself timing-sensitive in the cases this is used
for: the operands are fixed-length base64url digests, so a length
mismatch only ever means a malformed input, not a near-miss secret.

  


        

      


  

    
Attesto.Thumbprint 
    



      
Canonical SHA-256 thumbprint shape, shared across the sender-constraint
schemes.
Three different specs converge on the same 32-byte-digest-as-base64url
shape:
	RFC 7638 JWK thumbprints (DPoP cnf.jkt),
	RFC 8705 §3.1 X.509 certificate thumbprints (cnf.x5t#S256), and
	the RFC 7515 §4.1.8 x5t#S256 JOSE header parameter.

In every case the value is
Base.url_encode64(<32-byte SHA-256 digest>, padding: false)
which is exactly 43 characters drawn from the RFC 4648 §5 alphabet
[A-Za-z0-9_-].
Why 43 base64url characters is necessary but not sufficient
The last character of a 43-character base64url-no-pad string encodes
only the final 4 bits of the 256-bit digest, so its low 2 bits are
structurally zero. A 43-character string whose last character carries
non-zero trailing bits is therefore not something
Base.url_encode64/2 could ever have produced. Accepting such a value
as a thumbprint would let a caller embed a cnf binding that no real
key or certificate could ever match - silently turning a
sender-constraint into a no-op. valid?/1 rejects these by decoding
and re-encoding: a value is canonical iff it round-trips to itself and
decodes to exactly 32 bytes.

      


      
        Summary


  
    Functions
  


    
      
        length()

      


        The fixed character length of a well-formed SHA-256 base64url-no-pad
thumbprint. Exposed so documentation / API specs can advertise the
same shape this module enforces.



    


    
      
        of(bytes)

      


        Compute the SHA-256 thumbprint of bytes in the canonical
base64url-no-pad shape this module validates.



    


    
      
        valid?(value)

      


        Returns true iff value is the canonical base64url-no-pad encoding
of a 32-byte SHA-256 digest: 43 characters from the base64url
alphabet that decode to exactly 32 bytes and re-encode unchanged.
Anything else - wrong length, illegal characters, non-canonical
trailing bits, or a non-binary - returns false.



    





      


      
        Functions


        


  
    
      
    
    
      length()



        
          
        

    

  


  

      

          @spec length() :: pos_integer()


      


The fixed character length of a well-formed SHA-256 base64url-no-pad
thumbprint. Exposed so documentation / API specs can advertise the
same shape this module enforces.

  



  
    
      
    
    
      of(bytes)



        
          
        

    

  


  

      

          @spec of(binary()) :: String.t()


      


Compute the SHA-256 thumbprint of bytes in the canonical
base64url-no-pad shape this module validates.

  



  
    
      
    
    
      valid?(value)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Returns true iff value is the canonical base64url-no-pad encoding
of a 32-byte SHA-256 digest: 43 characters from the base64url
alphabet that decode to exactly 32 bytes and re-encode unchanged.
Anything else - wrong length, illegal characters, non-canonical
trailing bits, or a non-binary - returns false.

  


        

      


  

    
Attesto.Test.DPoP 
    



      
DPoP test fixtures for host application suites.
A host that protects routes with Attesto's DPoP verification
(Attesto.DPoP.verify_proof/2 composed with Attesto.Token.verify/3)
needs, in its own tests, the client half of the RFC 9449 exchange: a
DPoP-sender-constrained access token, the matching proof JWT, and the
deliberately-broken proofs that must be rejected. Hand-rolling those in
every consumer re-implements JWS signing and the cnf.jkt / ath
derivations the library already owns, and drifts from the verifier the
moment a rule changes.
This module ships under lib/ (like AttestoMCP.Test.DPoPReplay) so a
consumer can call it from its test/ tree without depending on
Attesto's own test support. It builds everything through the same
primitives the production code uses - Attesto.Token.mint/3,
Attesto.DPoP.compute_jkt/1, Attesto.DPoP.compute_ath/1, and
JOSE.JWS - so a fixture is correct by construction against the
verifier and stays in step with it.
Proof key
Every function takes the client's DPoP key as a %JOSE.JWK{} (generate
one with generate_key/1, or supply your own EC/RSA/OKP key). The proof
embeds only the key's public half in its protected header, as
RFC 9449 §4.2 requires; Attesto.DPoP.verify_proof/2 rejects any header
carrying private-key material.
Example
jwk = Attesto.Test.DPoP.generate_key()

{token, _resp} =
  Attesto.Test.DPoP.mint_access_token(config, %{
    kind: "client",
    sub: "oc_acme",
    scopes: ["read"],
    claims: %{"client_id" => "acme"}
  }, jwk)

proof =
  Attesto.Test.DPoP.proof(jwk, "GET", "https://api.example/thing",
    access_token: token
  )

{:ok, %{jkt: jkt}} =
  Attesto.DPoP.verify_proof(proof,
    http_method: "GET",
    http_uri: "https://api.example/thing",
    access_token: token
  )

{:ok, _claims} = Attesto.Token.verify(config, token, dpop_jkt: jkt)

      


      
        Summary


  
    Types
  


    
      
        flaw()

      


        A deliberate defect to bake into a proof so a negative test can assert
the verifier rejects it



    





  
    Functions
  


    
      
        generate_key(spec \\ {:ec, "P-256"})

      


        Generate a fresh DPoP proof key.



    


    
      
        invalid_proof(jwk, flaw, htm, htu, opts \\ [])

      


        Build a DPoP proof carrying a single deliberate defect, for negative
tests that assert Attesto.DPoP.verify_proof/2 rejects it.



    


    
      
        mint_access_token(config, principal, jwk, opts \\ [])

      


        Mint a DPoP-sender-constrained access token bound to jwk.



    


    
      
        proof(jwk, htm, htu, opts \\ [])

      


        Build a valid DPoP proof JWT signed with jwk for (htm, htu).



    





      


      
        Types


        


  
    
      
    
    
      flaw()



        
          
        

    

  


  

      

          @type flaw() :: :wrong_htm | :wrong_htu | :missing_ath | :expired


      


A deliberate defect to bake into a proof so a negative test can assert
the verifier rejects it:
	:wrong_htm - sign a method the request will not carry.
	:wrong_htu - sign a target URI the request will not carry.
	:missing_ath - omit ath even though an access token is presented.
	:expired - backdate iat past the acceptance window.


  


        

      

      
        Functions


        


    

  
    
      
    
    
      generate_key(spec \\ {:ec, "P-256"})



        
          
        

    

  


  

      

          @spec generate_key(term()) :: JOSE.JWK.t()


      


Generate a fresh DPoP proof key.
Defaults to an EC P-256 key (ES256), the smallest of the algorithms
Attesto.DPoP accepts. Pass a JOSE.JWK.generate_key/1 spec to choose
another, e.g. generate_key({:rsa, 2048}).

  



    

  
    
      
    
    
      invalid_proof(jwk, flaw, htm, htu, opts \\ [])



        
          
        

    

  


  

      

          @spec invalid_proof(JOSE.JWK.t(), flaw(), String.t(), String.t(), keyword()) ::
  String.t()


      


Build a DPoP proof carrying a single deliberate defect, for negative
tests that assert Attesto.DPoP.verify_proof/2 rejects it.
flaw is one of the flaw/0 values. htm/htu are the values the
request will actually carry; the defect is applied relative to them
(e.g. :wrong_htu signs a different URI than htu). opts is the same
as proof/4; for :missing_ath, pass :access_token (the proof omits
ath despite the token being presented, which the verifier rejects with
:missing_ath).

  



    

  
    
      
    
    
      mint_access_token(config, principal, jwk, opts \\ [])



        
          
        

    

  


  

      

          @spec mint_access_token(
  Attesto.Config.t(),
  Attesto.Token.principal(),
  JOSE.JWK.t(),
  Attesto.Token.mint_opts()
) :: {String.t(), Attesto.Token.token_response()}


      


Mint a DPoP-sender-constrained access token bound to jwk.
Computes the RFC 7638 thumbprint of jwk's public half and mints a
token through Attesto.Token.mint/3 with that thumbprint as the
cnf.jkt binding (RFC 9449 §6 / RFC 7800). principal and opts are
passed through to mint/3 unchanged (except :dpop_jkt, which this
function supplies), so the caller controls subject, scope, audience,
lifetime, and clock exactly as with a direct mint.
Returns {access_token, token_response} where token_response is the
full Attesto.Token.mint/3 map (token_type is "DPoP"). Raises if
mint/3 returns an error, since a fixture that fails to mint is a test
bug, not a condition under test.

  



    

  
    
      
    
    
      proof(jwk, htm, htu, opts \\ [])



        
          
        

    

  


  

      

          @spec proof(JOSE.JWK.t(), String.t(), String.t(), keyword()) :: String.t()


      


Build a valid DPoP proof JWT signed with jwk for (htm, htu).
The proof carries the protected header %{"typ" => "dpop+jwt", "alg" => ..., "jwk" => <public jwk>} and the payload %{"htm" => htm, "htu" => htu, "iat" => now, "jti" => <random>} (RFC 9449 §4.2). The signing
alg is derived from the key shape via Attesto.SigningAlg, and only
the key's public half is embedded, so the result verifies under
Attesto.DPoP.verify_proof/2.
Options:
	:access_token - when given, the proof carries ath
(base64url(SHA-256(access_token)), RFC 9449 §4.3) so it verifies
against the bound token on a protected-resource request. Omit it for
a token-endpoint proof, where no access token exists yet.
	:nonce - a server-issued DPoP nonce to carry in the nonce claim
(RFC 9449 §8).
	:now - DateTime or unix-seconds clock used for iat. Defaults
to DateTime.utc_now/0.
	:jti - override the random replay identifier (e.g. to drive a
replay test that presents the same jti twice).


  


        

      


  

    
Attesto.Test.DPoPVerifier 
    



      
Server-side DPoP verification harness for host application test suites.
Where Attesto.Test.DPoP builds the client half of an RFC 9449 exchange -
a sender-constrained access token, the matching proof, and deliberately
broken proofs - this module exercises the server half from a plain request
description (method, URL, headers) and returns a test-friendly result.
It does NOT reimplement RFC 9449. It is a thin adapter that delegates every
security decision to Attesto's production verifiers:
	the DPoP proof is checked by Attesto.DPoP.verify_proof/2;
	when token verification is requested, the access token is checked by
Attesto.Token.verify/3, including the RFC 7800 cnf.jkt sender
constraint that binds the token to the proof key.

Because it calls the same functions the resource server runs in production, a
passing assertion here means the proof or token would pass the real resource
server, and it tracks the verifier automatically when a rule changes.
It depends on neither Plug, Phoenix, nor any HTTP client: a request is an
ordinary keyword list and a failure is an ordinary map, so it runs from any
ExUnit suite. The failure map mirrors the wire response a DPoP-aware resource
server owes the client (RFC 6750 §3.1 / RFC 9449 §7.1, §8) - the HTTP status,
the WWW-Authenticate challenge, and an optional DPoP-Nonce - so a test can
assert on the protocol-visible challenge without standing up a connection.
Request options
	:method (or :http_method) - the HTTP method, e.g. "GET". Required.
	:url (or :http_uri) - the request target URI, scheme and host
included; query/fragment are normalized away by the verifier. Required.
	:headers - a list of {name, value} pairs or a map; names are matched
case-insensitively. The authorization and dpop headers are read.
	:access_token - the access token the proof's ath must bind to and the
token to verify. Defaults to the token carried in the Authorization
header. Omit it (and the header) for a proof-only / token-endpoint proof,
where no access token exists yet and ath is not constrained.
	:verify_token - when true, the access token is verified with
Attesto.Token.verify/3 and :config is required. Default false.
	:config - an Attesto.Config or a zero-arity function returning one.
Required when :verify_token is true.
	:replay_check - the RFC 9449 §11.1 (jti, ttl) -> :ok | {:error, :replay} callback, forwarded to Attesto.DPoP.verify_proof/2.

	:nonce_check - the RFC 9449 §8 (nonce | nil) -> :ok | {:error, :use_dpop_nonce} callback, forwarded to Attesto.DPoP.verify_proof/2.

	:nonce_issue - a zero-arity function returning a fresh nonce. When a
use_dpop_nonce challenge is produced, its value is placed on the
challenge's DPoP-Nonce header (mirroring a resource server's reply).
	:now - clock override (DateTime or unix seconds), forwarded to both
verifiers.
	:max_age_seconds - proof acceptance window, forwarded to the proof
verifier.
	:expected_typ, :mtls_cert_thumbprint - forwarded to
Attesto.Token.verify/3 when token verification runs.

Result
	{:ok, verified} where verified is a map with :scheme
(:dpop | :bearer), :jkt (the verified proof thumbprint, or nil),
:proof (the Attesto.DPoP.verify_proof/2 result, or nil), and
:claims (the verified token claims, or nil when token verification was
not requested).
	{:error, challenge} where challenge is a map with :status,
:error (the OAuth error code string), :error_reason (the underlying
verifier atom), :error_description, :scheme, :www_authenticate (the
challenge string), :dpop_nonce (or nil), and :headers (a list of
{name, value} pairs including WWW-Authenticate).

Example
jwk = Attesto.Test.DPoP.generate_key()

{token, _resp} =
  Attesto.Test.DPoP.mint_access_token(config, %{
    kind: "client",
    sub: "oc_acme",
    scopes: ["read"],
    claims: %{"client_id" => "acme"}
  }, jwk)

url = "https://api.example.test/resource"
proof = Attesto.Test.DPoP.proof(jwk, "GET", url, access_token: token)

{:ok, verified} =
  Attesto.Test.DPoPVerifier.verify_request(
    config: config,
    method: "GET",
    url: url,
    headers: [
      {"authorization", "DPoP " <> token},
      {"dpop", proof}
    ],
    verify_token: true
  )

verified.claims["sub"]
# => "oc_acme"

      


      
        Summary


  
    Types
  


    
      
        challenge()

      


    


    
      
        scheme()

      


    


    
      
        verified()

      


    





  
    Functions
  


    
      
        verify_request(opts)

      


        Verify a protected-resource (or token-endpoint) request described by opts.



    





      


      
        Types


        


  
    
      
    
    
      challenge()



        
          
        

    

  


  

      

          @type challenge() :: %{
  status: pos_integer(),
  scheme: scheme(),
  error: String.t(),
  error_reason: atom(),
  error_description: String.t() | nil,
  www_authenticate: String.t(),
  dpop_nonce: String.t() | nil,
  headers: [{String.t(), String.t()}]
}


      



  



  
    
      
    
    
      scheme()



        
          
        

    

  


  

      

          @type scheme() :: :bearer | :dpop


      



  



  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  scheme: scheme(),
  jkt: String.t() | nil,
  proof: Attesto.DPoP.verified_proof() | nil,
  claims: Attesto.Token.claims() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      verify_request(opts)



        
          
        

    

  


  

      

          @spec verify_request(keyword()) :: {:ok, verified()} | {:error, challenge()}


      


Verify a protected-resource (or token-endpoint) request described by opts.
See the module documentation for the accepted options and the shape of the
{:ok, verified} / {:error, challenge} result. Raises ArgumentError when
:method/:url are missing, or when :verify_token is true without a
:config.
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