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A vendor-neutral OAuth 2.0 / OpenID Connect engine for Elixir APIs that need modern token security, with first-class support for sender-constrained access tokens: DPoP and mutual TLS. It also provides the conn-free protocol pieces for JAR, JARM, token introspection, and FAPI 2.0 Message Signing.
The Attesto family also includes:
	attesto_phoenix — a Phoenix/Ecto
authorization-server layer over this package.
	attesto_client — OAuth 2.0, OIDC,
and FAPI client flows and verification.
	attesto_mcp — Plug/Phoenix helpers
for protecting MCP servers.
	attesto_mcp_server — an
authenticated MCP server with HTTP and stdio transports.

Certification
[image: FAPI 2.0 Certified]
[image: FAPI-CIBA Certified]
[image: OpenID Connect Certified]
[image: Logout Profiles Certified]
[image: Session Management Certified]
[image: Relying Party Certified]
[image: OpenID Certified]
  
    
    Changelog - Attesto v2.0.1
    
    

    


  
  

    Changelog

All notable changes to this project are documented here. The format is
based on Keep a Changelog and this
project adheres to Semantic Versioning.
[Unreleased]
[2.0.1] - 2026-09-02
Fixed
	Make Attesto.Claims.portable_json_object?/1 return false for structs at
any nesting level instead of raising while attempting to enumerate them.

[2.0.0] - 2026-08-31
Breaking
	Attesto.RefreshStore now requires one family-serialized rotate/4
transaction in place of the unsafe consume/2 then insert/1 then
remember_successor/3 sequence. A winner returns
{:ok, committed_parent, committed_child}; a loser returns the complete
committed parent. The callback also distinguishes revoked, expired,
retry-state-unavailable, random token-collision, invalid-rotation, and
sibling-generation-integrity outcomes. get/1 must provide strong reads
consistent with rotation and revocation. Custom stores must migrate before
upgrading.
	Attesto.DeviceCodeStore now requires get/1; lookup_user_code/1 returns
the full entry; and the decision callbacks are approve/3 and deny/2,
receive %{now: unix_seconds}, and return the committed post-transition
entry. Decisions must atomically require a pending, unexpired code. Custom
stores must update these callbacks.
	Attesto.RefreshToken.issue/3 always starts a new family at generation zero.
The former public :family_id and :generation continuation options are
rejected; only the atomic rotation path can create descendants.
	Authorization-code :family_id is provenance metadata rather than a
refresh-family injection point. Hosts issuing a refresh token from a
redeemed code should call Attesto.AuthorizationCode.issue_refresh_and_finalize/6,
which owns issuance, requires the refresh context's subject and client to
match the grant, permits only scope/resource subsets, and binds the exact
returned family ID; the three-arity finalize/3 remains for flows that issue
no refresh token and records a nil family marker. Under RFC 9449 §5, hosts
classify clients and choose a nil refresh binding for confidential clients
or a DPoP binding for public clients; a DPoP-bound grant accepts nil or its
exact JKT and rejects a different one. Build the access/ID-token response
before calling the composition API, and add its refresh token only after
successful return.
	Attesto.RefreshStore.insert/1 reports {:error, :conflict} for an existing
token hash or family generation and must leave the candidate row absent.
Successful rotate/4 calls return the exact committed parent and child
snapshots, including the committed consumed_at and successor state; custom
adapters must not substitute a racy post-commit read.
	Device user codes now accept only lengths 8..64 (the default remains 8).
The same bound applies to generation and normalization options, so custom
verification pages should preserve the configured length when normalizing.
	OID4VCI pre-authorized-code :authorized_scopes entries must now be valid
OAuth scope tokens. Empty strings, whitespace, quotes, backslashes, control
characters, and non-ASCII bytes are rejected as invalid attributes.
	Authorization-code and refresh-token context claims, plus device-code and
CIBA approval claims, must now be portable JSON objects: recursively
string-keyed, valid UTF-8 without U+0000, proper arrays, and I-JSON exact-range
integers only (-(2^53)+1 .. (2^53)-1). Floats, out-of-range integers, and
other VM terms are rejected as :invalid_claims; composite nesting is capped
at 64. This portable persisted-JSON subset lets JSON-backed stores preserve
the canonical context without key conversion or value loss.
	Explicit policy and lifetime options must now carry their documented type;
omit an option to use its default instead of passing nil. This applies to
client-assertion :enforce_fapi_alg_policy / :max_lifetime, wallet
attestation :enforce_fapi_alg_policy / :max_age_seconds, authorization
request :require_nonce / :require_pkce, key attestation :require_exp /
:enforce_fapi_alg_policy, CIBA request policy and length options, and CIBA
issuance :expires_in / :max_expires_in / :interval. Introspection's
:authorize option must be a one-argument function or nil.

Adapter migration
	Before upgrading a custom store, audit every callback against the Attesto 2
contracts. RefreshStore requires family-serialized rotate/4 and strong
get/1 reads; DeviceCodeStore requires full-record get/1 and
lookup_user_code/1; and CodeStore, PreAuthorizedCodeStore, CIBAStore,
and PresentationSessionStore now reject unexpected callback returns and
malformed records with constant contract errors. Return the documented
tuples, maps, and atoms exactly, preserve the required record bindings, and
keep state transitions atomic before deploying a custom adapter.
	Persisted-claims upgrade note: Attesto 1.x accepted arbitrary maps for
authorization-code and refresh-token context claims and device/CIBA approval
claims. Attesto 2 requires the exact portable JSON subset described above.
Before a rolling upgrade, quiesce every 1.x writer or otherwise prevent it
from creating records with atom keys, floats, out-of-range integers, invalid
strings, or other VM terms. Audit records as they are returned by the
adapter: a nonportable authorization code is atomically removed by
CodeStore.take/1 before validation; a nonportable refresh record fails
closed and may revoke its family when its identity is trustworthy; and an
approved device/CIBA record is rejected before consumption. Migrate only with
an explicit collision/precision policy; otherwise expire and reissue those
records. Records already returned as canonical portable JSON continue to
work.

Security
	Refresh rotation now commits the parent transition, protected retry state,
and exact child in one atomic operation serialized against family
revocation. Simultaneous matching requests coalesce on one successor instead
of observing partial state. A pre-commit protection failure or documented
:invalid_rotation rollback leaves the parent usable and returns
:temporarily_unavailable without revocation; an ambiguous callback
failure or corrupt committed state attempts family revocation. Every path
emits a distinct
[:attesto, :refresh_token, :rotation_state_failed] event instead of
reporting success or falsely alleging token reuse. A callback that raises,
throws, or exits gets the same sanitized event and cleanup attempt before
its original failure is propagated unchanged.
	Rotation grace must be a non-negative integer and is fixed when the
successor is issued via a stored retry_until deadline. Clock rollback,
malformed recovery state, a missing successor, and an expired successor can
no longer return a cached refresh credential. The ETS reference store
redacts retry credentials after their deadline; strict zero-grace rotation
stores only an exact non-secret tombstone, and revoked-family markers are
retained for the store lifetime rather than expiring after a fixed 30-day
interval. A consumed parent's own expiry is also authoritative, so retained
rows and later grace configuration cannot extend successor recovery beyond
that boundary. A backward clock difference between serving nodes, no larger
than the configured grace, is tolerated during that fixed retry window;
larger rollback remains fail-closed. Generation lookup is
constant-time, and a pre-existing sibling generation atomically revokes the
corrupt family. An expired ancestor remains a valid family-revocation handle
when the caller is authorized, so live descendants cannot survive revocation.
	Client-binding and sender-constraint opt-outs now require exact booleans.
Malformed :allow_missing_client_id? and
:require_confirmation_binding values can no longer disable their checks;
omitted means the secure default and explicit nil is not an opt-out.
	Unexpected replay-, nonce-, and refresh-store callback returns now fail
loudly, including a refused successor-persistence callback that older code
could ignore. Constant contract errors no longer copy adapter return data
into exception messages or telemetry.
	Persisted Refresh, CIBA, device-code, and authorization-code contexts now
reject unexpected sibling keys at validation; host-specific values remain
inside the documented string-keyed JSON :claims object.
	Refresh-reuse telemetry is emitted even when family revocation raises,
throws, exits, or violates its return contract. The event carries only a
bounded cleanup status, and the original cleanup failure is preserved.
	Refresh-token introspection keeps RFC 7662's indistinguishable inactive
response when its store violates the callback contract, raises, throws, or
exits, while emitting the sanitized
[:attesto, :introspection, :refresh_store_failed] operational event.
	Refresh-rotation lookup exceptions and malformed records now emit the
sanitized rotation_state_failed event with operation: :lookup; when the
presented hash and family ID are still trustworthy, the family is revoked
before the constant contract error is returned or the original callback
failure is re-raised.
	Presentation-session store results are now validated before use, including
the consuming result read. Unexpected callback returns and malformed
records fail loudly with constant errors instead of becoming ordinary
missing-state outcomes. Authorization-code reads and consumption,
device/CIBA state transitions, and OID4VCI pre-authorized-code redemption
enforce their documented store contracts the same way. Consumed records
must match the requested code identity and preserve the security context
validated immediately before the atomic transition; a malformed or changed
record can no longer construct a grant.
	Device and CIBA approvals cannot widen the originally requested scope;
persisted decisions must retain their subject and required authentication
context. CIBA propagates the approved acr and auth_time into its grant;
a one-second approval/redeemer clock difference is tolerated, while larger
future timestamps and impossible persisted records remain rejected before
grant construction.
	Authorization-code, OID4VCI pre-authorized-code, refresh-token, device-code,
and CIBA clock/lifetime options are validated before any destructive store
transition, so malformed host input cannot burn an otherwise valid one-time
grant.

Fixed
	Accept the optional JWT and oauth-authz-req+jwt media types on signed
CIBA authentication requests case-insensitively, including their
application/-prefixed forms, while continuing to reject unrelated explicit
types. This restores interoperability with the FAPI-CIBA two-client flow.

[1.15.0] - 2026-08-13
Added
	RFC 8705 §2 client-certificate authentication primitives for both
tls_client_auth (all five registered DN/SAN identity forms) and
self_signed_tls_client_auth (exact registered x5c leaf matching).
	Attesto.Signer, an additive JWS signing contract for HSM/KMS/enclave keys
whose private material cannot be exported. Existing PEM keystores retain the
same path; token, ID Token, JARM, signed introspection, JWT VC, SD-JWT, and
signed credential-metadata issuance can use a non-extractable signer.
	Attesto.Keystore.rotation_health/2 and optional
verification_key_metadata/0 expiry metadata. Health reports whether the
current signing key is published, whether an overlap window is active, and
whether verification keys are expired or approaching expiry.

Security
	External-signer output is verified locally against the advertised public
JWK and selected algorithm before a compact JWS is returned, catching wrong
KMS keys, message/digest mode mistakes, non-JOSE signature encodings, and
RSA-PSS signatures whose salt length is not the JOSE hash-output length.
	An external signer's trusted public JWK alg member now participates in
signing-algorithm selection ahead of key-type inference; an RSA signer
advertising PS256 cannot silently receive an RS256 operation.
	RFC 8705 certificate parsing is bounded to 1 MiB and registered identity
values to 4 KiB. Email SAN comparison preserves the potentially
case-sensitive local part while normalizing only the domain.
	Keystore callback contracts are validated when Attesto.Config is built:
an extractable keystore must export signing_pem/0, while an external signer
must export both signing_jwk/0 and sign/2. Misspelled or partial callback
implementations no longer wait until the first mint to fail.
	Rotation health rejects malformed expiry metadata, marks metadata for an
unknown kid invalid, and distinguishes an expired active signing key
(:expired_signing_key, invalid) from an expired overlap key (warning).

[1.14.0] - 2026-08-12
SIOPv2 DID Subject Syntax support for connection-free DID methods. Self-issued
ID Tokens can now bind their subject and signature directly to a did:jwk or
did:key verification method without an issuer JWKS or network resolution.
Added
	Attesto.Siop.verify/2 now supports SIOPv2 Decentralized Identifier Subject
Syntax for connection-free did:jwk and did:key subjects. Verification
requires the method-defined protected kid, rejects a simultaneous
sub_jwk, resolves the holder public key locally, enforces the JWK's
signature usage and algorithm metadata, verifies the signature, and requires
iss == sub. Network-backed and unsupported DID methods continue to fail
closed.

[1.13.0] - 2026-08-11
Hardening of the ID-JAG (urn:ietf:params:oauth:grant-type:jwt-bearer)
assertion verifier. Pairs with attesto_phoenix 2.12.0, which enforces the
signed resource and cnf.jkt constraints at the token endpoint; that
package now requires this release (>= 1.13.0).
Security
	ID-JAG verification now validates a present scope, resource, and cnf
instead of allowing a malformed optional authorization constraint to be
treated as absent. A signed constraint that could not be parsed previously
degraded to "absent", erasing the IdP's ceiling; it now fails closed. An
empty scope is rejected rather than read as an unbounded one.
	Mixed confirmation methods are rejected. A cnf carrying jkt
alongside any other member (for example an x5t#S256 certificate
thumbprint) previously matched on jkt alone, silently dropping the second
constraint — an IdP that required both DPoP and mTLS possession got an
assertion enforced as DPoP-only. Only a single-member cnf.jkt is accepted.
	jti is bounded (256 bytes) before it can reach a host replay store, so
unbounded IdP-controlled input never becomes a store key.

Changed
	Potentially breaking: an ID-JAG carrying authorization_details
(RFC 9396) is now rejected with :invalid_claims. This verifier has no
policy engine for their typed constraints, and ignoring a signed constraint
would silently promote a narrowly-scoped assertion to broader scope-only
authority. Fail closed until the constraints can be enforced end to end.
Trusted IdPs that mint ID-JAGs including authorization_details must stop
doing so, or pin attesto ~> 1.12.2 until they can.
	An RFC 7800 confirmation claim using a method other than DPoP jkt is
likewise rejected rather than treated as an unbound (bearer) assertion.

[1.12.2] - 2026-08-11
Second-round hardening from a review-of-the-fixes pass, a dedicated sweep of the
shared crypto/infra primitives (never a prior review front), and fuzzing of the
SD-JWT / mdoc / status-list parsers. mdoc and status-list parsing came through
fuzzing fully clean.
Security
	Attesto.Did did:jwk DoS: resolve/2 now rejects an oversized
presenter-controlled RSA key on the raw map (via SigningAlg.rsa_params_ok?)
BEFORE JOSE.JWK.from_map/1 bignum-decodes it — a ~256 KB modulus previously
pinned a scheduler for ~3s per unauthenticated request. (did:jwk resolution is
not yet wired to an HTTP endpoint, so this was latent.)
	Attesto.SdJwtVc.issue/2 registered-claim integrity: subject claims are
string-keyed before merging the registered claims, so an atom-keyed collision
(e.g. claims: %{cnf: ...}) can no longer emit a duplicate JSON member and let
a last-wins verifier bind to the wrong holder key. Matches Attesto.JwtVc.

Fixed
	Attesto.SdJwt.verify/3 and Attesto.CredentialProof.verify_jwt/2 now fail
closed ({:error, _}) on a malformed host-supplied jwks / accepted_algs
(nil, non-list) instead of raising, honoring their documented contract
(found by fuzzing).
	The internal ETS store's :direct reset now clears every table the store owns, not
just the primary — a store adding extra_tables: on the default reset mode
would previously leave those rows intact.

Documentation
	Attesto.Did did:web resolver: explicit SSRF warning (the fetch URL is
presenter-controlled — allow-list before dereferencing).
	Attesto.Mdoc: clarified that document-type binding requires
:expected_doc_type (threaded via Attesto.VpToken's :query_constraints).

[1.12.1] - 2026-08-10
Fixed
	Attesto.PreAuthorizedCodeStore.ETS.reset/0 (test-facing) now routes through
the owner process (reset: :server), so it works on the :protected table
introduced in 1.12.0. In 1.12.0 the macro-provided direct
:ets.delete_all_objects/1 raised insufficient access rights when a
downstream test suite called reset/0. Production is unaffected (reset is
test-only).

[1.12.0] - 2026-08-10
Wallet-surface security-hardening release from a 6-front adversarial sweep of
the EU-wallet code (SD-JWT/SD-JWT VC, mdoc/COSE, OID4VP verifier, OID4VCI
issuer, OpenID Federation/DID/SIOPv2/attestation) plus an ecosystem-CVE and
per-spec security-considerations cross-check. The cryptographic surface was
found solid; the fixes close policy-enforcement gaps.
Security
	Status List Token freshness: Attesto.StatusList.verify/3 now rejects an
expired token (exp present and past, 60s clock-skew leeway). exp remains
optional per draft-ietf-oauth-status-list §11.5, so a no-exp token does not
expire. Previously a stale/expired list verified indefinitely, letting a
revoked credential read VALID.
	SD-JWT VC registered claims: Attesto.SdJwtVc.issue/2 never makes
registered claims (iss/vct/cnf/status/iat/exp/nbf/sub)
selectively disclosable, closing a holder-binding / revocation-reference strip
where a holder could remove cnf and present as a bearer credential.
	SD-JWT disclosure DoS: Attesto.SdJwt caps presentation byte-length and
disclosure count before any base64/JSON decode work.
	Pre-authorized code store isolation: the reference ETS store now uses a
:protected table (owner-only writes, single-use take preserved), matching
the credential-offer store, so a co-resident BEAM process cannot forge a
redeemable grant.
	OpenID Federation trust marks: added Attesto.Federation.TrustMark.verify/3
for real signature/iss/sub/typ/exp verification;
validate_trust_marks/1 is documented as structural-only.

Fixed
	Attesto.PresentationSession create_attrs type now lists :query_constraints
(a latent dialyzer contract mismatch for attesto_phoenix).

[1.11.0] - 2026-08-10
Second security-hardening release, from two further adversarial audit rounds
(under-covered flows + implementation-level classes) and three cross-model code
reviews. Focused on denial-of-service resource-exhaustion classes and OID4VP
verification correctness.
Security
	RSA verification-key parameter bounds (DoS). Attesto.SigningAlg.rsa_params_ok?/1
rejects an RSA verification key whose modulus exceeds 8192 bits or whose public
exponent is not an odd integer in 3..65537, evaluated on the RAW base64url
n/e before any bignum decode. Without it, an attacker-supplied key with a
multi-hundred-KB exponent pins a scheduler in modexp for seconds. Wired at
every gate that admits an untrusted key: Attesto.Key.verification_jwk/2,
the internal JWS candidate selector (via map_candidate!), the SD-JWT
holder Key Binding path (Attesto.SdJwt), and Attesto.JwtVc's cnf parse.
	OID4VP format binding + query-ID requirement. Attesto.VpToken.verify/2
now (a) binds each presentation to the DCQL-requested format — a validly
signed dc+sd-jwt credential can no longer satisfy an mso_mdoc query
(:format_mismatch) — and (b) treats every query id that carries a constraint
as required, so a wallet cannot return a credential under a different id to
dodge the type/claim binding. constraints_from_dcql/1 accepts atom- or
string-keyed queries. (Completes the DCQL binding introduced in 1.10.0.)
	Token Status List decompression-bomb bound. Attesto.StatusList inflates
the status bitstring through a capped :zlib.safeInflate loop (16 MiB ceiling,
:status_list_too_large) instead of :zlib.uncompress/1, so a signed zlib
bomb from a compromised status issuer cannot expand to gigabytes.
	CBOR/mdoc parse-amplification bound. Attesto.Mdoc and Attesto.Cose
reject CBOR input over 1 MiB before decoding, bounding the deep-nesting
amplification the decoder would otherwise turn into heap ahead of any signature
check.
	Nonce single-use + store ceilings. Attesto.CNonceStore gains a required
atomic consume/1 (single-use OID4VCI c_nonces; see attesto_phoenix). The
Attesto.CNonceStore.ETS and Attesto.DPoP.NonceStore.ETS stores bound table
growth from their unauthenticated endpoints with an O(1) best-effort ceiling.

Changed (breaking)
	Attesto.CNonceStore requires the consume/1 callback. The bundled ETS store
implements it; custom stores must add it (a store that cannot single-use a
nonce must not be used for issuance).
	Attesto.VpToken.verify/2: a query id present in :query_constraints is now
required in the response even if absent from :expected_query_ids.

[1.10.0] - 2026-08-10
Security-hardening release from an adversarial audit against four public
vulnerability classes (broken tenant/authorization isolation, alg:none /
decrypt-then-verify signature bypass, DPoP session theft, and unbounded-batch
DoS). The audit found the JWT-verification and DPoP surfaces already
fail-closed; the fixes below close authorization-isolation seams and add
defense-in-depth.
Security
	Credential-offer id is now generated by the library.
Attesto.CredentialOffer.store_by_reference/3 mints the by-reference offer id
with a 256-bit CSPRNG (Attesto.Secret.generate/0) and stores it, so a host
can no longer supply a guessable id. The by-reference offer endpoint is
unauthenticated and a pre-authorized offer embeds a redeemable
pre-authorized_code, so a weak id let an attacker enumerate the endpoint and
redeem a victim's code. Use this instead of calling the store's put/1 with a
self-chosen id. :ttl is validated (a positive integer <= 3600 s).
	OID4VP verified results are single-use.
Attesto.PresentationSession.result/2 now reads the completed result through
the store's take/1 and clears it, and the reference store's get/1 no
longer returns the result payload at all. The OID4VP response_code handed to
the browser is the session id and transits the address bar, history,
Referer, and logs; reading results once means a captured response_code can
no longer be replayed to re-read the presented claims.
	Credential Request proofs are bounded.
Attesto.CredentialRequest.parse/2 caps the total proofs per request (default
50, override with :max_proofs; validated to a non-negative integer) and
rejects an over-cap request with {:error, :too_many_proofs} before any
signature is verified, closing an authenticated proof-verification
amplification-DoS.
	Key-attestation signer strength parity. Attesto.KeyAttestation.verify/2
now applies the FAPI RSA-modulus / Edwards-curve strength policy to the
attestation signer (via :enforce_fapi_alg_policy), matching
Attesto.ClientAssertion and Attesto.WalletAttestation.
	Reference stores hardened to :protected ETS. The presentation-session
and credential-offer ETS tables (which hold plaintext session data / redeemable
codes) drop :public, so a co-resident BEAM process can no longer directly
:ets.insert/2 to overwrite a verified result, bypass the atomic
pending -> completed guard, or inject a forged offer.
	Introspection multi-tenant guidance. Documented that any deployment where
more than one client can authenticate to introspection MUST set
:introspection_authorize (without it, one client can introspect another's
token). No behavior change.

Changed (breaking)
	Attesto.PresentationSession.result/2 is now single-use: it consumes the
completed session, and a second read (or a read of a still-pending/expired
session) returns :error. Hosts that read the result more than once must read
it once and cache their own outcome.
	Attesto.PresentationSessionStore requires the take/1 callback (moved out of
@optional_callbacks), and get/1 MUST NOT return a completed session's
data.result. Custom store implementations must provide take/1; the bundled
Attesto.PresentationSessionStore.ETS is unaffected.

[1.9.0] - 2026-08-05
Added
	A third redirect-URI matching mode,
:exact_allow_loopback_port_including_localhost, which applies the RFC 8252
§7.3 port allowance to the bare hostname localhost as well as the
127.0.0.1 / [::1] literals.
Native clients exist that register a portless http://localhost/callback in
their client-id metadata document and then bind an ephemeral port. Under
:exact_allow_loopback_port every such request fails
redirect_uri_not_registered: exact comparison fails on the port, and the
§7.3 exception does not cover the name. Claude Code is one such client, so no
Attesto deployment could serve it over the loopback flow.
The literal-IP-only reading remains correct and remains the behavior of
:exact_allow_loopback_port — §7.3's MUST is scoped to "loopback IP redirect
URIs", and 1.4.1's reconciliation of RFC 9700's wider wording still stands.
What this adds is the observation that nothing forbids a server allowing the
name, and that §8.3's case against localhost is stated entirely in terms of
what the client does (which interface it binds, its firewall, its host-name
resolution) — none of which a server changes by refusing the request. The
residual risk is the combination of two allowances the module already makes
separately: a registered localhost URI is already reachable by exact match,
and §7.3 port flexibility is already mandated for the IP literals. Permitting
only that combination is why this is a separate opt-in rather than a change to
the existing mode.
No behavior change unless selected. :exact and
:exact_allow_loopback_port are byte-for-byte as before — localhost still
gets no port flexibility under either, and the existing test asserting that is
unchanged. localhost is a distinct host identity from the IP literals and
never cross-matches them, and every other constraint is preserved: byte-exact
http:// scheme, anchored authority (localhost.evil.example,
sub.localhost, evil-localhost, localhost. and userinfo all stay
outside), no fragment, exact path and query, and the asymmetric request /
registered port rule.
Thanks to @jtippett for the contribution in
#20.


[1.8.1] - 2026-08-03
Fixed
	Clean compile for consumers without the optional :cbor dependency.
Attesto.VpToken's mdoc verification path pattern-matched on Attesto.Mdoc,
which compiles to a raising stub when :cbor is absent. Under Elixir 1.19+'s
set-theoretic type checker the stub types as none(), so those clauses were
reported as unreachable — a warning that surfaced for any downstream app (e.g.
a Livebook Mix.install) that didn't pull :cbor. The mdoc verification
cluster is now gated behind Code.ensure_loaded?(CBOR): with :cbor present
the behavior is unchanged; without it, an mdoc presentation fails closed with
{:error, {id, :mdoc_unsupported}} and SD-JWT VC / jwt_vc_json verification
is unaffected. A dedicated CI job now compiles the library with no optional
deps present and fails on any such warning.

[1.8.0] - 2026-08-03
Added
	OpenID for Verifiable Credentials (OID4VC / EU digital identity) — the
conn-free core of the issuer and verifier roles, targeting the HAIP profile.
Issue and verify IETF SD-JWT VC (Attesto.SdJwt / Attesto.SdJwtVc),
ISO 18013-5 mdoc (Attesto.Mdoc, CBOR + COSE_Sign1), and W3C
jwt_vc_json (Attesto.JwtVc), all with holder key binding. OID4VCI issuance
primitives (Attesto.CredentialOffer, CredentialRequest, CredentialResponse,
CredentialProof, CredentialIssuerMetadata, WalletAttestation,
KeyAttestation) and OID4VP presentation primitives (Attesto.PresentationRequest,
VpToken, PresentationSession + store) including DCQL, direct_post /
encrypted direct_post.jwt with a per-request ephemeral response-encryption
key, and the x509 client_id schemes. Plus Attesto.StatusList (IETF Token
Status List), Attesto.Siop (SIOPv2 Self-Issued ID Token verification for the
RP role, with sub_jwk self-signature, RFC 7638 subject binding, and
fail-closed nonce/exp/iat/nbf checks), and OpenID Federation support.
	Signed Credential Issuer Metadata (CredentialIssuerMetadata.signed/2), the
x5c header and dc+sd-jwt typ for SD-JWT VC issuance, and the response-
encryption-key binding threaded into mdoc direct_post.jwt verification —
the interoperability details exercised while driving the OIDF OID4VCI/OID4VP
conformance suites green.

[1.7.0] - 2026-08-02
Security
	DPoP replay identities are now namespaced by the proof key. jti uniqueness
is only guaranteed per key (RFC 9449 §4.2), so recording the raw jti let two
keys sharing a jti collide in the replay store — a cross-client false replay
and a targeted DoS in which an authenticated attacker pre-burns a victim's
jti under the attacker's own key. Attesto.DPoP.verify_proof/2 now returns
replay_key, a fixed-length digest of jkt:jti, and every replay path (the
plug, the token endpoint, PAR, device authorization) records THAT.
Upgrade note: the recorded identity's format changed (raw jti →
digest). During a rolling upgrade, old and new nodes write different formats
to a shared replay store, so a single proof could be accepted once on each
side within its acceptance window (max_age + skew, default ~120s). Drain old
nodes and wait out one proof lifetime, or briefly stop the world, to close
that window. A fresh deployment is unaffected.

	A batch of fail-closed / correctness fixes found by a full-surface adversarial
sweep and two rounds of external review:
	Attesto.DPoP replay TTL now retains the jti one second past the
inclusive freshness boundary, closing a sub-second edge-of-life replay gap.
	Attesto.IdentityAssertion rejects a present non-integer nbf instead of
treating it as absent (:invalid_claims).
	Attesto.RequestObject parameter coercion is total: a request-object claim
that is a list with a non-string member is dropped rather than raising.
	CIBA signed authentication requests reject an authorization-endpoint
request object (typ: oauth-authz-req+jwt); typ comparison follows
RFC 7515 §4.1.9 for the application/ prefix.
	Attesto.JARM reserved claims (iss/aud/iat/exp) can no longer be
shadowed by a caller's atom- or charlist-keyed duplicate.
	Attesto.SessionState rejects an OP browser-state secret under 32 bytes and
a session_state salt containing a space or ., and serializes the browser
origin closer to the WHATWG form (lowercase scheme/host, bracketed IPv6).



Changed
	The :replay_check callback and verify_proof/2's replay_key carry an
OPAQUE replay identity (a digest), not the raw jti; do not parse it. The
[:attesto, :dpop, :replay_detected] telemetry still carries the raw client
jti for correlation.

	Attesto.Scope.grants_all?/3 is now linear in the requested-scope count.
It previously rescanned the granted set and re-split resource wildcards for
every (required, granted) pair, so a large caller-supplied scope value - on
which RFC 6749 §3.3 places no bound - was a denial-of-service lever: 500,000
scope tokens took ~20 seconds. Classifying the granted set once and testing
each required scope against that index in O(1) drops the same input to ~40ms.
For every proper-list input (the typespec's contract) the result is identical
to the naive form, pinned by a generated property test; an improper list now
raises rather than short-circuiting, a louder failure on a value the contract
already forbids. Surfaced by mining the class behind Keycloak CVE-2026-4634.


[1.6.0] - 2026-08-01
Security
	Claim a DPoP proof's jti only after the access token has verified.
Attesto.Plug.Authenticate ran :replay_check during proof validation, two
steps before verify_token. That callback is check-AND-record — the default
claims the identifier with :ets.insert_new/2 in the same step that tests it
— so an unauthenticated caller wrote a row on every request. A DPoP proof is
signed by a key the caller generated, so anyone can mint a valid one, pair it
with any string in the Authorization header, and grow an unbounded ETS table
for the cost of a signature.
The guarantee is unchanged: the claim still happens before the request is
served, it is still the same atomic check-and-record, and a replayed jti on
an otherwise-valid request is still refused (RFC 9449 §11.1).
The authorization-server path needed the same fix, in attesto_phoenix — an
earlier draft of this entry claimed it did not, on the grounds that
%Request{} carries an authenticated client. That is false for a public
client (RFC 6749 §2.1), which presents a client_id and no credential, so
the same unauthenticated write was reachable at the token endpoint. See that
package's changelog.

	Attesto.SecureCompare.equal?/2 no longer short-circuits on a length
mismatch. Both operands are hashed to 32 bytes and those digests are
compared, so the comparison no longer separates "wrong length" from "right
length, wrong bytes" — the distinction an attacker probes with. A matching
pair does one extra byte comparison to rule out a digest collision; that
branch separates right from wrong, which the answer already reveals.
Attesto.PKCE.verify/3 was never exposed - it gates on
Attesto.Thumbprint.valid?/1, which requires an exact byte size - but
Attesto.DPoP's ath comparison takes an arbitrary-length value straight
from the presented proof, so it was, and it is the caller this most benefits.
Note what the change does and does not buy: the comparison no longer reveals
HOW the operands differ, but hashing reads every byte, so its duration still
depends on their total size.


Added
	Attesto.Telemetry — :telemetry events for the refusals that mean someone
holds a credential they should not:
	Event	Fires when
	[:attesto, :refresh_token, :reuse_detected]	a rotated token is presented again; the family has been revoked
	[:attesto, :dpop, :replay_detected]	a proof carries an already-recorded jti
	[:attesto, :token, :sender_constraint_mismatch]	a sender-bound token is presented with the wrong proof of possession

Previously these returned an atom and nothing else, so a host that wanted to
alert had to wrap every call site. Metadata carries correlation handles
(family_id, client_id, subject, jti, binding, reason). No
credential or digest of one is ever copied into an event, but some handles are
read out of credentials - jti from the proof, client_id from the token -
and jti is the client's to choose, so a handler should treat metadata as
untrusted input. The events are indicators to correlate, not proof of theft. Ordinary failures — expired,
unknown client, wrong scope — are deliberately not events. Event names and
metadata keys are public API; see the module docs.
Adds :telemetry as a dependency.

	Attesto.DPoP.verify_proof/2 now reports the replay_ttl it derived, so a
caller claiming the jti itself uses that verification's own acceptance
window rather than re-deriving the formula.


Documentation
	Attesto.DPoP.ReplayCache now names AttestoPhoenix.Store.EctoReplayCheck as
the shared-store implementation to use on a multi-node deployment. It
previously described one in the abstract ("e.g. a Postgres-backed cache"),
which read as an instruction to go and build something the family already
ships.

[1.5.0] - 2026-07-28
Security
	Reject a Client ID Metadata Document whose redirect_uris contain a URI that
RFC 3986 and the WHATWG URL Standard read differently
({:error, :invalid_redirect_uris}).
A CIMD document is fetched from a URL the client itself chose, so its
redirect_uris are supplied by the client in a way a host-registered set is
not. Elixir's URI follows RFC 3986 while the browser that receives the
Location follows WHATWG, and the two disagree about some authorities: in
https://evil.example\@client.example/cb, RFC 3986 reads evil.example\ as
userinfo and client.example as the host, while WHATWG treats the backslash
as a path separator and navigates to evil.example.
Any check phrased in terms of a host or an origin — the CIMD draft's
same-origin tightening, a deployment's origin allow-list — is decided with the
first parser and enforced by the second, so such a URI could pass the check
and still send the authorization response off-origin. Refusing the document
keeps the URI out of the registered set those checks ever run against.
Byte-exact matching (RFC 6749 §3.1.2.3) was never affected: it compares
strings, not origins. The RFC 8252 §7.3 loopback exception was never affected
either, because it anchors on the whole authority rather than the parsed host
— http://evil.example\@127.0.0.1/cb was already refused.


Added
	Attesto.RedirectURI.unambiguous?/1, the predicate behind the above: whether
every URL parser agrees which origin a URI names. It refuses backslashes,
userinfo, and C0 controls/whitespace anywhere in the URI. Exposed so a host
applying its own origin-level policy to a redirect URI can gate on the same
rule.
This governs what may be registered; it is not a matching mode and does not
change what registered?/3 accepts.


Changed
	The WHATWG parity suite now pins a second invariant alongside the loopback
one: for every URI unambiguous?/1 admits, the host RFC 3986 reads and the
host WHATWG reads are the same string.

[1.4.1] - 2026-07-28
Documentation
	Reconcile RFC 9700's wording of the loopback exception with the rule
Attesto.RedirectURI actually implements. RFC 9700 §2.1 and §4.1.3 phrase it
as applying to "localhost redirection URIs of native apps", which reads
wider than this module's literal-IP-only rule and could be mistaken for a
conformance gap. Both texts define the exception by reference — "as described
in Section 7.3 of [RFC8252]" — and §7.3 constructs the URI from the loopback
IP literal, not the name, so localhost there is shorthand for "the loopback
interface" and §7.3's construction is the normative content.
No behavior change: 1.4.0 already implements exactly this. A localhost
redirect URI still matches exactly; it just gets no port flexibility.

	State in the README's RFC table where the §7.3 opt-in lives — the core
defaults to exact RFC 6749 §3.1.2.3 matching and the caller selects
:exact_allow_loopback_port per request — rather than the vaguer "opt-in,
off by default".


[1.4.0] - 2026-07-28
Added
	RFC 8252 §7.3 loopback interface redirection, as an opt-in redirect-URI
matching mode. Attesto.AuthorizationRequest.validate/2 accepts
:redirect_uri_matching, which is :exact (the RFC 6749 §3.1.2.3 simple
string comparison) unless a host selects :exact_allow_loopback_port. Under
the exception a native app's loopback redirect URI matches on any port, so an
ephemeral port bound at runtime need not be registered ahead of time, while
scheme, host, path, and query still compare exactly. The relaxation is scoped
to http://127.0.0.1/... and http://[::1]/...; RFC 8252 §8.3 makes
http://localhost/... unacceptable, and https, private-use schemes, and
every remote host stay exact-match. An unmatched redirect URI is still
classified {:direct, :redirect_uri_not_registered} and is never used as a
redirect target. The new matching logic lives in Attesto.RedirectURI.
The two sides of the comparison differ in one respect: a port on the
request URI must be decimal 1..65535 or absent, since it names an
endpoint a browser is about to be redirected to, while the registered
URI's port is discarded and so may be anything — including the conventional
:0 placeholder.
Defaults are unchanged: without the option, redirect matching is
byte-identical to previous releases. Enabling the exception is incompatible
with profiles that mandate exact redirect-URI matching, so it must be a
deliberate deployment decision. Redemption-time redirect_uri comparison in
Attesto.AuthorizationCode is unaffected — the code is bound to the URI the
client actually presented, ephemeral port included, and still matches exactly.


[1.3.0] - 2026-07-25
Changed
	Admit compatible JOSE releases through the 1.x line while retaining 1.11.12
as the minimum security- and runtime-compatible version. This lets hosts use
newer native cryptographic adapters without another Attesto release.

Fixed
	Derive OIDC at_hash and c_hash claims for Ed25519-signed ID Tokens with
SHA-512 and Ed448-signed ID Tokens with SHAKE256, matching their signature
primitives and interoperable OIDC validators. Previously EdDSA used SHA-256
unconditionally, contrary to OIDC's generic hash rule when applied to RFC	ID Token and logout-token minting now snapshot the signing PEM once so
algorithm, curve-specific hash, kid, and signature cannot straddle a
keystore rotation. Algorithm selection remains bound to trusted keystore
metadata and key material; Ed448 uses JOSE's configured Curve448 and SHA3
backends. The ambiguous keyless hash_alg/1 and hash_half_bytes/1 helpers
remain Ed25519-compatible but are deprecated in favor of key-aware
oidc_hash_profile/2 and oidc_hash/3. A missing SHAKE256 backend now raises
a direct configuration error.


	Support RFC 9864's exact Ed25519 and Ed448 JOSE identifiers in trusted
key metadata, signing, verification, ID Token hash profiles, and DPoP while
retaining legacy EdDSA inference for wire compatibility. DPoP discovery
advertises the new identifiers only when the configured JOSE backend reports
them available. Default FAPI client-assertion, signed-request-object, and
CIBA policies accept EdDSA only over a trusted Ed25519 key and accept exact
Ed25519, never Ed448, and require PS256 RSA moduli to be at least 2048 bits;
an explicit non-FAPI allowlist can opt into Ed448 or a weaker RSA key, while
named FAPI policies retain the key gate when their algorithm list is
narrowed. DPoP rejects RSA proof keys with moduli below 2048 bits for every
accepted RSASSA and RSA-PSS proof algorithm. FAPI server keystores must also
provision RSA keys of at least 2048 bits; generic keystore resolution remains
profile-neutral for backward compatibility.

Documentation
	Correct the token, ID Token, logout-token, and keystore documentation to
describe Attesto's existing multi-algorithm support. Signing and verification
bind RS256, PS256, ES256, ES384, ES512, legacy EdDSA, Ed25519, or Ed448 to
trusted keystore metadata or the key type and curve; verification never
learns algorithm policy from a presented JWS header.

[1.2.5] - 2026-07-17
Fixed
	Require JOSE 1.11.12 or later on the 1.11 release line. JOSE 1.11.9 and
1.11.10 cannot encode or decode EC private keys on OTP 28 after OTP changed
the ECPrivateKey version representation. JOSE 1.11.11 fixed EC handling but
introduced a builtin-JSON regression that encoded Elixir nil as the string
"nil"; 1.11.12 is the first release to include both fixes. Attesto's public
API and runtime policy are unchanged.

[1.2.4] - 2026-07-16
Security
	Require JOSE 1.11.9 or later on the 1.11 release line. This excludes releases
affected by the PBES2 iteration-count denial of service and avoids the
unintended runtime Dialyxir dependency published in JOSE 1.11.7 and 1.11.8.

[1.2.3] - 2026-07-16
Security
	Constrain the optional Plug dependency to advisory-safe patch lines while
retaining compatibility across Plug 1.16 through 1.20. This prevents package
resolution from selecting affected releases between otherwise-safe lower and
upper bounds; Attesto's runtime behavior is unchanged.

[1.2.2] - 2026-07-16
Fixed
	Token verification, RFC 7662 introspection, and protected-resource Plug
authentication can now validate access tokens against an explicit, trusted
set of RFC 8707 resource audiences without disabling audience checks. The
Plug policy is configured per protected resource. Scalar audiences must occur
in the configured set; every member of an array audience must be trusted. The
default verifier behavior remains unchanged when no trusted set is supplied,
and malformed policy fails closed.

Security
	Raise the optional Plug dependency floor to 1.19.5, excluding releases with
published multipart temp-file exhaustion, nested-parameter quadratic-time
denial-of-service, and cookie attribute-injection advisories.

[1.2.1] - 2026-07-08
Fixed
	Attesto.Keystore.Static now labels the signing key's own kid with the
configured :signing_alg, so a keystore that signs PS256 (or any alg other
than the one inferred from the key type) with a single key no longer needs a
redundant :key_algs entry to verify its own tokens. Previously, setting
signing_alg: "PS256" on an RSA key without a matching :key_algs map made
verification infer RS256 from the key and reject the server's own tokens as
:invalid_signature. An explicit :key_algs entry for that kid still wins.

[1.2.0] - 2026-07-08
Changed
	Attesto.Config now raises a guiding error when the :issuer is not an
https URL (RFC 8414 §2). Instead of a bare rejection, the message points
developers at mkcert to serve a
locally-trusted certificate so the issuer stays https — local development
never needs to downgrade to plain http. There is deliberately no
https-disable switch in the library.

[1.1.0] - 2026-07-07
Added
	OpenID Connect Client-Initiated Backchannel Authentication (CIBA Core
1.0). New Attesto.CIBA primitive - the device grant's async sibling:
Attesto.CIBA.Request.validate/3 runs the §7.1 backchannel authentication
request rules (scope-with-openid, exactly-one-hint, ping/push
client_notification_token entropy/length/charset, binding_message /
user_code / requested_expiry shape) and verifies §7.1.1 signed
authentication requests against the client's registered JWKS (all six
REQUIRED claims enforced; FAPI-CIBA's 60-minute lifetime bound by default);
issue/4 mints a 256-bit auth_req_id (only its hash is stored) with the
§7.3 acknowledgement fields; approve/4 / deny/3 record the user's
decision atomically and return the ping-mode §10.2 notification data;
redeem/4 runs the token-endpoint state machine with the exact §11
vocabulary (authorization_pending / slow_down / expired_token /
access_denied / invalid_grant), single-use, expiry-beats-approval,
client- and DPoP-binding checked before consume. Plus Attesto.CIBA.Grant,
the Attesto.CIBAStore behaviour (every transition a single atomic guarded
operation; the poll interval is frozen into the record at issue time), and
an ETS reference store.
	Attesto.RequestObject.verify/3 gains :require_iat, :require_jti, and
:require_client_id_claim options for the CIBA signed-request profile
(defaults preserve the RFC 9101 behaviour).
	Discovery (Attesto.Discovery) accepts the CIBA Core §4 metadata:
backchannel_authentication_endpoint,
backchannel_token_delivery_modes_supported,
backchannel_authentication_request_signing_alg_values_supported, and
backchannel_user_code_parameter_supported.
	OpenID Connect Front-Channel Logout 1.0 (OP side).	Attesto.FrontChannelLogout.logout_uri/3 builds the exact URI an OP
logout page loads in an iframe for one Relying Party: the registered
frontchannel_logout_uri with iss + sid query parameters appended
whenever the session's sid is known (both together or neither, §2).
	Attesto.LogoutSessionStore records both logout channels: an entry now
carries frontchannel_logout_uri / frontchannel_session_required
alongside the back-channel fields, and backchannel_logout_uri is
optional — a row exists for any RP that registered at least one logout
URI.
	Attesto.Discovery accepts the frontchannel_logout_supported and
frontchannel_logout_session_supported host members (§3).


	OpenID Connect Session Management 1.0 (OP side).	Attesto.SessionState computes the §3.2 session_state value
(lowercase-hex SHA-256 over client_id <> " " <> origin <> " " <> op_browser_state <> " " <> salt, dot, salt) plus the browser-form
origin/1 of a redirect_uri and the salt / OP-browser-state generators
— the pure computation the OP's authorization response and the
check_session_iframe's JavaScript recomputation must agree on.
	Attesto.Discovery accepts the check_session_iframe host member (§3.3).



[1.0.0] - 2026-07-04
First stable release; the public API is now under semantic versioning. No
functional change from 0.13.0.
The authorization-server core (tokens, ID tokens, PKCE, DPoP, PAR, discovery,
RP-Initiated and Back-Channel Logout) backs an OpenID Provider that passes the
OpenID Foundation conformance suite for OpenID Connect Core (Basic), FAPI 2.0
Security Profile Final, FAPI 2.0 Message Signing Final, RP-Initiated Logout,
and Back-Channel Logout.
[0.13.0] - 2026-06-23
Added
	OpenID Connect Logout (RP-Initiated Logout 1.0 + Back-Channel Logout 1.0).	Attesto.LogoutToken mints a signed Back-Channel logout_token
(§2.4): typ: "logout+jwt", the events claim
{"http://schemas.openid.net/event/backchannel-logout": {}}, iss/aud/
iat/jti/short-exp, at least one of sub/sid, and never a nonce.
	Attesto.EndSession is the conn-free RP-Initiated Logout validator:
parse/2 verifies the id_token_hint, resolves the Relying Party
client_id (rejecting a client_id parameter that disagrees with the
hint's aud), and extracts the session sub/sid; confirm_redirect/2
honors a post_logout_redirect_uri only on an exact match against the
client's registered set and appends state — an unregistered or
unidentifiable return URI is refused (no open redirect).
	Attesto.IDToken gains a sid claim (:sid mint option, OIDC Back-Channel
Logout §2.1) and verify_logout_hint/2, which validates a hint's signature	issuer while tolerating expiry and reading the RP from aud rather
than requiring it up front (RP-Initiated Logout §2).


	Attesto.LogoutSessionStore behaviour: the OP-side
(sid, client_id) -> backchannel_logout_uri delivery map, with an atomic
take_targets/1 (enumerate-and-delete) so concurrent logouts cannot
double-deliver.
	Discovery (Attesto.Discovery) gains end_session_endpoint,
backchannel_logout_supported, and backchannel_logout_session_supported.



[0.12.0] - 2026-06-23
Added
	RFC 8628 Device Authorization Grant. New Attesto.DeviceCode primitive
(issue + the §3.5 polling state machine: authorization_pending / slow_down
/ expired_token / access_denied, expiry-beats-approval, single-use
consume), Attesto.DeviceCode.Grant, the Attesto.DeviceCodeStore behaviour
(every transition a single atomic guarded operation), and an ETS reference
store. The user_code uses an ambiguity-free base-20 alphabet and is
normalized + charset-validated before any store lookup. device_authorization_endpoint
is now an accepted RFC 8414 metadata field.

[0.11.0] - 2026-06-22
Added
	RFC 9470 Step-Up Authentication Challenge. New Attesto.StepUp +
Attesto.StepUp.Requirement primitive: a requirement is accepted acr_values
and/or a max_age freshness bound; evaluate/3 checks a verified token's
acr / auth_time claims (conjunction, fail-closed on absent/malformed) and
returns the §3 challenge params.
	Attesto.Token.mint/3 accepts optional :acr / :auth_time, written as
access-token claims (the carrier a resource server enforces step-up against).
	Attesto.RefreshToken carries the original acr / auth_time across rotation
unchanged, so a refresh-minted access token reports the real authentication
event (auth_time is never re-stamped).
	Attesto.Plug.OAuthError.insufficient_user_authentication/4 (the RFC 9470 §3
401 challenge) and a :step_up option on Attesto.Plug.Authenticate that
enforces a per-route requirement after token verification.
	acr_values_supported is now an accepted protected-resource-metadata host
field (RFC 9728), so a resource server can advertise the acr values it can
demand.

[0.10.0] - 2026-06-22
Added
	RFC 8707 Resource Indicators. New Attesto.ResourceIndicator primitive
(validate/1 for §2.1 absolute-URI syntax over the scalar/array resource
parameter; authorize/2 for §2.2 allow-listing → :invalid_target).
	Attesto.Token.mint/3's :audience option now accepts a list of resource
identifiers, written as a JWT aud array (a single resource still collapses
to a string). Token.verify already checks array membership, so a resource
server validates that its own identifier is in aud.
	Attesto.AuthorizationCode / Attesto.RefreshToken bind a resource set
alongside scope; refresh rotation carries it and narrows it subset-only (a
requested resource outside the granted set is :invalid_target).
	Attesto.AuthorizationRequest parses and validates the resource parameter,
surfacing a malformed value as a redirectable invalid_target error.

[0.9.0] - 2026-06-21
Changed
	Attesto.Plug.Authenticate bearer presentation methods are explicit and
header-only by default. The new :bearer_methods option accepts :header /
"header" and :body / "body"; it defaults to [:header]. A resource
server that intentionally accepts RFC 6750 §2.2 form-body access_token
credentials must opt in with bearer_methods: [:header, :body] and advertise
the matching bearer_methods_supported metadata. URI-query bearer tokens
remain unsupported. DPoP, mTLS, and host-provided :credential_from_conn
fallback credentials are unchanged.

[0.8.1] - 2026-06-21
Changed
	Attesto.Plug.OAuthError.insufficient_scope/4 now honors the transport
hooks. The 403 scope-rejection path threads the same :send_error,
:www_authenticate, and :no_store options unauthorized/4 already honored,
so a resource server can override the 403 response envelope and inject a
per-conn challenge (e.g. a request-derived RFC 9728 resource_metadata
pointer) on the scope-rejection path, not just the authentication-rejection
path. The insufficient_scope code, 403 status, and the error_description /
scope challenge semantics remain owned by the renderer; the default response
is byte-identical when no hooks are passed.
	Attesto.Plug.RequireScopes now threads those transport hooks onto both
the 403 insufficient_scope and the 401 invalid_token it renders, alongside
the existing :resource_metadata pointer. Previously they were dropped, so a
host could not override the scope-rejection envelope through this plug.

[0.8.0] - 2026-06-20
Added
	Attesto.ProtectedResourceMetadata — renderer for the RFC 9728 OAuth 2.0
Protected Resource Metadata document (the resource-server analogue of
Attesto.Discovery). metadata/2 returns the string-keyed map a resource
publishes at /.well-known/oauth-protected-resource: the REQUIRED resource
identifier (defaulting to config.audience, overridable via :resource) plus
the nil-droppable RFC 9728 §2 host fields (authorization_servers,
jwks_uri, scopes_supported, bearer_methods_supported,
resource_signing_alg_values_supported,
authorization_details_types_supported, the resource_name/documentation/
policy/ToS members, tls_client_certificate_bound_access_tokens,
dpop_bound_access_tokens_required, dpop_signing_alg_values_supported, and
signed_metadata). A present-but-malformed :resource (the REQUIRED member)
fails fast with ArgumentError. Conn-free; mounting a serving endpoint is the
host's concern.

	RFC 9728 §5.1 resource_metadata challenge pointer.
Attesto.Plug.OAuthError.unauthorized/4 and insufficient_scope/3,4 now
append a resource_metadata="<url>" auth-param to the WWW-Authenticate
challenge when a :resource_metadata opt is present, so a client refused with
401/403 can discover the resource's protected-resource metadata (and thereby
its authorization server). Threaded through Attesto.Plug.Authenticate
(:resource_metadata init opt) and Attesto.Plug.RequireScopes
(:resource_metadata init opt). Omitted when unset.

	Attesto.Token.mint/3 :audience option — a per-call override for the
access token's aud claim, defaulting to config.audience. RFC 8707 §2: when
a token request carries a resource indicator the access token's aud MUST
identify that resource; the host derives the resource identifier and passes it
here. The override is conn-free and does not mutate config, so one issuer can
mint resource-audienced tokens for one grant without changing aud for any
other. A present-but-malformed override (a nil, "", list, or other
non-string) is rejected {:error, :invalid_audience} rather than minted, so a
miswired resource cannot produce a malformed aud.

	Attesto.IdentityAssertion — verification for the Identity Assertion JWT
Authorization Grant (ID-JAG), the resource Authorization Server's half of
draft-ietf-oauth-identity-assertion-authz-grant-04 (the grant behind MCP
Enterprise-Managed Authorization). Conn-free and side-effect-free:
verify/3 checks the assertion's signature against a caller-supplied trusted
issuer JWKS (kid selection, RS256/PS256/ES*/EdDSA) and enforces the
draft's claim rules — JOSE typ pinned to oauth-id-jag+jwt, iss matches
the trusted issuer (NOT the client_id), aud is exactly this server's
issuer (strict single value), the required iss/sub/aud/client_id/
jti/exp/iat claims, client_id binding, and exp/iat/nbf skew with
an optional :max_lifetime_seconds bound. peek_issuer/1 reads the
unverified iss so the caller can select the trusted issuer before verifying.
The stateful concerns (JWKS fetch/cache, jti replay, subject resolution,
error mapping to RFC 6749 invalid_grant) belong to the attesto_phoenix
token layer. Distinct from private_key_jwt client auth (RFC 7523 §3) and the
RFC 8693 token-exchange grant (which runs at the IdP).


[0.7.2] - 2026-06-16
Added
	Attesto.CodeStore.get/1 (OPTIONAL callback) — read a stored authorization
code WITHOUT consuming it (unlike take/1). Implemented by the bundled
Attesto.CodeStore.ETS. Lets the token endpoint run read-only pre-checks
(e.g. a holder-of-key requirement) without burning the single-use code.
	Attesto.AuthorizationCode.dpop_bound?/2 — returns whether a stored code
is bound to a DPoP key (RFC 9449 §10), via the store's non-consuming get/1.
Used to surface a holder-of-key (invalid_request/invalid_dpop_proof)
rejection ahead of the client-auth error at the token endpoint (FAPI2
ensure-holder-of-key-required), without consuming the code. Returns false
when the store has no get/1, so behaviour is unchanged for stores that
don't implement it.

[0.7.1] - 2026-06-14
Security
	Refresh-rotation grace no longer replays an already-rotated successor.
RefreshToken.rotate/3's within-grace idempotent-retry path returned the
parent's cached successor without checking it was still the live, unconsumed
leaf. After A → B → C, a replay of the captured parent A inside the grace
window re-issued B (and minted a fresh access token from it) instead of
detecting reuse — suppressing the OAuth 2.0 Security BCP §4.13 captured-token
signal and forking a live chain. The grace retry now confirms the cached
successor is still unconsumed; if it has been rotated onward, the replay is
treated as reuse and the whole family is revoked.

Added
	Attesto.AuthorizationRequest carries dpop_jkt. The validated request
now exposes the RFC 9449 §10 dpop_jkt parameter, read from the EFFECTIVE
(post-request-object-merge) params — so a signed request object's dpop_jkt
is authoritative and an unsigned outer-query value is ignored when a request
object is present. (Consumed by attesto_phoenix's authorization endpoint,
which previously read it from the raw outer query.)

[0.7.0] - 2026-06-14
Added
	Attesto.ClientIdMetadata — the pure core of Client ID Metadata Documents
(CIMD, draft-ietf-oauth-client-id-metadata-document-01). CIMD lets a client
identify itself with no prior registration by using an HTTPS URL as its
client_id; the authorization server dereferences that URL to a JSON client
metadata document. This module is the conn-free, HTTP-free half:
client_id_url?/1 and validate_client_id/1 enforce the draft §2 URL grammar
(https, path required, no fragment/userinfo/dot-segments); validate_document/2
validates a fetched document (the client_id must equal the URL, no shared
symmetric secret / client_secret_* auth method, a non-empty redirect_uris)
and normalizes it into the same client shape the RFC 7591 registration path
produces. The network half (SSRF-guarded fetch, caching) lives in
attesto_phoenix; this module touches no socket and adds no dependency.
	Attesto.Discovery advertises the client_id_metadata_document_supported
authorization-server metadata field when the host enables it.

[0.6.16] - 2026-06-13
Fixed
	Authorization-code redemption is now atomic.
Attesto.AuthorizationCode.redeem/4 no longer records the reuse marker
(consumed_success) itself; that moved to the new finalize/3, which the
caller runs ONLY after the full token response is successfully built. So a
code whose redemption validated but whose downstream issuance then failed (a
mint or refresh-store fault, a host build_principal callback returning the
subject under the wrong key) is left single-use-spent but NOT reuse-flagged: a
replay is a clean invalid_grant instead of a false reuse attack that revokes
the family, and a legitimate retry of a transient failure is not mistaken for
an attack. Previously any post-validation failure permanently bricked the code
AND marked it a successful redemption.
Caller change: after a successful token response, call
AuthorizationCode.finalize/3 to record the reuse marker. The bundled
attesto_phoenix token endpoint (>= 0.7.7) does this. Stores that do not
implement the optional mark_consumed/2 are unaffected.


[0.6.15] - 2026-06-12
Fixed
	Attesto.RequestObject compares the JOSE typ header CASE-INSENSITIVELY
(RFC 7515 §4.1.9 typ is a media type; RFC 2045 §5.1 media types are
case-insensitive). The FAPI 2.0 Message Signing conformance suite signs request
objects with a randomly-cased typ (e.g. OautH-auThZ-REQ+jWt) to exercise
this; the previous exact-match rejected them as invalid_typ, failing the
Message-Signing happy-flow / user-rejects tests at the PAR endpoint. A wrong
type is still rejected; an absent typ is still governed by accepted_typ.

[0.6.14] - 2026-06-12
Fixed
	Attesto.RequestObject.Policy.fapi_message_signing/0 no longer requires the
JOSE typ header on signed request objects - it now accepts an absent typ
(accepted_typ: ["oauth-authz-req+jwt", nil]) while still rejecting a wrong
one. FAPI 2.0 Message Signing §5.3.1 ("shall accept that typ") and RFC 9101 §4
make typ RECOMMENDED, not mandatory, and the OpenID FAPI conformance suite
signs its request objects with no typ header - so the previous strict
pinning rejected every conformant pushed request object and failed the FAPI2
Message Signing certification at the PAR endpoint. typ is still validated for
the RFC 9101 §10.8 explicit-typing defence when a client does send it.

Security
	Attesto.DPoP now applies the strict canonical-base64url check to the proof's
JOSE header (no padding, no non-significant trailing bits) that the
Token/IDToken/ClientAssertion/RequestObject verifiers already apply, so a DPoP
proof header cannot be presented in a non-canonical/aliased encoding.
Defense-in-depth (the signature is verified over the real bytes regardless).

[0.6.13] - 2026-06-04
The FAPI 2.0 Message Signing surface: signed request objects (JAR, §5.3),
signed authorization responses (JARM, §5.4), and token introspection with
signed responses (§5.5). All additions are backward-compatible; behaviour is
unchanged unless a caller opts into the new policy/options.
Added
	Attesto.JARM — JWT Secured Authorization Response Mode (§5.4). Signs an
authorization response (success: code/state; error:
error/error_description/state) into a JWT carrying iss/aud/exp/
iat, using the keystore signing key (algorithm pinned, never none).
	Attesto.Introspection — OAuth 2.0 Token Introspection (RFC 7662). Access
tokens are introspected statelessly with the full Attesto.Token verifier
except the sender-binding proof match (the cnf is echoed for the resource
server); refresh tokens are checked against an Attesto.RefreshStore
(active only while unconsumed and unexpired). Never an error — an invalid,
expired, revoked, or unknown token is reported inactive (no existence
oracle).
	Attesto.SignedIntrospection — the RFC 9701 signed introspection response
(a JWT with iss/aud/iat and a token_introspection claim, JOSE header
typ = "token-introspection+jwt").
	Attesto.RequestObject.Policy gains require_request_object (false in
generic/0, true in fapi_message_signing/0) and
require_request_object?/1. Attesto.AuthorizationRequest.validate/2 rejects
a request that carries no signed request object when the policy requires one
(redirectable invalid_request; non-redirectable when the client is
untrusted, OIDC Core §3.1.2.6).
	Attesto.AuthorizationRequest parses and validates response_mode (the
RFC 6749 query plus the JARM modes jwt/query.jwt/fragment.jwt/
form_post.jwt); supported_response_modes/0 exposes the accepted set.
Trusted redirectable errors carry the requested response_mode and the
client_id so the transport can return the error as a JARM JWT.
	Attesto.Discovery allowlists the RFC 9101 §10.5 metadata members
require_signed_request_object and
request_object_signing_alg_values_supported.
	Attesto.SigningAlg.keystore_algs/1 — the unique signing algorithms across a
keystore's verification keys (shared by the ID Token / JARM / introspection
signing-algorithm metadata).
	Attesto.Token.verify/3 accepts require_confirmation_binding: false to
verify a token's signature/claims while skipping only the sender-binding
proof match (used by introspection); the cnf shape is still validated.
	Attesto.Introspection.introspect/3 accepts an :authorize predicate
(response -> boolean) consulted with the active response before it is
returned (RFC 7662 §4 / RFC 9701 §5: the AS MAY restrict which tokens a
caller may introspect). A non-true return — or a raise — downgrades the
response to %{"active" => false} so a caller not authorized for the token
learns nothing about it. When omitted, every authenticated caller may
introspect any token (the single-trust-domain default).
	Attesto.Introspection surfaces the RFC 7662 sub/scope/client_id/cnf
members for an active refresh token from the stored record's own data
contract (Attesto.RefreshToken build context), when present, so a resource
server — and an :authorize policy — can decide per refresh token rather than
allow/deny every refresh token wholesale. A store that does not populate them
yields the minimal active+exp response.

Security
	Attesto.AuthorizationRequest.validate/2 now judges the OIDC openid-scope
gate for the require_nonce policy on the EFFECTIVE (post-merge) request, so
a direct JAR carrying scope=openid only inside the signed request object can
no longer bypass the host's nonce requirement. A plain OAuth request (no
openid scope) remains un-nonce-constrained.
	Attesto.RequestObject.verify/3 rejects a signed request object whose aud
is an array containing any non-string member (RFC 7519 §4.1.3), rather than
accepting it on a single matching member — matching the hardened
Token/IDToken/JARM audience handling.
	Attesto.RequestObject.verify/3 rejects a request object that itself carries
a request or request_uri claim (RFC 9101 §4 forbids them) instead of
silently dropping them, so a nested-request smuggle fails closed at the
verifier.

[0.6.12] - 2026-06-03
Added
	Attesto.RequestObject.Policy — a data-only JAR verification policy for
signed authorization request objects (RFC 9101). generic/0 is the OpenID
Connect §6.1 baseline (the default: nbf/exp/typ not required);
fapi_message_signing/0 is the FAPI 2.0 Message Signing §5.3.1 profile
(nbf required ≤60 min past, exp required ≤60 min after nbf, JOSE header
typ = "oauth-authz-req+jwt"). Attesto.AuthorizationRequest.validate/2
accepts a :request_object_policy option (default %Policy{}, generic) and
threads it into Attesto.RequestObject.verify/3. An aud that is an array
containing the issuer is already accepted. Behaviour is unchanged unless a
caller opts into the FAPI profile.

[0.6.11] - 2026-06-03
Added
	:accepted_algs option on Attesto.ClientAssertion.verify/5 and
Attesto.RequestObject.verify/3 (default Attesto.SigningAlg.fapi_algs/0),
so the accepted client-authentication / request-object signature algorithms
are caller-supplied policy rather than a hardcoded constant. The default
preserves current behaviour.
	Attesto.SigningAlg.default_client_algs/0 as a named helper for the default
client-presented signature verification policy.
	Strict JAR policy options on Attesto.RequestObject.verify/3 for the FAPI
Message Signing 2.0 (§5.3.1) / RFC 9101 profile: :require_nbf,
:max_nbf_age_seconds, :require_exp, :max_lifetime_seconds, and
:accepted_typ (e.g. "oauth-authz-req+jwt"). :require_nbf/:require_exp
demand a non-negative integer NumericDate (a missing or malformed value
fails); :max_lifetime_seconds requires both nbf and exp anchors. These
default to the prior lenient behaviour, so callers opt into strictness with
explicit policy.

Fixed
	Attesto.RequestObject.verify/3 now honours nbf as a not-before claim
(RFC 7519 §4.1.5): a request object with nbf in the future is rejected as
:not_yet_valid even in lenient mode (clock skew tolerated).

[0.6.10] - 2026-06-02
Changed
	Require a single-valued string aud in client-authentication assertions
(FAPI 2). An array aud is now rejected even when it contains an accepted
value, and the string must match an expected audience exactly.

[0.6.9] - 2026-06-02
Changed
	Restrict client-authentication assertions (private_key_jwt) and request
objects to the FAPI 2 signing algorithms PS256, ES256, and EdDSA. Assertions
or request objects signed with RS256 are now rejected. Attesto.SigningAlg
exposes the permitted set via fapi_algs/0. The provider's own token signing
(allowed/0) is unaffected and still admits RS256.

[0.6.8] - 2026-06-02
Fixed
	Canonicalize DPoP htu URI comparison by ignoring query/fragment,
normalizing scheme and host case, and treating an explicit HTTPS default port
as equivalent to an omitted port. Non-HTTPS URIs, host/path mismatches, and
non-default port mismatches remain rejected.

[0.6.7] - 2026-06-01
Fixed
	Accept DPoP proof iat values up to 60 seconds ahead of the server clock,
matching Attesto's JWT verifier clock-skew policy. Proofs remain
short-lived through max_age_seconds, and replay-cache TTLs now cover the
full acceptance window.

[0.6.6] - 2026-06-01
Fixed
	Sign PS256 JWTs with the RFC 7518 salt length (32 bytes for SHA-256)
instead of JOSE/OpenSSL's maximum salt length. This makes PS256 access
tokens and ID Tokens verifiable by strict FAPI/OIDF validators while keeping
Attesto's key-derived algorithm policy unchanged.
	Treat signed authorization request object parameters as authoritative
(RFC 9101 §6.3). When a request JWT is present, unsigned query parameters
no longer supplement missing signed parameters such as PKCE inputs.
	Require signed request objects to carry iss, matching client_id, and a
configured aud, preventing cross-client or cross-issuer replay of otherwise
valid request objects.
	Reject access-token-shaped payloads during ID Token verification even when the
access token JOSE typ header is intentionally disabled.

[0.6.5] - 2026-06-01
Fixed
	Allow an authorization code that was not pre-bound with dpop_jkt to be
redeemed at the token endpoint with a DPoP proof. Codes explicitly bound with
dpop_jkt still require the exact same proof key at redemption. This matches
FAPI-style DPoP flows where the authorization request does not pre-bind the
code, but the token endpoint proof sender-constrains the access token being
minted.

[0.6.4] - 2026-06-01
Fixed
	Load keystore modules before checking optional callbacks such as
verification_pems/0, key_algs/0, and signing_alg/0. Cold modules now
advertise and use their configured per-key algorithms deterministically
instead of briefly falling back to inferred RSA RS256 metadata.

[0.6.3] - 2026-06-01
Added
	Allow OAuth authorization-server metadata (RFC 8414) hosts to advertise
authorization_response_iss_parameter_supported and
token_endpoint_auth_signing_alg_values_supported. These are host capability
declarations; Attesto still drops nil values and ignores unlisted metadata
keys.

[0.6.2] - 2026-06-01
Fixed
	Unsigned OpenID Connect request objects (request JWTs with alg: "none")
are now rejected with the redirectable request_not_supported error instead
of invalid_request_object. Attesto still deliberately does not accept
unsigned request objects; this change makes the unsupported-feature signal
match OIDC Core §3.1.2.6 and the OpenID conformance suite.

[0.6.1] - 2026-05-31
Added
	Attesto.Test.DPoPVerifier - a server-side DPoP verification harness for
host application suites, the counterpart to Attesto.Test.DPoP. From a plain
request description (method, url, headers) it verifies the presented
DPoP proof and, when verify_token: true, the access token, returning
{:ok, verified} or an {:error, challenge} map carrying the HTTP status,
the WWW-Authenticate challenge, and an optional DPoP-Nonce. It does not
reimplement RFC 9449: it delegates every decision to the production verifiers
Attesto.DPoP.verify_proof/2 and Attesto.Token.verify/3, and mirrors the
resource server's scheme handling (a DPoP-bound token presented as Bearer
surfaces a DPoP challenge, RFC 9449 §7.1; a missing required nonce surfaces
use_dpop_nonce, §8). It depends on neither Plug, Phoenix, nor any HTTP
client, so it runs from any ExUnit suite.

	Attesto.Test.DPoP - DPoP test fixtures for host application suites
(RFC 9449). Ships under lib/ so a consumer can call it from its
test/ tree without depending on Attesto's own test support.
generate_key/1 mints a proof key (EC P-256 / ES256 by default);
mint_access_token/4 mints a DPoP-sender-constrained access token bound
to that key via cnf.jkt (RFC 7800); proof/4 builds a valid proof JWT
for a (htm, htu) pair, optionally carrying ath (RFC 9449 §4.3) and a
server nonce (§8); invalid_proof/5 builds a proof with a single
deliberate defect (:wrong_htm, :wrong_htu, :missing_ath,
:expired) for negative tests. Every fixture is built through the same
primitives the production code uses (Attesto.Token.mint/3,
Attesto.DPoP.compute_jkt/1, Attesto.DPoP.compute_ath/1,
Attesto.SigningAlg.infer/1, JOSE.JWS), and embeds only the proof
key's public half (RFC 9449 §4.2), so a fixture is correct by
construction against Attesto.DPoP.verify_proof/2 and stays in step
with it.


[0.6.0]
Added
	Attesto.IDToken.mint/3 rounds out the OpenID Connect Core §2 ID Token
claim set: auth_time (REQUIRED when the request asked for it or carried
max_age), acr, amr, and azp are accepted as optional inputs and
omitted when absent. Arbitrary additional claims requested through the
OIDC Core §5.5 claims parameter or a host userinfo mapping are supplied
via :extra_claims, a string-keyed map merged after the protocol claims.
The merge is non-overriding: a key colliding with a reserved protocol
claim (iss, sub, aud, exp, iat, nonce, azp, auth_time,
acr, amr, at_hash, c_hash) is rejected with
:reserved_claim_conflict, and a non-map or non-string-keyed value with
:invalid_extra_claims. at_hash/c_hash (OIDC Core §3.1.3.6,
§3.3.2.11) were already present.
	Attesto.AuthorizationRequest.validate/2 - :require_nonce option (default
false). When true, a request with no nonce is rejected with a
redirectable invalid_request error (OIDC Core §3.1.2.1); when false,
nonce stays OPTIONAL and is carried through unenforced (RFC 6749 keeps the
code flow at SHOULD). The OP policy is the host's, signalled per call.
	Authorization-code reuse detection (OAuth 2.0 Security BCP §4.13 /
RFC 6749 §4.1.2). Attesto.AuthorizationCode.issue/3 accepts an
optional :family_id that links a code to the refresh-token family it
spawns; it rides onto the redeemed Attesto.AuthorizationCode.Grant
(new :family_id field). Attesto.CodeStore gains an OPTIONAL
reuse-tracking pair: a mark_consumed/2 callback and a third take/1
return value {:error, :consumed, meta}. When a store implements them,
redeem/4 records the spent code's family_id/subject and surfaces a
later replay of that code as {:error, {:reuse, meta}} so the caller can
revoke the descendant family. The addition is purely additive and
fail-safe: a store that does not implement the pair keeps the
{:ok, entry} | :error take/1 contract and a re-presented code stays
{:error, :invalid_grant}, with single-use atomicity unchanged.
	Refresh-token rotation grace for honest retries. Attesto.RefreshToken.rotate/3
now returns the same successor when the just-consumed parent is immediately
retried by the same client, DPoP binding, and narrowed scope within
:rotation_grace_seconds (default 10). Outside that window, or on any
mismatch, reuse still revokes the whole family. Attesto.RefreshStore
entries now carry :consumed_at and :successor, and stores may implement
remember_successor/3 to support the idempotent retry path.
	Attesto.Plug.Authenticate accepts a :credential_from_conn fallback hook
for host-owned credential channels such as first-party cookies. The
Authorization header remains authoritative when present; the callback is
consulted only when no usable header credential exists.
	Attesto.Plug.OAuthError supports transport hooks (:send_error,
:www_authenticate, :no_store) so hosts can preserve their API error
envelope while Attesto owns the OAuth status/challenge semantics.

Changed
	Attesto.AuthorizationRequest.validate/2 - prompt tokens are now validated
against the fixed OIDC set {none, login, consent, select_account}; an unknown
token is a redirectable invalid_request error (OIDC Core §3.1.2.1). The
parsed list is still exposed for the controller, which enforces semantics such
as prompt=none (the OP MUST NOT show UI).
	The former consume/2 callback on Attesto.RefreshStore receives rotation options such as the
claim timestamp and returns consumed records with enough metadata for
retry/reuse decisions. This is the intentional 0.6 store-contract change.

Security
	Closed a JWS signature-malleability gap in the compact-form boundary of
both Attesto.Token.verify/3 and Attesto.IDToken.verify/3. The boundary
previously checked each segment against the base64url alphabet only
(RFC 4648 §5), which accepts a non-canonical final character: the 342-byte
RS256 signature segment is a partial quantum (342 rem 4 == 2) whose last
character carries four unused low-order bits, so several distinct
characters decode to the same signature bytes (RFC 4648 §3.5). JOSE's
liberal decoder normalises such a variant and verifies it, so a tampered
serialization that is not byte-identical to the issuer's token was
accepted. The boundary now requires each segment to round-trip through
Base.url_decode64/2 and Base.url_encode64/2 byte-identically, rejecting
padding, non-alphabet bytes, and non-zero unused trailing bits in one
check, before the token reaches JOSE. Canonical unpadded base64url tokens
are unaffected; the empty signature segment of an alg:none token still
round-trips and is classified :invalid_signature.

[0.5.1]
Added
	Attesto.IDToken - mint and verify OpenID Connect ID Tokens (OIDC Core
1.0 §2), including at_hash/c_hash generation, nonce, and the
client-id audience and generic JWT typ that distinguish an ID Token
from an RFC 9068 access token. Shares the keystore/kid/RS256 path with
Attesto.Token.
	Attesto.AuthorizationRequest - protocol-shape validation for the
authorization endpoint (RFC 6749 §4.1.1, OIDC Core §3.1.2.1, PKCE
§4.3): response_type, client_id, exact-match redirect_uri,
scope/openid detection, and the PKCE parameters.
	Attesto.OpenIDDiscovery - the OpenID Provider Metadata document
(OIDC Discovery 1.0 §3) served from /.well-known/openid-configuration,
built on top of Attesto.Discovery.
	mix check alias running formatting, --warnings-as-errors compile,
property tests, and Credo strict in one command.

Security
	DPoP replay cache: closed a race in the expired-entry re-admission path.
Attesto.DPoP.ReplayCache.check_and_record/2 performed a non-atomic
lookup-then-insert, so at the exact TTL boundary two concurrent callers
could both re-admit a just-expired jti and a proof could be replayed
more than once. Re-admission is now a single atomic compare-and-delete
(:ets.select_delete/2 guarded on expiry) followed by insert_new/2, so
exactly one caller wins and the losers see :replay.
	Token verification now enforces canonical compact-JWS form at its own
boundary. Attesto.Token.verify/3 and Attesto.IDToken.verify/3 reject
any = padding or non-base64url byte in a compact segment before the
token reaches JOSE, refusing to verify a serialization the issuer never
emitted (JOSE's decoder would otherwise tolerantly normalize trailing
padding). Unpadded base64url tokens are unaffected.

Fixed
	Documentation: the authorization-code single-use note now links the
Attesto.CodeStore take/1 callback with the correct callback
reference, clearing a docs-build warning.
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    Contributing

Thank you for contributing to Attesto. Open an issue before a large change so
the intended behavior and compatibility constraints can be agreed first.
Run mix precommit before opening a pull request. Security-sensitive changes
should include regression tests for refusal paths as well as the successful
path.
Contributor credit
Accepted external contributions are credited by GitHub handle and pull request
in the release changelog entry that first includes them. The merge also
preserves Git commit authorship or an appropriate Co-authored-by trailer.
Credit is added when the contribution lands, not while it is still under
review. Security reporters may request anonymous or alternate attribution.
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MIT License

Copyright (c) 2026 Neil Berkman

Permission is hereby granted, free of charge, to any person obtaining a copy
of this software and associated documentation files (the "Software"), to deal
in the Software without restriction, including without limitation the rights
to use, copy, modify, merge, publish, distribute, sublicense, and/or sell
copies of the Software, and to permit persons to whom the Software is
furnished to do so, subject to the following conditions:

The above copyright notice and this permission notice shall be included in all
copies or substantial portions of the Software.

THE SOFTWARE IS PROVIDED "AS IS", WITHOUT WARRANTY OF ANY KIND, EXPRESS OR
IMPLIED, INCLUDING BUT NOT LIMITED TO THE WARRANTIES OF MERCHANTABILITY,
FITNESS FOR A PARTICULAR PURPOSE AND NONINFRINGEMENT. IN NO EVENT SHALL THE
AUTHORS OR COPYRIGHT HOLDERS BE LIABLE FOR ANY CLAIM, DAMAGES OR OTHER
LIABILITY, WHETHER IN AN ACTION OF CONTRACT, TORT OR OTHERWISE, ARISING FROM,
OUT OF OR IN CONNECTION WITH THE SOFTWARE OR THE USE OR OTHER DEALINGS IN THE
SOFTWARE.
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A vendor-neutral OAuth 2.0 / OIDC authorization-server and
resource-server engine.
Attesto implements the parts of OAuth/OIDC that are the same for every
deployment and easy to get subtly wrong - JWT signing and verification
with a trusted, key-bound algorithm and kid-based key selection,
sender-constrained tokens via DPoP (RFC 9449) and mutual-TLS (RFC 8705),
PKCE (RFC 7636), and the scope grant-form algebra. It deliberately does
not implement your identity model, persistence, or authorization policy.
The split
The library is organised around one boundary: protocol versus
policy.
	Protocol (here). Pure, effect-free functions over bytes and
claims. Attesto.Token.mint/2 assembles and signs a claim set;
Attesto.Token.verify/3 validates one. Attesto.DPoP.verify_proof/2
checks a proof. Attesto.MTLS.compute_thumbprint/1 digests a
certificate. None of these read a database, a process dictionary,
or application config.

	Policy (your application). Which scopes exist, who may hold
them, how you persist refresh tokens and authorization codes, how
you audit issuance, and where signing keys come from. You inject
the small, well-typed pieces Attesto needs (a keystore, a scope
catalog, the set of principal kinds) and wrap the pure token
functions with your own effects.


Keeping issuance pure is what lets one issuer and one verifier serve
several principal kinds (a machine client, a human session) at once:
the kinds differ only in a configured claim value, a sub prefix, and
a per-kind required-claim schema, all of which Attesto cross-checks.
Entry points
	Attesto.Config - the immutable configuration a token operation
runs against (issuer, audience, keystore, principal kinds,
lifetime).
	Attesto.Token - issue and verify access tokens.
	Attesto.DPoP / Attesto.MTLS - sender-constraint verification.
	Attesto.Scope - scope grant-form matching.
	Attesto.Keystore - the signing/verification key behaviour.

See the README for the supply/own breakdown and the module docs for
the RFC-level detail behind each check.
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Authorization endpoint request validation (RFC 6749 §4.1.1, OIDC Core
§3.1.2.1, RFC 7636 §4.3).
This module validates the protocol shape of an authorization request that
the transport layer has already parsed out of the query string. It checks the
response_type, the presence of client_id and redirect_uri, the requested
scope (surfacing whether the OpenID Connect openid scope was requested), and
the PKCE parameters (code_challenge + code_challenge_method). It carries
state, nonce, claims, and the optional prompt / max_age / acr_values
parameters through to the normalized result.
It deliberately does NOT:
	authenticate the resource owner or render consent (host policy, performed
in the Phoenix layer);
	decide whether the client_id exists, beyond requiring it to be present;
	issue an authorization code (Attesto.AuthorizationCode.issue/3 does that,
consuming the normalized request this module returns).

It DOES check redirect_uri against the registered set the caller passes in
:registered_redirect_uris by exact string match (RFC 6749 §3.1.2.3, OIDC
Core §3.1.2.1): the registered set is a fact the host supplies, not a policy
decision this module makes. A caller running the RFC 8252 native-app profile
may widen that comparison to the loopback-port exception (§7.3) with
:redirect_uri_matching; see Attesto.RedirectURI.
Error disposition (OIDC Core §3.1.2.6, RFC 6749 §4.1.2.1)
RFC 6749 §4.1.2.1 and OIDC Core §3.1.2.6 split authorization errors into two
classes by where the error may be reported:
	{:error, {:direct, reason}} - the request client_id or redirect_uri
is missing or invalid. The authorization server MUST NOT redirect back to
the supplied URI (it is untrusted); the error is shown directly to the
user agent. Reasons: :invalid_client_id, :missing_redirect_uri,
:invalid_redirect_uri, :redirect_uri_not_registered.

	{:error, {:redirect, error}} - the client_id/redirect_uri pair is
trusted but some other parameter is invalid. The server redirects back to
the validated redirect_uri with an error (and error_description)
query parameter, echoing state when present. The error map carries:
:error (the RFC 6749 §4.1.2.1 code), :error_description,
:redirect_uri, and :state.


The Phoenix layer turns each class into the correct HTTP response; this core
module only classifies.

      


      
        Summary


  
    Types
  


    
      
        error()

      


        The classification of a validation failure (OIDC Core §3.1.2.6).



    


    
      
        redirect_error()

      


        A redirectable authorization error (RFC 6749 §4.1.2.1).



    


    
      
        t()

      


        A normalized, validated authorization request.



    





  
    Functions
  


    
      
        supported_response_modes()

      


        The response modes this authorization-code server accepts (OAuth 2.0 Response
Modes / JARM §2.3): query and the JARM JWT modes. Exposed so the discovery
document advertises exactly what validate/2 enforces.



    


    
      
        validate(params, opts)

      


        Validate a parsed authorization request parameter map (RFC 6749 §4.1.1,
OIDC Core §3.1.2.1, RFC 7636 §4.3).
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      error()



        
          
        

    

  


  

      

          @type error() ::
  {:direct,
   :invalid_client_id
   | :missing_redirect_uri
   | :invalid_redirect_uri
   | :redirect_uri_not_registered}
  | {:redirect, redirect_error()}


      


The classification of a validation failure (OIDC Core §3.1.2.6).

  



  
    
      
    
    
      redirect_error()



        
          
        

    

  


  

      

          @type redirect_error() :: %{
  :error => String.t(),
  :error_description => String.t(),
  :redirect_uri => String.t(),
  :state => String.t() | nil,
  optional(:response_mode) => String.t() | nil,
  optional(:client_id) => String.t()
}


      


A redirectable authorization error (RFC 6749 §4.1.2.1).
Errors raised once the client is trusted (from validate_redirectable/5) also
carry :response_mode (the requested JARM mode, or nil) and :client_id,
so the transport can return the error in the requested response mode
(JARM §2.3); earlier errors omit them.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.AuthorizationRequest{
  acr_values: [String.t()],
  claims: map(),
  client_id: String.t(),
  code_challenge: String.t() | nil,
  code_challenge_method: String.t() | nil,
  dpop_jkt: String.t() | nil,
  max_age: non_neg_integer() | nil,
  nonce: String.t() | nil,
  openid?: boolean(),
  prompt: [String.t()],
  redirect_uri: String.t(),
  resource: [String.t()],
  response_mode: String.t() | nil,
  response_type: String.t(),
  scope: [String.t()],
  state: String.t() | nil
}


      


A normalized, validated authorization request.
The binding fields (client_id, redirect_uri, scope, code_challenge,
code_challenge_method, nonce) line up with the attrs
Attesto.AuthorizationCode.issue/3 consumes.

  


        

      

      
        Functions


        


  
    
      
    
    
      supported_response_modes()



        
          
        

    

  


  

      

          @spec supported_response_modes() :: [String.t()]


      


The response modes this authorization-code server accepts (OAuth 2.0 Response
Modes / JARM §2.3): query and the JARM JWT modes. Exposed so the discovery
document advertises exactly what validate/2 enforces.

  



  
    
      
    
    
      validate(params, opts)



        
          
        

    

  


  

      

          @spec validate(
  map(),
  keyword()
) :: {:ok, t()} | {:error, error()}


      


Validate a parsed authorization request parameter map (RFC 6749 §4.1.1,
OIDC Core §3.1.2.1, RFC 7636 §4.3).
params is a string-keyed map of the authorization request query parameters.
Options
	:registered_redirect_uris (required) - the list of redirect URIs
registered for the client. The request redirect_uri MUST be an exact
string match against one of these (RFC 6749 §3.1.2.3, OIDC Core
§3.1.2.1). An empty list rejects every request with
{:direct, :redirect_uri_not_registered}.

	:redirect_uri_matching (optional, default :exact) - how the request
redirect_uri is compared against :registered_redirect_uris, one of
Attesto.RedirectURI.matching_modes/0. :exact is the RFC 6749
§3.1.2.3 simple string comparison. :exact_allow_loopback_port adds the
RFC 8252 §7.3 exception for native apps, under which a loopback redirect
URI (http://127.0.0.1/... or http://[::1]/..., never
http://localhost/... - §8.3) matches on any port while scheme, host,
path, and query still compare exactly; nothing else is relaxed.
:exact_allow_loopback_port_including_localhost extends that same port
flexibility to the bare localhost name, for native clients that
register a portless localhost callback and bind an ephemeral port; the
name stays a distinct host from the IP literals. Enabling either is a
host decision, incompatible with profiles that mandate exact
redirect-URI matching. An unrecognized value raises ArgumentError.

	:require_nonce (optional, default false) - the host's OP nonce policy.
When true, an OpenID Connect Authentication Request (one whose EFFECTIVE
scope - after any signed request object is merged - carries openid)
with no nonce is rejected with a redirectable invalid_request error
(OIDC Core §3.1.2.1). The openid test runs on the merged request, so a
scope=openid carried only inside a signed request object still triggers
the requirement. A plain OAuth request (no openid scope) is never
nonce-constrained (RFC 6749 keeps code at SHOULD). When false, nonce
stays OPTIONAL and is carried through unenforced.

	:require_pkce (optional, default true) - when true, a request with no
code_challenge is rejected with a redirectable invalid_request error
(RFC 7636 §4.3). When false, an absent code_challenge is permitted and
the validated request carries none. The caller MUST pass false only for a
confidential client: RFC 9700 §2.1.1 keeps PKCE a MUST for public clients.
A code_challenge that IS present is fully enforced (S256, no plain)
regardless of this flag - presence means the client opted into PKCE, so a
downgrade is always rejected.

	:request_object_policy (optional, default %Attesto.RequestObject.Policy{})
	the JAR verification policy for a signed request object (RFC 9101),
threaded into Attesto.RequestObject.verify/3. The default is the generic
OpenID Connect §6.1 baseline (nbf/exp/typ not required). For FAPI 2.0
Message Signing §5.3.1 pass Attesto.RequestObject.Policy.fapi_message_signing/0
and set :request_object_audience to the AS issuer. Has no effect unless a
request object is present.



Returns {:ok, %Attesto.AuthorizationRequest{}} or {:error, error()}, where
error() is classified per the moduledoc.
The client_id / redirect_uri checks run first, because their failure is
non-redirectable (OIDC Core §3.1.2.6): only once a trusted redirect_uri is
established may any further error be reported by redirecting to it.
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OpenID Connect Client-Initiated Backchannel Authentication (CIBA Core 1.0) -
the conn-free core.
CIBA is the device grant's sibling: an asynchronous grant where the client
never redirects the user's browser. The client POSTs a backchannel
authentication request naming the end-user through a hint, the OP
authenticates the user out-of-band on their authentication device, and
the client obtains tokens from the token endpoint with the
"urn:openid:params:grant-type:ciba" grant - by polling (poll
mode) or after an OP → client notification (ping mode).
Like Attesto.DeviceCode, every decision here is data-only: this module
reads no Plug.Conn, no clock except the passed :now, and drives all
state through an Attesto.CIBAStore. The endpoint flow decomposes as:
	Validate - Attesto.CIBA.Request.validate/3 checks the wire
parameters (or the signed authentication request JWT) against the
client's registered CIBA metadata.
	Resolve - the host resolves the request's hint to an end-user
(unknown_user_id / expired_login_hint_token on failure) and verifies
any user_code (missing_user_code / invalid_user_code).
	Issue - issue/4 mints the auth_req_id (256-bit CSPRNG, above the
§7.3 recommended 160 bits; only its hash is stored) and creates the
pending record. The host then starts the out-of-band authentication.
	Decide - approve/4 / deny/3 record the user's decision, returning
the data a ping-mode host needs to deliver the §10.2 notification (which
fires on approval AND denial).
	Redeem - redeem/4 runs the token-endpoint state machine with the
exact §11 error vocabulary (authorization_pending / slow_down /
expired_token / access_denied / invalid_grant), consuming the
request single-use and yielding an Attesto.CIBA.Grant for the host's
usual token-minting path.

Delivery modes
Poll and ping records both enforce the §7.3 minimum token-request interval
frozen into the record at issue time (§10.2: a ping client that polls "must
be treated as if it had been registered to use the Poll mode"). Push mode is
accepted at validation for completeness - the token response would be
delivered by the host over its own transport - but FAPI-CIBA §5.2.1
forbids push mode; a FAPI deployment simply never registers a push client.

      


      
        Summary


  
    Types
  


    
      
        decision()

      


        What approve/4 / deny/3 return: the data the host needs to deliver the
ping-mode notification (CIBA Core §10.2) - an HTTP POST to the client's
registered backchannel_client_notification_endpoint carrying
Authorization: Bearer <client_notification_token> and the JSON body
{"auth_req_id": ...}. client_notification_token is nil for poll mode
(no notification is sent).



    


    
      
        error()

      


        The full CIBA error taxonomy. Backchannel authentication endpoint errors
(§13) come from Attesto.CIBA.Request.validate/3, from the host's hint /
user-code resolution, or from client authentication; token endpoint errors
(§11) come from redeem/4.



    


    
      
        issue_attrs()

      


    


    
      
        issued()

      


        What issue/4 hands back: the §7.3 authentication request acknowledgement.



    


    
      
        redeem_error()

      


    





  
    Functions
  


    
      
        approve(store, auth_req_id, approval, opts \\ [])

      


        Record a successful end-user authentication + consent for a pending
authentication request (CIBA Core §10: the "authentication result is
ready" transition).



    


    
      
        deny(store, auth_req_id, opts \\ [])

      


        Record a denial (the user refused, failed authentication, or the OP denied)
for a pending authentication request: atomic pending → denied, so the
client's next token request receives access_denied (§11).



    


    
      
        error_status(error)

      


        The HTTP status a backchannel authentication endpoint error is rendered
with (CIBA Core §13): 401 for invalid_client, 403 for access_denied,
400 for everything else. Token-endpoint errors (§11) are all 400 per
RFC 6749 §5.2 and do not use this mapping (access_denied is 400 there).



    


    
      
        grant_type()

      


        The CIBA grant type URN (CIBA Core §4 / §10.1), for token-endpoint dispatch
and grant_types_supported metadata.



    


    
      
        issue(store, request, attrs, opts \\ [])

      


        Issue an auth_req_id for a validated authentication request whose hint the
host has resolved to an end-user (CIBA Core §7.3).



    


    
      
        lookup(store, auth_req_id)

      


        Non-consuming lookup of an authentication request, for the
authentication-device UI to show the user what they are approving (client,
scope, binding_message) and for the host to route the flow. Returns
{:error, :invalid_auth_req_id} for malformed input (before any store
call) and :error for an unknown id.



    


    
      
        redeem(store, auth_req_id, params, opts \\ [])

      


        Redeem an auth_req_id at the token endpoint
(grant_type=urn:openid:params:grant-type:ciba), running the CIBA Core §10.1/§11 state
machine.



    


    
      
        validate_request(client, params, opts \\ [])

      


        Validate a backchannel authentication request's wire parameters against the
authenticated client's registered CIBA metadata. See
Attesto.CIBA.Request.validate/3 for the parameter/option contract.



    





      


      
        Types


        


  
    
      
    
    
      decision()



        
          
        

    

  


  

      

          @type decision() :: %{
  client_id: String.t(),
  delivery_mode: Attesto.CIBA.Request.delivery_mode(),
  client_notification_token: String.t() | nil
}


      


What approve/4 / deny/3 return: the data the host needs to deliver the
ping-mode notification (CIBA Core §10.2) - an HTTP POST to the client's
registered backchannel_client_notification_endpoint carrying
Authorization: Bearer <client_notification_token> and the JSON body
{"auth_req_id": ...}. client_notification_token is nil for poll mode
(no notification is sent).

  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  :invalid_request
  | :invalid_scope
  | :expired_login_hint_token
  | :unknown_user_id
  | :unauthorized_client
  | :missing_user_code
  | :invalid_user_code
  | :invalid_binding_message
  | :invalid_client
  | :access_denied
  | :expired_token
  | :authorization_pending
  | :slow_down
  | :invalid_grant


      


The full CIBA error taxonomy. Backchannel authentication endpoint errors
(§13) come from Attesto.CIBA.Request.validate/3, from the host's hint /
user-code resolution, or from client authentication; token endpoint errors
(§11) come from redeem/4.

  



  
    
      
    
    
      issue_attrs()



        
          
        

    

  


  

      

          @type issue_attrs() :: %{
  :subject => String.t(),
  optional(:resource) => [String.t()],
  optional(:dpop_jkt) => String.t() | nil
}


      



  



  
    
      
    
    
      issued()



        
          
        

    

  


  

      

          @type issued() :: %{
  auth_req_id: String.t(),
  expires_in: pos_integer(),
  interval: pos_integer() | nil
}


      


What issue/4 hands back: the §7.3 authentication request acknowledgement.

  



  
    
      
    
    
      redeem_error()



        
          
        

    

  


  

      

          @type redeem_error() ::
  :authorization_pending
  | :slow_down
  | :expired_token
  | :access_denied
  | :unauthorized_client
  | :invalid_grant


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      approve(store, auth_req_id, approval, opts \\ [])



        
          
        

    

  


  

      

          @spec approve(module(), String.t(), map(), keyword()) ::
  {:ok, decision()}
  | {:error,
     :not_found
     | :already_decided
     | :expired
     | :invalid_auth_req_id
     | :invalid_subject
     | :subject_mismatch
     | :invalid_acr
     | :invalid_auth_time
     | :invalid_scope
     | :invalid_claims}


      


Record a successful end-user authentication + consent for a pending
authentication request (CIBA Core §10: the "authentication result is
ready" transition).
approval carries :subject (required - and it MUST be the same end-user
the request was issued for; approving as anyone else fails with
:subject_mismatch, fail-closed), and optionally :acr (the satisfied
Authentication Context Class Reference; FAPI-CIBA §5.2.2 requires returning
acr when the client requested one), :scope (what the user actually
granted), a lossless, string-keyed I-JSON :claims object (persisted claim
numbers are exact-range integers, not floats), and :auth_time (unix
seconds, default :now).
Atomic pending → approved. Returns {:ok, decision} with the ping-mode
notification data (§10.2 - the notification fires on approval and denial
alike), or {:error, reason} (:not_found / :already_decided /
:expired / :invalid_auth_req_id / :invalid_subject /
:subject_mismatch).

  



    

  
    
      
    
    
      deny(store, auth_req_id, opts \\ [])



        
          
        

    

  


  

      

          @spec deny(module(), String.t(), keyword()) ::
  {:ok, decision()}
  | {:error, :not_found | :already_decided | :expired | :invalid_auth_req_id}


      


Record a denial (the user refused, failed authentication, or the OP denied)
for a pending authentication request: atomic pending → denied, so the
client's next token request receives access_denied (§11).
Returns {:ok, decision} with the ping-mode notification data - the §10.2
notification is sent for denials too - or {:error, reason}.

  



  
    
      
    
    
      error_status(error)



        
          
        

    

  


  

      

          @spec error_status(error()) :: 400 | 401 | 403


      


The HTTP status a backchannel authentication endpoint error is rendered
with (CIBA Core §13): 401 for invalid_client, 403 for access_denied,
400 for everything else. Token-endpoint errors (§11) are all 400 per
RFC 6749 §5.2 and do not use this mapping (access_denied is 400 there).

  



  
    
      
    
    
      grant_type()



        
          
        

    

  


  

      

          @spec grant_type() :: String.t()


      


The CIBA grant type URN (CIBA Core §4 / §10.1), for token-endpoint dispatch
and grant_types_supported metadata.

  



    

  
    
      
    
    
      issue(store, request, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(module(), Attesto.CIBA.Request.t(), issue_attrs(), keyword()) ::
  {:ok, issued()}
  | {:error,
     :invalid_subject | :invalid_request | :invalid_resource | :invalid_dpop_jkt}


      


Issue an auth_req_id for a validated authentication request whose hint the
host has resolved to an end-user (CIBA Core §7.3).
attrs carries what only the host knows: :subject (required - §7.1
requires the user to be identified BEFORE the acknowledgement is returned;
a hint that resolves to no user is the host's unknown_user_id), and the
optional :resource (RFC 8707) / :dpop_jkt (RFC 9449 §10 pre-binding).
Options: :expires_in (seconds, default 120 per
FAPI-CIBA's short-lifetime guidance), :max_expires_in (cap applied to the
client's requested_expiry, default 600), :interval (the
§7.3 minimum token-request interval, default 5), and
:now.
Returns {:ok, %{auth_req_id: ..., expires_in: ..., interval: ...}} - the
§7.3 acknowledgement fields. interval is nil for a push-mode request
(there is no token-endpoint polling to pace); the caller omits it from the
JSON response.

  



  
    
      
    
    
      lookup(store, auth_req_id)



        
          
        

    

  


  

      

          @spec lookup(module(), String.t()) ::
  {:ok, map()} | :error | {:error, :invalid_auth_req_id}


      


Non-consuming lookup of an authentication request, for the
authentication-device UI to show the user what they are approving (client,
scope, binding_message) and for the host to route the flow. Returns
{:error, :invalid_auth_req_id} for malformed input (before any store
call) and :error for an unknown id.

  



    

  
    
      
    
    
      redeem(store, auth_req_id, params, opts \\ [])



        
          
        

    

  


  

      

          @spec redeem(module(), String.t(), map(), keyword()) ::
  {:ok, Attesto.CIBA.Grant.t()} | {:error, redeem_error()}


      


Redeem an auth_req_id at the token endpoint
(grant_type=urn:openid:params:grant-type:ciba), running the CIBA Core §10.1/§11 state
machine.
params carries the requesting client's :client_id (matched against the
issue-time binding) and any :dpop_jkt (RFC 9449 holder-of-key, matched
against a pre-bound key). Option: :now.
Returns {:ok, %Attesto.CIBA.Grant{}} once the user has authenticated and
the request is single-use consumed, or {:error, reason} where reason is
the exact §11 code the token endpoint renders verbatim:
	:authorization_pending - the user has not yet been authenticated.
	:slow_down - the client polled faster than the interval it was told
at issuance (the client must add >=5s to its interval, §11).
	:expired_token - the auth_req_id's lifetime elapsed (this wins over
a stale approval).
	:access_denied - the user denied the request (or the OP did).
	:unauthorized_client - the request was registered for push-mode
delivery, which (CIBA Core §11) MUST NOT be redeemed at the token
endpoint; the token comes over the host's push transport instead.
	:invalid_grant - unknown/garbage auth_req_id, a client mismatch
("issued to another Client", §11), DPoP mismatch, or an
already-consumed request.

All record validation - expiry, client binding, DPoP binding, push-mode
rejection, and terminal status - runs on a NON-mutating read BEFORE any
poll-interval throttling. slow_down is a variant of authorization_pending
(§11): it is returned only when the request is genuinely still pending, so it
can never mask an expired, denied, approved, consumed, wrong-client,
wrong-DPoP, or push-mode outcome, and an unauthorized caller can never mutate
another client's throttle state.

  



    

  
    
      
    
    
      validate_request(client, params, opts \\ [])



        
          
        

    

  


  

      

          @spec validate_request(Attesto.CIBA.Request.client(), map(), keyword()) ::
  {:ok, Attesto.CIBA.Request.t()} | {:error, Attesto.CIBA.Request.error()}


      


Validate a backchannel authentication request's wire parameters against the
authenticated client's registered CIBA metadata. See
Attesto.CIBA.Request.validate/3 for the parameter/option contract.
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The validated context a successfully redeemed CIBA authentication request
yields (CIBA Core §10.1).
Attesto.CIBA.redeem/4 returns this once the request's state machine
reaches an approved, unexpired, single-use redemption. The host reads it to
mint the token response through the same issuance path as its other grants:
subject and scope become the tokens' sub and scope, resource
(RFC 8707) the aud, dpop_jkt (when present) the cnf.jkt, and acr /
auth_time the ID Token's authentication-context claims (CIBA Core §10.1:
the ID Token is issued as for a normal OIDC token response; FAPI-CIBA
§5.2.2 requires acr when the client requested one). claims carries
lossless, string-keyed I-JSON host context; persisted claim numbers are
limited to exact-range integers.

      


      
        Summary
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        t()
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          @type t() :: %Attesto.CIBA.Grant{
  acr: String.t() | nil,
  auth_time: non_neg_integer() | nil,
  claims: map(),
  client_id: String.t(),
  dpop_jkt: String.t() | nil,
  resource: [String.t()],
  scope: [String.t()],
  subject: String.t()
}
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A validated CIBA backchannel authentication request (CIBA Core §7.1).
validate/3 runs the request-shape validation of the backchannel
authentication endpoint on the authenticated client's wire parameters:
the scope rules, the exactly-one-hint rule, the delivery-mode-dependent
client_notification_token requirement, binding_message / user_code /
requested_expiry shape checks, and - when the client sends a signed
authentication request (§7.1.1) - JWT verification against the client's
registered JWKS via Attesto.RequestObject.
It is deliberately conn-free and registry-free: client authentication
(invalid_client) and the client's registered CIBA metadata are the host's
concern; the host passes the latter in as the client map. What this module
can NOT decide is anything requiring the resolved end-user - hint resolution
(unknown_user_id, expired_login_hint_token) and user-code verification
(missing_user_code, invalid_user_code) happen in the host between
validate/3 and Attesto.CIBA.issue/4.
Signed authentication requests (§7.1.1, FAPI-CIBA §5.2.2)
When params carries a request JWT it MUST be the only authentication
request parameter - the spec forbids parameters outside the JWT, so any
other key present alongside request is rejected. (Client-authentication
parameters such as client_assertion are allowed on the wire; the caller
strips them before calling validate/3.) The JWT is verified with the
client's registered JWKS and must carry iss (the client_id), aud (the
OP's Issuer Identifier, passed as :issuer), exp, iat, nbf, and
jti - all REQUIRED by §7.1.1. FAPI-CIBA additionally requires that ALL
requests be signed (require_signed_request: true) and bounds the
nbf→exp lifetime to 60 minutes (the :max_request_lifetime_seconds
default).
The JOSE typ header is optional. When present, the verifier accepts the
generic JWT media type and oauth-authz-req+jwt, including their
case-insensitive and application/-prefixed forms; an unrelated type is
rejected.
Each known CIBA authentication-request parameter carried in the signed JWT
(scope, the hints, binding_message, user_code, acr_values,
client_notification_token) MUST be a JSON string per §7.1.1; a non-string
value is rejected as invalid_request rather than coerced. requested_expiry
may be a string or a number.
Replay defense (FAPI-CIBA §5.2.2)
A verified signed request exposes its jti and exp on the returned struct
as request_jti / request_exp (both nil for an unsigned request). The
core does NOT track jti - it is stateless by design - so the host MUST
record each signed request's request_jti for the request's lifetime (until
request_exp) and reject a repeat at the validate/3 boundary. Without
this, a captured signed authentication request can be replayed to start
duplicate CIBA transactions within its lifetime.

      


      
        Summary


  
    Types
  


    
      
        client()

      


        The authenticated client's registered CIBA metadata (CIBA Core §4)



    


    
      
        delivery_mode()

      


    


    
      
        error()

      


    


    
      
        hint()

      


        Which of the three CIBA §7.1 hints the client sent, and its value.



    


    
      
        t()

      


    





  
    Functions
  


    
      
        validate(client, params, opts \\ [])

      


        Validate the wire parameters of a backchannel authentication request for an
authenticated client (CIBA Core §7.1 / §7.1.1).



    





      


      
        Types
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          @type client() :: %{
  :client_id => String.t(),
  :token_delivery_mode => delivery_mode(),
  optional(:jwks) => map() | [map()] | nil,
  optional(:request_signing_alg) => String.t() | nil,
  optional(:user_code_parameter) => boolean()
}


      


The authenticated client's registered CIBA metadata (CIBA Core §4):
	:client_id (required) - the authenticated client.
	:token_delivery_mode (required) - :poll | :ping | :push, the
registered backchannel_token_delivery_mode. A client without one is
not registered for CIBA (unauthorized_client). Note FAPI-CIBA forbids
:push.

	:jwks - the client's registered public keys, required to accept a
signed authentication request.
	:request_signing_alg - the registered
backchannel_authentication_request_signing_alg; when set, a signed
request must use exactly this algorithm.
	:user_code_parameter - the registered
backchannel_user_code_parameter (default false).


  



  
    
      
    
    
      delivery_mode()



        
          
        

    

  


  

      

          @type delivery_mode() :: :poll | :ping | :push


      



  



  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() ::
  :invalid_request
  | :invalid_scope
  | :invalid_binding_message
  | :unauthorized_client


      



  



  
    
      
    
    
      hint()



        
          
        

    

  


  

      

          @type hint() :: {:login_hint | :login_hint_token | :id_token_hint, String.t()}


      


Which of the three CIBA §7.1 hints the client sent, and its value.

  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.CIBA.Request{
  acr_values: [String.t()],
  binding_message: String.t() | nil,
  client_id: String.t(),
  client_notification_token: String.t() | nil,
  delivery_mode: delivery_mode(),
  hint: hint(),
  request_exp: non_neg_integer() | nil,
  request_jti: String.t() | nil,
  requested_expiry: pos_integer() | nil,
  scope: [String.t()],
  signed?: boolean(),
  user_code: String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      validate(client, params, opts \\ [])



        
          
        

    

  


  

      

          @spec validate(client(), map(), keyword()) :: {:ok, t()} | {:error, error()}


      


Validate the wire parameters of a backchannel authentication request for an
authenticated client (CIBA Core §7.1 / §7.1.1).
params is the string-keyed parameter map with any client-authentication
parameters (client_id, client_assertion, ...) already stripped by the
caller. Options:
	:issuer - the OP's Issuer Identifier, the required aud of a signed
authentication request. Required to accept signed requests.
	:require_signed_request - when true, reject a plain-parameter
request (FAPI-CIBA §5.2.2 requires signed requests). Default false.
	:accepted_algs - JOSE algorithms acceptable for signed requests.
Defaults to Attesto.SigningAlg.default_client_algs/0, including legacy
EdDSA only over Ed25519 and RFC 9864 Ed25519, never Ed448. Supplying a
list selects an explicit non-FAPI algorithm policy unless
:enforce_fapi_alg_policy is also true. The client's registered
:request_signing_alg, when set, must be inside this set and becomes the
only accepted algorithm.
	:enforce_fapi_alg_policy - enforce the FAPI RSA modulus and Edwards
curve restrictions in addition to :accepted_algs. Defaults to true
when :accepted_algs is omitted and false when the caller supplies an
explicit algorithm policy. Composed FAPI profiles that narrow the
allowlist must pass true.
	:max_request_lifetime_seconds - bound on a signed request's
nbf→exp lifetime. Default 3600
(FAPI-CIBA §5.2.2's 60 minutes).
	:user_code_supported - whether this OP advertises
backchannel_user_code_parameter_supported. A user_code sent when the
OP or the client's registration does not support it is rejected.
Default false.
	:binding_message_max_length - maximum binding_message length in
graphemes. Default 128.
	:require_binding_message - when true, a request without a
binding_message is rejected with invalid_binding_message (FAPI-CIBA
§5.2.2 requires one when no other unique authorization context exists).
Default false.
	:min_client_notification_token_length - entropy floor for ping/push
client_notification_tokens, as a length lower bound. Default
22 (128 bits base64-encoded).
	:now - unix seconds or DateTime, for signed-request time checks.

Returns {:ok, %Attesto.CIBA.Request{}} or {:error, reason} where
reason is the CIBA §13 error code the endpoint renders: :invalid_request
(malformed/missing parameters, or a signed request that fails verification),
:invalid_scope, :invalid_binding_message, or :unauthorized_client (the
client is not registered for CIBA).

  


        

      


  

  
    
    Attesto.CIBAStore - Attesto v2.0.1
    
    

    


  
  

    
Attesto.CIBAStore behaviour
    



      
Storage seam for the OpenID Connect CIBA grant
(urn:openid:params:grant-type:ciba).
Like Attesto.DeviceCodeStore, a CIBA authentication request is a mutable
record that lives through a small state machine - pending → (approved |
denied) → consumed - while the client polls the token endpoint (poll
mode) or awaits a notification (ping mode) and the end-user authenticates on
their authentication device. Every state transition is security-critical, so
each MUST be a single atomic operation guarded on the current state, never an
app-level read-then-write:
	approve/3 / deny/2 move pending → approved / denied only - an
already-decided or expired request is refused, so the user's decision is
taken exactly once. Both return the transitioned record so the caller
can deliver the ping-mode notification (CIBA Core §10.2 fires on ANY
terminal outcome, approval or denial).
	poll/2 enforces the CIBA Core §7.3 minimum token-request interval as
one atomic conditional update of last_polled_at, returning the record's
current state in the same step (no separate read that could race an
approval). The interval is a property of the stored record - it is the
value the client was told in the authentication response - so poll/2
reads it from the record, not from the caller.
	consume/2 moves approved → consumed only, so an approved
authentication request mints exactly one token family even under
concurrent token requests.

The plaintext auth_req_id is never stored; only its
Attesto.Secret.hash/1.
Record shape
A stored record is a map with:
	:auth_req_id_hash - Attesto.Secret.hash/1 of the auth_req_id (the
lookup key).
	:data - the issue-time context bound to the request: %{client_id, delivery_mode, scope, acr_values, binding_message, client_notification_token, subject, resource, dpop_jkt} - subject is
the hint-resolved end-user the OP set out to authenticate (CIBA Core
§7.1: identified BEFORE the auth_req_id is issued).
	:status - :pending | :approved | :denied | :consumed.

	:subject / :acr / :auth_time - bound at approval: the
authenticated end-user, the Authentication Context Class Reference
satisfied, and the unix time of authentication.
	:granted_scope / :granted_claims - what the user actually authorized
at approval; claims are a portable, recursively string-keyed object using
valid UTF-8 without U+0000 and exact-range integers (nil/absent until
approved).
	:interval - the minimum seconds between accepted polls (0 disables
enforcement; used for records that are consumed server-side).
	:expires_at - absolute expiry, unix seconds.
	:last_polled_at - unix seconds of the last accepted poll, or nil
before the first poll.


      


      
        Summary


  
    Types
  


    
      
        auth_req_id_hash()

      


    


    
      
        entry()

      


        A stored CIBA authentication-request record (see the module docs).



    





  
    Callbacks
  


    
      
        approve(auth_req_id_hash, approval, opts)

      


        Atomically move a pending request to approved, binding the resolved
:subject, :acr, :auth_time, :granted_scope, and :granted_claims.
MUST refuse a request that is not currently pending
({:error, :already_decided}), unknown ({:error, :not_found}), or expired
at opts.now ({:error, :expired} - a decision on an expired request must
not land). Returns the transitioned record. Implement as one guarded
UPDATE ... WHERE status = 'pending' AND expires_at > $now RETURNING.



    


    
      
        consume(auth_req_id_hash, opts)

      


        Atomically move an approved, unexpired request to consumed (single use),
returning the record as it stood. MUST update only when status = 'approved' AND expires_at > opts.now, so a second redemption of the same
auth_req_id (concurrent or sequential) returns :error and a request that
expires between the core's poll-time check and the consume cannot mint.
Implement as one guarded UPDATE ... SET status = 'consumed' WHERE status = 'approved' AND expires_at > $now RETURNING.



    


    
      
        deny(auth_req_id_hash, opts)

      


        Atomically move a pending request to denied, so the client's next token
request receives access_denied. Same guard/return contract as approve/3.



    


    
      
        lookup(auth_req_id_hash)

      


        Non-consuming read of the record for auth_req_id_hash, for the
authentication-device UI to show what the user is approving. Returns
:error when unknown.



    


    
      
        poll(auth_req_id_hash, opts)

      


        Enforce the CIBA Core §7.3 minimum token-request interval and return the
record's current state, in one atomic step. opts carries :now (unix
seconds); the interval comes from the stored record's :interval (it is
the value the client was told, so it must not drift per-call). Returns
{:ok, entry} when the poll is accepted (updating :last_polled_at to
:now), {:error, :slow_down} when the caller polled faster than the
record's interval, or :error when the auth_req_id is unknown. Implement
as one conditional UPDATE ... SET last_polled_at = now WHERE auth_req_id_hash = $1 AND (last_polled_at IS NULL OR last_polled_at <= now - interval) RETURNING, distinguishing unknown from slow_down by a follow-up
existence check (both are non-mint outcomes, so that check is not a race).



    


    
      
        put(entry)

      


        Persist a new pending authentication-request record. The
auth_req_id_hash is the hash of a fresh 256-bit CSPRNG secret, so a key
collision is a CSPRNG-grade impossibility and may raise.
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      auth_req_id_hash()



        
          
        

    

  


  

      

          @type auth_req_id_hash() :: String.t()


      



  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :auth_req_id_hash => auth_req_id_hash(),
  :data => map(),
  :status => :pending | :approved | :denied | :consumed,
  :interval => non_neg_integer(),
  :expires_at => non_neg_integer(),
  optional(:subject) => String.t() | nil,
  optional(:acr) => String.t() | nil,
  optional(:auth_time) => non_neg_integer() | nil,
  optional(:granted_scope) => [String.t()] | nil,
  optional(:granted_claims) => map() | nil,
  optional(:last_polled_at) => non_neg_integer() | nil
}


      


A stored CIBA authentication-request record (see the module docs).
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      approve(auth_req_id_hash, approval, opts)



        
          
        

    

  


  

      

          @callback approve(auth_req_id_hash(), approval :: map(), opts :: map()) ::
  {:ok, entry()} | {:error, :not_found | :already_decided | :expired}


      


Atomically move a pending request to approved, binding the resolved
:subject, :acr, :auth_time, :granted_scope, and :granted_claims.
MUST refuse a request that is not currently pending
({:error, :already_decided}), unknown ({:error, :not_found}), or expired
at opts.now ({:error, :expired} - a decision on an expired request must
not land). Returns the transitioned record. Implement as one guarded
UPDATE ... WHERE status = 'pending' AND expires_at > $now RETURNING.

  



  
    
      
    
    
      consume(auth_req_id_hash, opts)



        
          
        

    

  


  

      

          @callback consume(auth_req_id_hash(), opts :: map()) :: {:ok, entry()} | :error


      


Atomically move an approved, unexpired request to consumed (single use),
returning the record as it stood. MUST update only when status = 'approved' AND expires_at > opts.now, so a second redemption of the same
auth_req_id (concurrent or sequential) returns :error and a request that
expires between the core's poll-time check and the consume cannot mint.
Implement as one guarded UPDATE ... SET status = 'consumed' WHERE status = 'approved' AND expires_at > $now RETURNING.

  



  
    
      
    
    
      deny(auth_req_id_hash, opts)



        
          
        

    

  


  

      

          @callback deny(auth_req_id_hash(), opts :: map()) ::
  {:ok, entry()} | {:error, :not_found | :already_decided | :expired}


      


Atomically move a pending request to denied, so the client's next token
request receives access_denied. Same guard/return contract as approve/3.

  



  
    
      
    
    
      lookup(auth_req_id_hash)



        
          
        

    

  


  

      

          @callback lookup(auth_req_id_hash()) :: {:ok, entry()} | :error


      


Non-consuming read of the record for auth_req_id_hash, for the
authentication-device UI to show what the user is approving. Returns
:error when unknown.

  



  
    
      
    
    
      poll(auth_req_id_hash, opts)



        
          
        

    

  


  

      

          @callback poll(auth_req_id_hash(), opts :: map()) ::
  {:ok, entry()} | {:error, :slow_down} | :error


      


Enforce the CIBA Core §7.3 minimum token-request interval and return the
record's current state, in one atomic step. opts carries :now (unix
seconds); the interval comes from the stored record's :interval (it is
the value the client was told, so it must not drift per-call). Returns
{:ok, entry} when the poll is accepted (updating :last_polled_at to
:now), {:error, :slow_down} when the caller polled faster than the
record's interval, or :error when the auth_req_id is unknown. Implement
as one conditional UPDATE ... SET last_polled_at = now WHERE auth_req_id_hash = $1 AND (last_polled_at IS NULL OR last_polled_at <= now - interval) RETURNING, distinguishing unknown from slow_down by a follow-up
existence check (both are non-mint outcomes, so that check is not a race).

  



  
    
      
    
    
      put(entry)



        
          
        

    

  


  

      

          @callback put(entry()) :: :ok


      


Persist a new pending authentication-request record. The
auth_req_id_hash is the hash of a fresh 256-bit CSPRNG secret, so a key
collision is a CSPRNG-grade impossibility and may raise.

  


        

      


  

  
    
    Attesto.CIBAStore.ETS - Attesto v2.0.1
    
    

    


  
  

    
Attesto.CIBAStore.ETS 
    



      
Single-node ETS implementation of Attesto.CIBAStore.
Authentication-request records live in an ETS table owned by a GenServer.
The state-changing callbacks (approve/3, deny/2, poll/2, consume/2)
run inside GenServer.call/2, so they are serialized through the owner
process - that is how this reference store gets the atomic, single-winner
state transitions Attesto.CIBAStore requires (a production multi-node
deployment uses an Ecto store, whose transitions are single conditional
UPDATE ... RETURNING statements). Reads that do not transition state
(lookup/1) hit the table directly.
Start options
	:sweep_interval_ms (default 30_000) - how often expired rows are
bulk-deleted. Correctness does not depend on sweeping (redeem/4
re-checks expiry); the sweeper only bounds table size.

Wiring
children = [Attesto.CIBAStore.ETS]
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        start_link(opts \\ [])
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      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  


        

      


  

  
    
    Attesto.CNonceStore - Attesto v2.0.1
    
    

    


  
  

    
Attesto.CNonceStore behaviour
    



      
Storage seam for server-issued OID4VCI c_nonces.
A server issues an opaque, time-limited c_nonce from the nonce endpoint and
requires the wallet to echo it in the proof sent to the credential endpoint.
This behaviour is where those nonces live: issue/1 mints one, valid?/1
reports whether a presented nonce is still live (non-consuming, so every proof
in one OID4VCI proofs batch can validate against the shared nonce), and
consume/1 atomically single-uses it (called once per credential request,
after the whole batch verifies, so a captured proof + nonce cannot be replayed
for another credential).
Attesto.CNonceStore.ETS is a ready single-node implementation. A
multi-node deployment implements this over a shared store so a nonce issued
by one node is honoured by another.

      


      
        Summary


  
    Callbacks
  


    
      
        consume(nonce)

      


        Atomically consume nonce so it cannot be used again.



    


    
      
        issue(ttl_seconds)

      


        Mint and store a fresh nonce valid for ttl_seconds.



    


    
      
        valid?(nonce)

      


        Returns true iff nonce was issued by this store and has not expired.
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      consume(nonce)



        
          
        

    

  


  

      

          @callback consume(nonce :: String.t()) :: :ok | {:error, :used | :expired | :unknown}


      


Atomically consume nonce so it cannot be used again.
Returns :ok to the single caller that wins the consume, and an {:error, _}
to everyone else so single-use is enforced (that is what stops a captured proof
from being replayed to mint duplicate credentials; a store that cannot
implement this MUST NOT be used for issuance). The precise error is
best-effort and implementation-dependent: a store that deletes the row on
consume (like Attesto.CNonceStore.ETS) reports {:error, :unknown} for an
already-consumed nonce because it is indistinguishable from one never issued;
a store that records a used_at marker instead can distinguish {:error, :used} from {:error, :expired}/{:error, :unknown}. Callers MUST treat any
{:error, _} as "not consumable" and fail closed.

  



  
    
      
    
    
      issue(ttl_seconds)



        
          
        

    

  


  

      

          @callback issue(ttl_seconds :: pos_integer()) :: String.t()


      


Mint and store a fresh nonce valid for ttl_seconds.

  



  
    
      
    
    
      valid?(nonce)



        
          
        

    

  


  

      

          @callback valid?(nonce :: String.t()) :: boolean()


      


Returns true iff nonce was issued by this store and has not expired.

  


        

      


  

  
    
    Attesto.CNonceStore.ETS - Attesto v2.0.1
    
    

    


  
  

    
Attesto.CNonceStore.ETS 
    



      
Single-node ETS implementation of Attesto.CNonceStore.
Nonces are random 128-bit base64url strings held in a public ETS table
owned by a GenServer that sweeps expired entries. Validation (valid?/1) is
non-consuming, so a c_nonce may be used by several proofs in one batch;
consume/1 atomically single-uses it (via :ets.take/2) once per request.
This is a per-node store; a multi-node deployment MUST back
Attesto.CNonceStore with a shared store. Like the other ETS stores it
refuses to boot on a clustered BEAM unless multi_node_acknowledged?: true.
Start options: :sweep_interval_ms (default 30_000),
:multi_node_acknowledged? (default false).
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        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])
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      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Attesto.Claims 
    



      
Shared mechanics for portable persisted claims, claim-key normalization,
and registered-claim merging.
Protocol modules retain ownership of their registered-claim policy. This
module defines the lossless persisted-JSON boundary used by grant stores and
makes map-key handling explicit before claims are serialized or merged.
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    Types
  


    
      
        atom_policy()

      


    


    
      
        audience_mode()

      


    


    
      
        normalize_error()

      


    





  
    Functions
  


    
      
        audience_matches?(aud, expected, arg3)

      


        Compare an audience claim with an expected audience under an explicit
protocol mode.



    


    
      
        merge_registered(extra, registered, opts \\ [])

      


        Merge caller-supplied claims into authoritative registered claims.



    


    
      
        normalize_keys(map, opts \\ [])

      


        Normalize the keys in map to JSON member-name binaries.



    


    
      
        portable_json_object?(value)

      


        Return whether value is a portable, lossless JSON object for persisted
grant context.



    


    
      
        typ_matches?(typ, accepted, opts)

      


        Match a JOSE typ value against an explicit accepted set using the
RFC 7515 application/ bare-subtype convention.
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          @type atom_policy() :: :reject | :convert


      



  



  
    
      
    
    
      audience_mode()



        
          
        

    

  


  

      

          @type audience_mode() :: :scalar_only | :array | :single_element | :all_array_members


      



  



  
    
      
    
    
      normalize_error()



        
          
        

    

  


  

      

          @type normalize_error() :: {:invalid_key, term()} | :invalid_atom_policy
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      audience_matches?(aud, expected, arg3)



        
          
        

    

  


  

      

          @spec audience_matches?(term(), term(), audience_mode()) :: boolean()


      


Compare an audience claim with an expected audience under an explicit
protocol mode.
The caller must select the mode because audience forms are protocol policy,
not a single shared rule:
	:scalar_only accepts only a binary claim.
	:array accepts a binary claim or a non-empty all-binary array with
intersection semantics.
	:single_element accepts a scalar or exactly [expected].
	:all_array_members requires every member of an array to be expected.

This is a value-level predicate; callers retain responsibility for error
mapping and any surrounding claim validation.

  



    

  
    
      
    
    
      merge_registered(extra, registered, opts \\ [])



        
          
        

    

  


  

      

          @spec merge_registered(map(), map(), keyword()) ::
  {:ok, map()} | {:error, normalize_error() | :reserved_claim_conflict}


      


Merge caller-supplied claims into authoritative registered claims.
The caller map is normalized first. Keys in reserved are rejected before
the merge; by default every key already present in registered is reserved.
atom_keys is passed to normalize_keys/2 as its :atoms policy.

  



    

  
    
      
    
    
      normalize_keys(map, opts \\ [])



        
          
        

    

  


  

      

          @spec normalize_keys(
  map(),
  keyword()
) :: {:ok, map()} | {:error, normalize_error()}


      


Normalize the keys in map to JSON member-name binaries.
With atoms: :reject (the default), every key must already be a binary.
With atoms: :convert, atom keys are converted with Atom.to_string/1;
all other non-binary keys are rejected.

  



  
    
      
    
    
      portable_json_object?(value)



        
          
        

    

  


  

      

          @spec portable_json_object?(term()) :: boolean()


      


Return whether value is a portable, lossless JSON object for persisted
grant context.
Objects must have string keys and values must be the lossless I-JSON subset:
strings, booleans, nil, exact-range integers, arrays, or nested objects.
Floats are rejected because JSONB can canonicalize them, and integers are
limited to -(2^53)+1 .. (2^53)-1 (RFC 7493 §2.2). Strings must be valid
UTF-8 and cannot contain U+0000, which PostgreSQL JSONB cannot store.
Other Elixir atoms (including atom keys), tuples, structs, PIDs, references,
and other VM terms are rejected. This predicate deliberately does not
normalize or copy values, so callers can use it before persisting a context
that must round-trip unchanged. Composite nesting depth is capped at 64,
counting the root object as depth 1, to keep JSONB operations within
PostgreSQL's stack limits.

  



  
    
      
    
    
      typ_matches?(typ, accepted, opts)



        
          
        

    

  


  

      

          @spec typ_matches?(term(), [String.t() | nil], keyword()) :: boolean()


      


Match a JOSE typ value against an explicit accepted set using the
RFC 7515 application/ bare-subtype convention.
The normalization option is intentionally required. Callers with exact or
otherwise protocol-specific type rules must keep those rules local.
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Attesto.ClientAssertion 
    



      
private_key_jwt client authentication verification (RFC 7523 / OIDC Core).
The host owns client registration and key storage. This module only verifies
a compact client assertion against trusted client JWKs supplied by the host
and checks the standard claims:
	iss and sub equal the OAuth client_id
	aud contains the expected token endpoint/audience
	exp is in the future
	iat, when present, is not meaningfully in the future
	jti is present for replay tracking by the caller

The JOSE algorithm is resolved from the trusted JWK's alg member when
present, otherwise from the key shape. It is never accepted just because the
presented JWT header names it.

      


      
        Summary


  
    Types
  


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        assertion_type()

      


        The required client_assertion_type value for private_key_jwt.



    


    
      
        peek_client_id(assertion)

      


        Peek iss from an assertion without trusting it.



    


    
      
        verify(assertion, client_id, expected_audience, trusted_jwks, opts \\ [])

      


        Verify a client assertion against the client's trusted JWK Set.



    





      


      
        Types


        


  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_assertion
  | :invalid_signature
  | :invalid_client_id
  | :invalid_audience
  | :expired
  | :not_yet_valid
  | :missing_jti
  | :unsupported_critical_header


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  max_lifetime: pos_integer(),
  accepted_algs: [Attesto.SigningAlg.alg()],
  enforce_fapi_alg_policy: boolean()
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      assertion_type()



        
          
        

    

  


  

      

          @spec assertion_type() :: String.t()


      


The required client_assertion_type value for private_key_jwt.

  



  
    
      
    
    
      peek_client_id(assertion)



        
          
        

    

  


  

      

          @spec peek_client_id(String.t()) :: {:ok, String.t()} | {:error, :invalid_assertion}


      


Peek iss from an assertion without trusting it.

  



    

  
    
      
    
    
      verify(assertion, client_id, expected_audience, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(
  String.t(),
  String.t(),
  String.t() | [String.t()],
  map() | [map()] | map(),
  verify_opts()
) ::
  {:ok, map()} | {:error, verify_error()}


      


Verify a client assertion against the client's trusted JWK Set.
trusted_jwks may be an RFC 7517 JWK Set (%{"keys" => [...]}), a single
public JWK map, or a list of public JWK maps.
Opts:
	:accepted_algs - the JOSE algorithms a candidate trusted key may use.
Defaults to SigningAlg.fapi_algs/0 (PS256, ES256, EdDSA over Ed25519,
and explicit Ed25519). Supplying a list selects an explicit non-FAPI
algorithm policy unless :enforce_fapi_alg_policy is also true.
	:enforce_fapi_alg_policy - enforce the FAPI RSA modulus and Edwards
curve restrictions in addition to :accepted_algs. Defaults to true
when :accepted_algs is omitted and false when the caller supplies an
explicit algorithm policy. Composed FAPI profiles that narrow the
allowlist must pass true.
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Attesto.ClientIdMetadata 
    



      
Client ID Metadata Documents - CIMD
(draft-ietf-oauth-client-id-metadata-document-01, IETF OAuth WG).
CIMD lets a client identify itself with no prior registration by using an
HTTPS URL as its client_id. The authorization server dereferences that URL
to fetch a JSON client metadata document - the RFC 7591 Dynamic Client
Registration metadata field set - and uses it as the client.
This module is the pure, conn-free, HTTP-free half of that feature: it
decides whether a client_id is a CIMD URL (client_id_url?/1), validates
the URL against the draft §2 grammar (validate_client_id/1), and validates a
fetched document against the draft §2 content rules, normalizing it into the
client shape attesto's resolution expects (validate_document/2). The
load-bearing network half - the SSRF-guarded GET, redirect refusal, size cap,
and caching - lives in the Phoenix layer; this module never touches a socket
and pulls in no dependencies, the same discipline as
Attesto.AuthorizationRequest.
URL grammar (draft §2)
A CIMD client_id MUST:
	use the https scheme;
	have a path component;
	NOT contain a fragment;
	NOT contain userinfo (a user:password@ component);
	NOT contain single-dot (.) or double-dot (..) path segments.

Ports are allowed; a query is discouraged but allowed. A client_id that is
not a binary, or does not parse as a URL, is not a CIMD client_id - it is an
opaque identifier the host resolves through its own registry.
Document content (draft §2)
The fetched document's fields are the OAuth Dynamic Client Registration
Metadata registry values (RFC 7591 §2). On top of that field set the draft
requires:
	a client_id member equal to the URL by simple string comparison
(mismatch -> {:error, :client_id_mismatch});
	NO shared symmetric secret: client_secret / client_secret_expires_at
MUST NOT be present ({:error, :symmetric_secret}), and
token_endpoint_auth_method MUST NOT be one of client_secret_basic,
client_secret_post, or client_secret_jwt
({:error, :symmetric_auth_method}) - a CIMD client authenticates as a
public client (none + PKCE) or with private_key_jwt.

RFC 9700 requires registered redirect URIs, so a CIMD document MUST carry a
non-empty redirect_uris array of strings
({:error, :invalid_redirect_uris} otherwise).
Normalized client shape
validate_document/2 returns a string-keyed map carrying the RFC 7591 §2
client-metadata members the document supplied (client_id, redirect_uris,
and any of grant_types, response_types, scope, jwks, jwks_uri,
client_name, client_uri, logo_uri, token_endpoint_auth_method,
contacts). The shape matches the validated metadata the RFC 7591
registration path persists, so a CIMD client is consumed downstream (scope
resolution, redirect match, JARM, DPoP) exactly like a registered one. Absent
members are omitted rather than rendered as nil; an out-of-shape member
(e.g. a redirect_uris that is not a list of strings) is a validation error,
never silently dropped.

      


      
        Summary


  
    Types
  


    
      
        document_error()

      


        A reason a fetched document fails the draft §2 content rules.



    


    
      
        url_error()

      


        A reason a client_id URL fails the draft §2 grammar.



    





  
    Functions
  


    
      
        client_id_url?(value)

      


        Returns true iff value is a CIMD client_id: a binary that parses as an
HTTPS URL satisfying the draft §2 grammar (a path, and no fragment, userinfo,
or single-/double-dot path segments).



    


    
      
        validate_client_id(client_id)

      


        Validate a client_id against the CIMD URL grammar
(draft-ietf-oauth-client-id-metadata-document-01 §2).



    


    
      
        validate_document(client_id, doc)

      


        Validate a fetched client metadata document against the draft §2 content
rules and normalize it into attesto's client shape.



    





      


      
        Types


        


  
    
      
    
    
      document_error()



        
          
        

    

  


  

      

          @type document_error() ::
  :client_id_mismatch
  | :symmetric_secret
  | :symmetric_auth_method
  | :invalid_redirect_uris
  | :invalid_metadata


      


A reason a fetched document fails the draft §2 content rules.

  



  
    
      
    
    
      url_error()



        
          
        

    

  


  

      

          @type url_error() ::
  :not_a_url
  | :not_https
  | :no_path
  | :has_fragment
  | :has_userinfo
  | :dot_segments


      


A reason a client_id URL fails the draft §2 grammar.

  


        

      

      
        Functions


        


  
    
      
    
    
      client_id_url?(value)



        
          
        

    

  


  

      

          @spec client_id_url?(term()) :: boolean()


      


Returns true iff value is a CIMD client_id: a binary that parses as an
HTTPS URL satisfying the draft §2 grammar (a path, and no fragment, userinfo,
or single-/double-dot path segments).
This is the fast, allocation-light predicate the resolver uses to decide
whether a client_id is a CIMD URL before any network work; a client_id
that is not a binary, or fails the grammar, returns false. For the specific
failure reason use validate_client_id/1.

  



  
    
      
    
    
      validate_client_id(client_id)



        
          
        

    

  


  

      

          @spec validate_client_id(String.t()) :: {:ok, URI.t()} | {:error, url_error()}


      


Validate a client_id against the CIMD URL grammar
(draft-ietf-oauth-client-id-metadata-document-01 §2).
Returns {:ok, %URI{}} for a well-formed CIMD client_id, or
{:error, reason} for the first rule it violates:
	:not_a_url - not parseable as a URL with a host;
	:not_https - the scheme is not https;
	:no_path - no path component (or a bare / with nothing after it);
	:has_fragment - a fragment is present;
	:has_userinfo - a user:password@ userinfo component is present;
	:dot_segments - the path contains a single-dot (.) or double-dot
(..) segment.

The checks run in that order, so the returned reason is the first the URL
fails. A query is permitted (discouraged by the draft, not rejected here).

  



  
    
      
    
    
      validate_document(client_id, doc)



        
          
        

    

  


  

      

          @spec validate_document(String.t(), map()) ::
  {:ok, map()} | {:error, document_error()}


      


Validate a fetched client metadata document against the draft §2 content
rules and normalize it into attesto's client shape.
client_id is the URL the document was fetched from (already validated by
validate_client_id/1); doc is the decoded JSON object. Returns
{:ok, metadata} - a string-keyed map carrying the validated, normalized
RFC 7591 §2 metadata members - or {:error, reason}:
	:client_id_mismatch - doc["client_id"] is not equal to client_id by
simple string comparison (draft §2);
	:symmetric_secret - client_secret or client_secret_expires_at is
present (draft §2: no shared symmetric secret);
	:symmetric_auth_method - token_endpoint_auth_method is one of
client_secret_basic, client_secret_post, or client_secret_jwt
(draft §2);
	:invalid_redirect_uris - redirect_uris is absent, empty, or not a list
of strings (RFC 9700 requires registered redirect URIs);
	:invalid_metadata - a carried-through member is present with the wrong
shape (e.g. a non-string scope, or a grant_types that is not a list of
strings).

The returned map always carries client_id and redirect_uris; any of the
other RFC 7591 §2 members the document supplied
(grant_types, response_types, scope, jwks, jwks_uri, client_name,
client_uri, logo_uri, token_endpoint_auth_method, contacts) are
carried through, and absent members are omitted.
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Attesto.Cose 
    



      
Minimal COSE helpers for ISO 18013-5 issuer authentication.
This slice supports COSE_Sign1 with ES256 and EC2 P-256 COSE_Key
conversion. It intentionally does not implement general-purpose COSE.

      


      
        Summary


  
    Types
  


    
      
        verify_error()

      


    





  
    Functions
  


    
      
        cose_to_key(arg1)

      


        Convert an EC2 P-256 COSE_Key map to a public JWK map.



    


    
      
        key_to_cose(public_jwk)

      


        Convert an EC P-256 public JWK to an EC2 P-256 COSE_Key map.



    


    
      
        sign1(pem, payload_bstr, opts)

      


        Sign payload_bstr as an ES256 COSE_Sign1 and return its CBOR bytes.



    


    
      
        sign1_detached(pem, external_payload, opts)

      


        Sign external_payload as an ES256 COSE_Sign1 with a detached
(null) payload and return its CBOR bytes.



    


    
      
        verify1(cose_sign1_bytes, jwk_or_pem, opts)

      


        Verify an ES256 COSE_Sign1 against a supplied public JWK or PEM.



    


    
      
        verify1_detached(cose_sign1_bytes, external_payload, jwk_or_pem, opts)

      


        Verify an ES256 COSE_Sign1 with a detached (null) payload against
external_payload, supplied out of band by the caller.



    





      


      
        Types


        


  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_cose | :invalid_key | :invalid_signature | :unsupported_algorithm


      



  


        

      

      
        Functions


        


  
    
      
    
    
      cose_to_key(arg1)



        
          
        

    

  


  

      

          @spec cose_to_key(map()) :: map()


      


Convert an EC2 P-256 COSE_Key map to a public JWK map.

  



  
    
      
    
    
      key_to_cose(public_jwk)



        
          
        

    

  


  

      

          @spec key_to_cose(JOSE.JWK.t() | map()) :: map()


      


Convert an EC P-256 public JWK to an EC2 P-256 COSE_Key map.

  



  
    
      
    
    
      sign1(pem, payload_bstr, opts)



        
          
        

    

  


  

      

          @spec sign1(String.t(), binary(), keyword()) :: binary()


      


Sign payload_bstr as an ES256 COSE_Sign1 and return its CBOR bytes.
:x5chain may contain issuer-certificate DER binaries. Certificate-chain
validation is outside this slice; the chain is carried in unprotected
header label 33 for a verifier that implements that policy.

  



  
    
      
    
    
      sign1_detached(pem, external_payload, opts)



        
          
        

    

  


  

      

          @spec sign1_detached(String.t(), binary(), keyword()) :: binary()


      


Sign external_payload as an ES256 COSE_Sign1 with a detached
(null) payload and return its CBOR bytes.
ISO 18013-5 DeviceSignature transmits its payload as null; the
actual signed content (e.g. DeviceAuthenticationBytes) is
reconstructed by both parties from context instead of being carried
on the wire.

  



  
    
      
    
    
      verify1(cose_sign1_bytes, jwk_or_pem, opts)



        
          
        

    

  


  

      

          @spec verify1(binary(), JOSE.JWK.t() | map() | String.t(), keyword()) ::
  {:ok, binary()} | {:error, verify_error()}


      


Verify an ES256 COSE_Sign1 against a supplied public JWK or PEM.
Returns the signed payload byte string without decoding it.

  



  
    
      
    
    
      verify1_detached(cose_sign1_bytes, external_payload, jwk_or_pem, opts)



        
          
        

    

  


  

      

          @spec verify1_detached(
  binary(),
  binary(),
  JOSE.JWK.t() | map() | String.t(),
  keyword()
) ::
  :ok | {:error, verify_error()}


      


Verify an ES256 COSE_Sign1 with a detached (null) payload against
external_payload, supplied out of band by the caller.
Returns :ok on success, since (unlike verify1/3) there is no
embedded payload to hand back.
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Attesto.CredentialIssuerMetadata 
    



      
OID4VCI Credential Issuer Metadata
(draft-ietf-oauth-openid4vci §11.2).
Build the JSON document a wallet fetches from
/.well-known/openid-credential-issuer to discover the Credential Issuer's
credential endpoint, supported credential configurations, and optional
issuance capabilities.
This module is the pure, conn-free, HTTP-free half of that endpoint. It
returns a string-keyed map ready to serialise as JSON; serving the document
is the host's concern. Nil values are omitted so the document advertises
only capabilities the host provides. Unknown options and unknown fields in
credential configurations are ignored.
signed/2 produces the optional signed JWT representation of the document
(OID4VCI §11.2.2), served when a wallet requests Accept: application/jwt.

      


      
        Summary


  
    Functions
  


    
      
        build(opts)

      


        Build the OID4VCI Credential Issuer Metadata document.



    


    
      
        signed(metadata, opts)

      


        Represent a metadata document as a signed JWT (OID4VCI §11.2.2).



    





      


      
        Functions


        


  
    
      
    
    
      build(opts)



        
          
        

    

  


  

      

          @spec build(keyword()) :: %{required(String.t()) => term()}


      


Build the OID4VCI Credential Issuer Metadata document.
Required options:
	:credential_issuer - the Credential Issuer Identifier URL.
	:credential_endpoint - the URL of the credential endpoint.
	:credential_configurations_supported - a non-empty map from
credential-configuration IDs to configuration maps.

Optional options are :authorization_servers, :nonce_endpoint,
:deferred_credential_endpoint, :notification_endpoint,
:credential_response_encryption, :batch_credential_issuance, and
:display. Each is included only when supplied with a non-nil value.
Configuration maps are normalized to the supported OID4VCI members and
their nil values are omitted. A format is required for every
configuration. vct is additionally required for vc+sd-jwt and
dc+sd-jwt configurations.

  



  
    
      
    
    
      signed(metadata, opts)



        
          
        

    

  


  

      

          @spec signed(
  %{required(String.t()) => term()},
  keyword()
) :: String.t()


      


Represent a metadata document as a signed JWT (OID4VCI §11.2.2).
Served when a wallet requests signed metadata with Accept: application/jwt.
The header carries typ: openidvci-issuer-metadata+jwt and the issuer's public
signing key as jwk, so the wallet verifies the signature without a separate
key lookup. The claims are the document's members plus iss/sub (the
Credential Issuer Identifier) and iat.
metadata is a document from build/1. Exactly one of :pem or :keystore
is required; optional :now overrides the iat clock (unix seconds).
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Attesto.CredentialOffer 
    



      
OID4VCI Credential Offer (draft-ietf-oauth-openid4vci §4.1).
Build the string-keyed Credential Offer object and its by-value or
by-reference openid-credential-offer:// deep-link forms. This module is
pure and conn-free; fetching a referenced offer is the wallet's concern.

      


      
        Summary


  
    Functions
  


    
      
        build(opts)

      


        Build an OID4VCI Credential Offer object.



    


    
      
        deep_link(offer, opts \\ [])

      


        Build a by-value openid-credential-offer:// deep link.



    


    
      
        deep_link_by_reference(uri, opts \\ [])

      


        Build a by-reference openid-credential-offer:// deep link.



    


    
      
        store_by_reference(store, offer, opts \\ [])

      


        Store offer for by-reference retrieval and return the freshly generated,
unguessable id to embed in its credential_offer_uri.



    


    
      
        to_query_value(offer)

      


        JSON-encode an offer for the credential_offer query parameter.



    





      


      
        Functions


        


  
    
      
    
    
      build(opts)



        
          
        

    

  


  

      

          @spec build(keyword()) :: %{required(String.t()) => term()}


      


Build an OID4VCI Credential Offer object.
The required :credential_issuer and :credential_configuration_ids
options are validated and normalized into a JSON-ready map. When supplied,
:grants is normalized to the two OID4VCI grant types supported here:
authorization_code and pre-authorized_code.

  



    

  
    
      
    
    
      deep_link(offer, opts \\ [])



        
          
        

    

  


  

      

          @spec deep_link(
  map(),
  keyword()
) :: String.t()


      


Build a by-value openid-credential-offer:// deep link.

  



    

  
    
      
    
    
      deep_link_by_reference(uri, opts \\ [])



        
          
        

    

  


  

      

          @spec deep_link_by_reference(
  String.t(),
  keyword()
) :: String.t()


      


Build a by-reference openid-credential-offer:// deep link.

  



    

  
    
      
    
    
      store_by_reference(store, offer, opts \\ [])



        
          
        

    

  


  

      

          @spec store_by_reference(module(), map(), keyword()) :: {:ok, String.t()}


      


Store offer for by-reference retrieval and return the freshly generated,
unguessable id to embed in its credential_offer_uri.
The id is the ONLY thing protecting a by-reference offer: the offer endpoint
is unauthenticated by design (OID4VCI §4.1.3, the wallet dereferences it
before it has any token), and a pre-authorized offer embeds a redeemable
pre-authorized_code. A guessable id therefore lets an attacker enumerate the
offer endpoint, read a victim's offer, and redeem its code first. This
function is the blessed creation path: it generates the id here with
Attesto.Secret.generate/0 (256-bit CSPRNG), so a host cannot substitute a
weak one. It mirrors Attesto.PresentationSession.create/3, which owns its
session-id entropy the same way. Callers MUST use this rather than calling the
store's put/1 with a self-chosen id.
Options:
	:ttl — lifetime in seconds (default 300).

Returns {:ok, id}; build the retrieval URL from id and pass that URL to
deep_link_by_reference/2.

  



  
    
      
    
    
      to_query_value(offer)



        
          
        

    

  


  

      

          @spec to_query_value(map()) :: String.t()


      


JSON-encode an offer for the credential_offer query parameter.
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Attesto.CredentialOfferStore behaviour
    



      
Storage seam for by-reference OID4VCI credential offers.
An issuer stores a credential offer under an opaque id and gives the wallet
a URI containing that id. The wallet retrieves the offer through fetch/1.
Retrieval is non-consuming: the pre-authorized code inside the offer is the
single-use gate for the issuance flow.
The id is a capability — do not choose it yourself
The offer endpoint is unauthenticated (the wallet dereferences the
credential_offer_uri before it holds any token), and a pre-authorized offer
embeds a redeemable pre-authorized_code. The id is the ONLY thing standing
between an attacker and that code: a guessable id lets them enumerate the
endpoint and redeem a victim's offer. Create offers through
Attesto.CredentialOffer.store_by_reference/3, which generates a 256-bit
CSPRNG id and calls put/1 for you. Never call put/1 with a self-chosen or
low-entropy id.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    





  
    Callbacks
  


    
      
        fetch(id)

      


        Fetch a live offer without consuming it, or return :error.



    


    
      
        put(entry)

      


        Persist a credential-offer record.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{id: String.t(), offer: map(), expires_at: integer()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      fetch(id)



        
          
        

    

  


  

      

          @callback fetch(id :: String.t()) :: {:ok, map()} | :error


      


Fetch a live offer without consuming it, or return :error.

  



  
    
      
    
    
      put(entry)



        
          
        

    

  


  

      

          @callback put(entry()) :: :ok


      


Persist a credential-offer record.
The :id MUST be an unguessable, high-entropy value. Use
Attesto.CredentialOffer.store_by_reference/3 rather than calling this
directly — it generates the id so a weak one can't slip in.
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Attesto.CredentialOfferStore.ETS 
    



      
Single-node ETS implementation of Attesto.CredentialOfferStore.
Credential offers live in a :protected ETS table owned by a GenServer
that sweeps expired rows on a fixed interval. Writes (put/1, sweeping) run
in the owner process; fetch/1 reads directly, is non-consuming, and returns
an offer only while its expiry is strictly in the future.
This is a per-node store; a multi-node deployment MUST back
Attesto.CredentialOfferStore with a shared store. Like the other ETS
stores it refuses to boot on a clustered BEAM unless
multi_node_acknowledged?: true.
Start options: :sweep_interval_ms (default 30_000),
:multi_node_acknowledged? (default false).

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Attesto.CredentialProof 
    



      
OID4VCI credential-request key proof of type jwt
(draft-ietf-oauth-openid4vci §8.2.1.1).
When a wallet asks the credential endpoint for a credential, it proves
possession of the key the issued credential will be bound to (its cnf) with
a proof object {"proof_type": "jwt", "jwt": <JWS>}. The proof JWS is typed
openid4vci-proof+jwt; its header carries the holder's public key (as jwk);
its payload carries:
	aud - the Credential Issuer Identifier (this issuer). REQUIRED.
	iat - issuance time. REQUIRED, and must be fresh.
	nonce - the c_nonce the issuer previously handed out, when it did.
	iss - the client_id, for the authorized code flow.

verify_jwt/2 validates the proof and returns the holder public JWK (and its
RFC 7638 thumbprint) so the caller binds the credential to it via cnf.
This is the issuance-time sibling of Attesto.DPoP / Attesto.SdJwt's Key
Binding JWT: same "prove you hold this key" shape, different claim set.
Conn-free and fail-closed.
Optional key attestation cross-check
A Wallet MAY additionally carry a key attestation (Attesto.KeyAttestation)
in the proof's key_attestation JOSE header, vouching that the proof's
jwk is held in attested secure storage (OID4VCI Appendix D). This is
off by default - passing neither :key_attestation_trusted_jwks nor
:require_key_attestation reproduces the exact behavior of every prior
release. Supplying :key_attestation_trusted_jwks opts a caller into
verifying a present key_attestation header and rejecting a proof whose
key is not among its attested_keys; :require_key_attestation additionally
rejects a proof that carries no key_attestation header at all.
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        verify_error()

      


    





  
    Functions
  


    
      
        verify_jwt(proof, opts)

      


        Verify a jwt credential-request key proof.
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          @type verified() :: %{
  jwk: map(),
  jkt: String.t(),
  key_attestation: Attesto.KeyAttestation.verified() | nil
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_proof
  | :invalid_typ
  | :invalid_alg
  | :missing_jwk
  | :invalid_jwk
  | :invalid_signature
  | :invalid_audience
  | :invalid_nonce
  | :invalid_iat
  | :invalid_issuer
  | :missing_key_attestation
  | :invalid_key_attestation
  | :key_not_attested


      



  


        

      

      
        Functions


        


  
    
      
    
    
      verify_jwt(proof, opts)



        
          
        

    

  


  

      

          @spec verify_jwt(
  String.t(),
  keyword()
) :: {:ok, verified()} | {:error, verify_error()}


      


Verify a jwt credential-request key proof.
Required opts:
	:issuer - the Credential Issuer Identifier the proof's aud must equal.

Optional opts:
	:nonce - the expected c_nonce. When set, the proof MUST carry a
matching nonce; when omitted, no nonce is required (issuers that do
not use c_nonce).
	:client_id - when set, the proof's iss MUST equal it.
	:now - clock reference (DateTime or unix seconds).
	:max_age_seconds - how far in the past iat may be. Default
300.
	:accepted_algs - JWS algorithms accepted. Defaults to
Attesto.SigningAlg.fapi_algs/0.
	:key_attestation_trusted_jwks - opts into verifying a key_attestation
JOSE header (see "Optional key attestation cross-check" above) against
these trusted keys and rejecting a proof whose key is not among the
attestation's attested_keys. Omitted (the default), no such header is
looked at.
	:require_key_attestation - when true, a proof with no key_attestation
header is rejected. Only meaningful alongside
:key_attestation_trusted_jwks; defaults to false.

Returns {:ok, %{jwk: holder_public_jwk, jkt: thumbprint, key_attestation: verified_attestation_or_nil}}. key_attestation is nil unless
:key_attestation_trusted_jwks was supplied and a key_attestation header
was present and verified.
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OID4VCI Credential Request (draft-ietf-oauth-openid4vci §8.2).
Parse and validate the decoded JSON object a wallet posts to a credential
endpoint. This module is pure and conn-free; proof verification and
credential issuance are the caller's concern.
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    Functions
  


    
      
        parse(request, opts \\ [])

      


        Parse an OID4VCI Credential Request.
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          @type parsed() :: %{
  selector: selector(),
  proofs: [proof()],
  response_encryption: map() | nil
}


      



  



  
    
      
    
    
      proof()



        
          
        

    

  


  

      

          @type proof() :: {String.t(), term()}


      



  



  
    
      
    
    
      selector()



        
          
        

    

  


  

      

          @type selector() ::
  {:configuration_id, String.t()} | {:credential_identifier, String.t()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      parse(request, opts \\ [])



        
          
        

    

  


  

      

          @spec parse(
  map(),
  keyword()
) :: {:ok, parsed()} | {:error, atom()}


      


Parse an OID4VCI Credential Request.
Credential selectors are required, while proofs are optional at parse time.
Single and batch proofs are returned as one flat list for uniform handling
by the caller.
:max_proofs (default 50) bounds the total number of
proofs; a request exceeding it is rejected with {:error, :too_many_proofs}
before the caller verifies any signature.
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OID4VCI Credential Response (draft-ietf-oauth-openid4vci §8.3).
Build the string-keyed response body returned by a credential endpoint. This
module is pure and conn-free; credential issuance is the caller's concern.
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    Functions
  


    
      
        build(credentials, opts \\ [])

      


        Build an immediate issuance response.



    


    
      
        deferred(transaction_id, opts \\ [])

      


        Build a deferred issuance response.
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      build(credentials, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  term(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build an immediate issuance response.
A bare credential value is wrapped in a one-element list. A list of values
is emitted in the same order, with each value under a "credential" key.

  



    

  
    
      
    
    
      deferred(transaction_id, opts \\ [])



        
          
        

    

  


  

      

          @spec deferred(
  term(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build a deferred issuance response.
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RFC 8628 Device Authorization Grant — the conn-free core.
This is the storage-backed primitive behind the device flow, the analogue of
Attesto.AuthorizationCode for a browserless, redirect-less, user-present
grant. A headless/CLI client requests a device_code + a human-readable
user_code (issue/3), shows the user the user_code and a verification
URL, and polls the token endpoint (redeem/4) while the user approves on a
second device (approve/3 / deny/2 from the verification page).
Like Attesto.AuthorizationCode, every decision is data-only: this module
reads no Plug.Conn, no clock except the passed :now, and drives all state
through an Attesto.DeviceCodeStore. The polling state machine and its exact
RFC 8628 §3.5 error vocabulary (authorization_pending / slow_down /
expired_token / access_denied) live here.
user_code
The user_code is generated from an ambiguity-free base-20 alphabet
(RFC 8628 §6.1: no vowels — so no accidental words — and no visually
confusable 0/O/1/I), 8 characters by default (~34.6 bits), displayed
hyphenated (BCDF-GHJK). It is normalized and charset-validated here before
any store lookup (normalize_user_code/2): upper-cased, separators
stripped, and rejected outright if it falls outside the alphabet or length —
so attacker-shaped input never reaches the store's unique-index query, the
same fail-closed discipline Attesto.ResourceIndicator.validate/1 applies.
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    Types
  


    
      
        issue_attrs()

      


    


    
      
        issued()

      


        What issue/3 hands back: the secret device code and the display user code.



    


    
      
        redeem_error()

      


    





  
    Functions
  


    
      
        approve(store, user_code, approval, opts \\ [])

      


        Approve a pending device code from the verification page (RFC 8628 §3.3),
binding the resolved resource owner.



    


    
      
        deny(store, user_code, opts \\ [])

      


        Deny a pending device code from the verification page (RFC 8628 §3.3): atomic
pending → denied, so the device's next poll receives access_denied.



    


    
      
        generate_user_code(length \\ 8)

      


        Generate a fresh display-formatted user code (BCDF-GHJK).



    


    
      
        issue(store, attrs, opts \\ [])

      


        Issue a device code + user code for an authenticated device-authorization
request (RFC 8628 §3.1 / §3.2).



    


    
      
        lookup(store, user_code, opts \\ [])

      


        Non-consuming lookup of a pending device code by user_code, for the
verification page to show the user what they are approving. Returns
{:error, :invalid_user_code} for malformed input (before any store call) and
:error for an unknown code.



    


    
      
        normalize_user_code(user_code, opts \\ [])

      


        Normalize and charset-validate a user-entered user_code: upper-case, strip
separators (hyphens/whitespace), and reject anything outside the base-20
alphabet or the expected length. Fail-closed — returns
{:error, :invalid_user_code} rather than letting attacker-shaped input reach
a store lookup.



    


    
      
        redeem(store, device_code, params, opts \\ [])

      


        Redeem a device code at the token endpoint, running the RFC 8628 §3.5 polling
state machine.
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          @type issue_attrs() :: %{
  :client_id => String.t(),
  optional(:scope) => [String.t()],
  optional(:resource) => [String.t()],
  optional(:dpop_jkt) => String.t() | nil
}
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          @type issued() :: %{device_code: String.t(), user_code: String.t()}


      


What issue/3 hands back: the secret device code and the display user code.

  



  
    
      
    
    
      redeem_error()



        
          
        

    

  


  

      

          @type redeem_error() ::
  :authorization_pending
  | :slow_down
  | :expired_token
  | :access_denied
  | :invalid_grant
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      approve(store, user_code, approval, opts \\ [])



        
          
        

    

  


  

      

          @spec approve(module(), String.t(), map(), keyword()) ::
  :ok
  | {:error,
     :not_found
     | :already_decided
     | :expired
     | :invalid_user_code
     | :invalid_subject
     | :invalid_scope
     | :invalid_claims}


      


Approve a pending device code from the verification page (RFC 8628 §3.3),
binding the resolved resource owner.
approval carries :subject (required), the granted :scope, and a
lossless, string-keyed I-JSON :claims object. Persisted claim numbers are
exact-range integers, not floats. Atomic pending → approved. Returns :ok, or {:error, reason}
(:not_found / :already_decided / :expired / :invalid_user_code /
:invalid_subject / :invalid_scope / :invalid_claims). A granted scope
must be a subset of the scope bound to the device code.

  



    

  
    
      
    
    
      deny(store, user_code, opts \\ [])



        
          
        

    

  


  

      

          @spec deny(module(), String.t(), keyword()) ::
  :ok | {:error, :not_found | :already_decided | :expired | :invalid_user_code}


      


Deny a pending device code from the verification page (RFC 8628 §3.3): atomic
pending → denied, so the device's next poll receives access_denied.

  



    

  
    
      
    
    
      generate_user_code(length \\ 8)



        
          
        

    

  


  

      

          @spec generate_user_code(pos_integer()) :: String.t()


      


Generate a fresh display-formatted user code (BCDF-GHJK).
Each character is drawn from the base-20 alphabet using
:crypto.strong_rand_bytes/1 (a CSPRNG) with rejection sampling to keep the
draw uniform — the user_code is an online authorization handle, so it must
not come from the VM's non-cryptographic PRNG.

  



    

  
    
      
    
    
      issue(store, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(module(), issue_attrs(), keyword()) ::
  {:ok, issued()}
  | {:error,
     :invalid_client_id | :invalid_scope | :invalid_resource | :invalid_dpop_jkt}
  | {:error, :user_code_unavailable}


      


Issue a device code + user code for an authenticated device-authorization
request (RFC 8628 §3.1 / §3.2).
attrs carries the issue-time binding: :client_id (required), and the
optional :scope / :resource (RFC 8707) / :dpop_jkt (RFC 9449 §10
pre-binding). Options: :ttl (seconds, default 600),
:user_code_length (default 8), and :now.
Returns {:ok, %{device_code: ..., user_code: ...}} with the plaintext device
code (only its hash is stored) and the display-formatted user code.
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          @spec lookup(module(), String.t(), keyword()) ::
  {:ok, Attesto.DeviceCodeStore.pending_view()}
  | :error
  | {:error, :invalid_user_code}


      


Non-consuming lookup of a pending device code by user_code, for the
verification page to show the user what they are approving. Returns
{:error, :invalid_user_code} for malformed input (before any store call) and
:error for an unknown code.

  



    

  
    
      
    
    
      normalize_user_code(user_code, opts \\ [])



        
          
        

    

  


  

      

          @spec normalize_user_code(
  String.t(),
  keyword()
) :: {:ok, String.t()} | {:error, :invalid_user_code}


      


Normalize and charset-validate a user-entered user_code: upper-case, strip
separators (hyphens/whitespace), and reject anything outside the base-20
alphabet or the expected length. Fail-closed — returns
{:error, :invalid_user_code} rather than letting attacker-shaped input reach
a store lookup.
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          @spec redeem(module(), String.t(), map(), keyword()) ::
  {:ok, Attesto.DeviceCode.Grant.t()} | {:error, redeem_error()}


      


Redeem a device code at the token endpoint, running the RFC 8628 §3.5 polling
state machine.
params carries the polling client's :client_id (matched against the
issue-time binding) and any :dpop_jkt (RFC 9449 holder-of-key, matched
against a pre-bound key). Options: :now and :interval (the minimum poll
interval in seconds, default 5).
Returns {:ok, %Attesto.DeviceCode.Grant{}} once the user has approved and the
code is single-use consumed, or {:error, reason} where reason is the exact
RFC 8628 §3.5 code the token endpoint renders verbatim:
	:authorization_pending - the user has not yet approved.
	:slow_down - the device polled faster than :interval.
	:expired_token - the code's TTL elapsed (this wins over a stale approval).
	:access_denied - the user denied the request.
	:invalid_grant - unknown/garbage device code, client mismatch, DPoP
mismatch, or an already-consumed code.
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The validated context a successfully redeemed device code yields
(RFC 8628 §3.4).
Attesto.DeviceCode.redeem/4 returns this once the device code's polling
state machine reaches an approved, unexpired, single-use redemption. The host
reads it to mint the access token (and, if it issues one, the refresh token):
subject and scope become the token's sub and scope, resource (RFC
	the aud, dpop_jkt (when present) the cnf.jkt, and claims carries
the lossless, string-keyed I-JSON authentication/identity context the
verification page recorded when the user approved. Persisted claim numbers
are limited to exact-range integers; floats and unsupported VM terms are
rejected.
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          @type t() :: %Attesto.DeviceCode.Grant{
  claims: map(),
  client_id: String.t(),
  dpop_jkt: String.t() | nil,
  resource: [String.t()],
  scope: [String.t()],
  subject: String.t()
}
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Attesto.DeviceCodeStore behaviour
    



      
Storage seam for the RFC 8628 device authorization grant.
Unlike Attesto.CodeStore (a single-use code consumed by an atomic take/1),
a device code is a mutable record that lives through a small state machine —
pending → (approved | denied) → consumed — while the device polls the
token endpoint and the user approves on a second device. Every state
transition is security-critical, so each MUST be a single atomic operation
guarded on the current state, never an app-level read-then-write:
	approve/3 / deny/2 move pending → approved / denied only — an
already-decided or expired code is refused, so the user's decision is
taken exactly once.
	poll/2 enforces the RFC 8628 §3.5 minimum poll interval as one atomic
conditional update of last_polled_at, returning the record's current
state in the same step (no separate read that could race an approval).
	consume/2 moves an unexpired approved → consumed only, so an
approved device code mints exactly one token family even under concurrent
polls and cannot mint after its expiry.

The plaintext device_code is never stored; only its Attesto.Secret.hash/1.
The user_code is stored in its normalized form (see
Attesto.DeviceCode.normalize_user_code/2).
Record shape
A stored record is a map with:
	:device_code_hash - Attesto.Secret.hash/1 of the device code (the poll
lookup key).
	:user_code - the normalized user code (the verification lookup key).
	:data - the issue-time context bound to the code: %{client_id, scope, resource, dpop_jkt} (scope/resource lists; dpop_jkt optional).
	:status - :pending | :approved | :denied | :consumed.

	:subject - the approved resource owner (nil until approved).
	:granted_scope / :granted_claims - what the user actually authorized at
approval; claims are a portable, recursively string-keyed object using
valid UTF-8 without U+0000 and exact-range integers (nil/absent until
approved).
	:expires_at - absolute expiry, unix seconds.
	:last_polled_at - unix seconds of the last accepted poll, or nil before
the first poll.


      


      
        Summary


  
    Types
  


    
      
        device_code_hash()

      


    


    
      
        entry()

      


        A stored device-code record (see the module docs).



    


    
      
        pending_view()

      


        The non-consuming verification-page view of a pending device code.



    


    
      
        user_code()

      


    





  
    Callbacks
  


    
      
        approve(user_code, approval, opts)

      


        Atomically move a pending code to approved, binding the resolved
:subject, :granted_scope, and :granted_claims. MUST refuse a code that
is not currently pending ({:error, :already_decided}) or unknown
({:error, :not_found}); {:error, :expired} for an expired pending code.
Implement as one guarded UPDATE ... WHERE status = 'pending' AND expires_at > now RETURNING.



    


    
      
        consume(device_code_hash, opts)

      


        Atomically move an approved, unexpired code to consumed (single use),
returning the record as it stood. opts carries :now (unix seconds). MUST
update only when status = 'approved' AND expires_at > opts.now, so a second
redemption of the same device code (concurrent or sequential) returns
:error and a code that expires between the core's poll-time check and the
consume cannot mint. Implement as one guarded UPDATE ... SET status = 'consumed' WHERE status = 'approved' AND expires_at > $now RETURNING.



    


    
      
        deny(user_code, opts)

      


        Atomically move a pending code to denied. Same guard/return contract as
approve/3.



    


    
      
        get(device_code_hash)

      


        Non-consuming read of the full record for a device-code hash.



    


    
      
        lookup_user_code(user_code)

      


        Non-consuming read of the full record for user_code, for approval/denial
validation and the verification-page view. Returns :error when unknown.



    


    
      
        poll(device_code_hash, opts)

      


        Enforce the RFC 8628 §3.5 minimum poll interval and return the code's current
state, in one atomic step. opts carries :now (unix seconds) and
:interval (seconds). Returns {:ok, entry} when the poll is accepted
(updating :last_polled_at to :now), {:error, :slow_down} when the caller
polled faster than :interval, or :error when the device code is unknown.
Implement as one conditional UPDATE ... SET last_polled_at = now WHERE device_code_hash = $1 AND (last_polled_at IS NULL OR last_polled_at <= now - interval) RETURNING, distinguishing unknown from slow_down by a follow-up
existence check (both are non-mint outcomes, so that check is not a race).



    


    
      
        put(entry)

      


        Persist a new pending device-code record. Returns {:error, :user_code_taken}
when the record's user_code collides with a live one (so Attesto.DeviceCode
can retry with a fresh code); a device_code_hash collision is a CSPRNG-grade
impossibility and may raise.
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          @type device_code_hash() :: String.t()


      



  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :device_code_hash => device_code_hash(),
  :user_code => user_code(),
  :data => map(),
  :status => :pending | :approved | :denied | :consumed,
  :expires_at => non_neg_integer(),
  optional(:subject) => String.t() | nil,
  optional(:granted_scope) => [String.t()] | nil,
  optional(:granted_claims) => map() | nil,
  optional(:last_polled_at) => non_neg_integer() | nil
}


      


A stored device-code record (see the module docs).

  



  
    
      
    
    
      pending_view()



        
          
        

    

  


  

      

          @type pending_view() :: %{
  user_code: user_code(),
  client_id: String.t() | nil,
  scope: [String.t()],
  resource: [String.t()],
  status: :pending | :approved | :denied | :consumed,
  expires_at: non_neg_integer()
}


      


The non-consuming verification-page view of a pending device code.

  



  
    
      
    
    
      user_code()



        
          
        

    

  


  

      

          @type user_code() :: String.t()
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      approve(user_code, approval, opts)



        
          
        

    

  


  

      

          @callback approve(user_code(), approval :: map(), opts :: map()) ::
  {:ok, entry()} | {:error, :not_found | :already_decided | :expired}


      


Atomically move a pending code to approved, binding the resolved
:subject, :granted_scope, and :granted_claims. MUST refuse a code that
is not currently pending ({:error, :already_decided}) or unknown
({:error, :not_found}); {:error, :expired} for an expired pending code.
Implement as one guarded UPDATE ... WHERE status = 'pending' AND expires_at > now RETURNING.

  



  
    
      
    
    
      consume(device_code_hash, opts)



        
          
        

    

  


  

      

          @callback consume(device_code_hash(), opts :: map()) :: {:ok, entry()} | :error


      


Atomically move an approved, unexpired code to consumed (single use),
returning the record as it stood. opts carries :now (unix seconds). MUST
update only when status = 'approved' AND expires_at > opts.now, so a second
redemption of the same device code (concurrent or sequential) returns
:error and a code that expires between the core's poll-time check and the
consume cannot mint. Implement as one guarded UPDATE ... SET status = 'consumed' WHERE status = 'approved' AND expires_at > $now RETURNING.

  



  
    
      
    
    
      deny(user_code, opts)



        
          
        

    

  


  

      

          @callback deny(user_code(), opts :: map()) ::
  {:ok, entry()} | {:error, :not_found | :already_decided | :expired}


      


Atomically move a pending code to denied. Same guard/return contract as
approve/3.

  



  
    
      
    
    
      get(device_code_hash)



        
          
        

    

  


  

      

          @callback get(device_code_hash()) :: {:ok, entry()} | :error


      


Non-consuming read of the full record for a device-code hash.

  



  
    
      
    
    
      lookup_user_code(user_code)



        
          
        

    

  


  

      

          @callback lookup_user_code(user_code()) :: {:ok, entry()} | :error


      


Non-consuming read of the full record for user_code, for approval/denial
validation and the verification-page view. Returns :error when unknown.

  



  
    
      
    
    
      poll(device_code_hash, opts)



        
          
        

    

  


  

      

          @callback poll(device_code_hash(), opts :: map()) ::
  {:ok, entry()} | {:error, :slow_down} | :error


      


Enforce the RFC 8628 §3.5 minimum poll interval and return the code's current
state, in one atomic step. opts carries :now (unix seconds) and
:interval (seconds). Returns {:ok, entry} when the poll is accepted
(updating :last_polled_at to :now), {:error, :slow_down} when the caller
polled faster than :interval, or :error when the device code is unknown.
Implement as one conditional UPDATE ... SET last_polled_at = now WHERE device_code_hash = $1 AND (last_polled_at IS NULL OR last_polled_at <= now - interval) RETURNING, distinguishing unknown from slow_down by a follow-up
existence check (both are non-mint outcomes, so that check is not a race).
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          @callback put(entry()) :: :ok | {:error, :user_code_taken}


      


Persist a new pending device-code record. Returns {:error, :user_code_taken}
when the record's user_code collides with a live one (so Attesto.DeviceCode
can retry with a fresh code); a device_code_hash collision is a CSPRNG-grade
impossibility and may raise.
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Attesto.DeviceCodeStore.ETS 
    



      
Single-node ETS implementation of Attesto.DeviceCodeStore.
Device-code records live in an ETS table owned by a GenServer. The
state-changing callbacks (approve/3, deny/2, poll/2, consume/2) run
inside GenServer.call/2, so they are serialized through the owner process —
that is how this reference store gets the atomic, single-winner state
transitions Attesto.DeviceCodeStore requires (a production multi-node
deployment uses the Ecto store, whose transitions are single conditional
UPDATE ... RETURNING statements). Reads that do not transition state
(lookup_user_code/1, get/1) hit the table directly.
Start options
	:sweep_interval_ms (default 30_000) - how often expired rows are
bulk-deleted. Correctness does not depend on sweeping (redeem/4
re-checks expiry); the sweeper only bounds table size.

Wiring
children = [Attesto.DeviceCodeStore.ETS]
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    Functions
  


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Attesto.EndSession 
    



      
Validate an OpenID Connect RP-Initiated Logout request
(OpenID Connect RP-Initiated Logout 1.0 §2-3).
The end-session endpoint is where a Relying Party sends the End-User's
browser to log out at the OP. Like the rest of attesto core this module is
pure — it parses and validates the request parameters and never touches a
store, a session, or a Plug.Conn. The host's controller owns loading the
client, terminating the browser session, and (for Back-Channel Logout)
fanning logout tokens out to the RPs.
Two steps, because the second needs data the controller must fetch in
between:
	parse/2 validates the request parameters, verifies the
id_token_hint (tolerating expiry — see
Attesto.IDToken.verify_logout_hint/2), and resolves the Relying
Party client_id and the session identifiers (sub / sid) the
back-channel fan-out will key on. It returns a t/0 the controller
uses to load the client's registered post_logout_redirect_uris.
	confirm_redirect/2 checks the requested post_logout_redirect_uri
against that registered list (exact string match, RP-Initiated Logout
§2/§3 — no normalization, no prefix matching) and returns the final
redirect target with state appended, or :no_redirect when the RP
asked for none.

Resolving the client before validating the redirect URI is what makes an
open-redirect impossible: a post_logout_redirect_uri is only ever honored
when it exactly matches a value the client registered.

      


      
        Summary


  
    Types
  


    
      
        parse_error()

      


    


    
      
        t()

      


        A parsed, hint-verified end-session request.



    





  
    Functions
  


    
      
        confirm_redirect(request, registered)

      


        Confirm the request's post_logout_redirect_uri against the Relying Party's
registered list and compute the final redirect target.



    


    
      
        parse(config, params)

      


        Parse and validate the end-session request params (string- or atom-keyed).



    





      


      
        Types


        


  
    
      
    
    
      parse_error()



        
          
        

    

  


  

      

          @type parse_error() :: :invalid_id_token_hint | :client_id_mismatch


      



  



  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.EndSession{
  client_id: String.t() | nil,
  logout_hint: String.t() | nil,
  post_logout_redirect_uri: String.t() | nil,
  sid: String.t() | nil,
  state: String.t() | nil,
  subject: String.t() | nil,
  ui_locales: String.t() | nil
}


      


A parsed, hint-verified end-session request.
	:client_id - the Relying Party, resolved from the id_token_hint's
aud and/or the client_id parameter (nil when the request carried
neither, in which case no post_logout_redirect_uri can be honored).
	:subject / :sid - the session identifiers from the id_token_hint
(nil when no hint was supplied); the keys a Back-Channel Logout fan-out
uses to find the RP sessions to notify.
	:post_logout_redirect_uri / :state - the requested return target and
opaque state, echoed back only after the URI is confirmed registered.
	:logout_hint / :ui_locales - passthrough hints (RP-Initiated Logout
§2) for the host's logout-confirmation UI.


  


        

      

      
        Functions


        


  
    
      
    
    
      confirm_redirect(request, registered)



        
          
        

    

  


  

      

          @spec confirm_redirect(t(), [String.t()]) ::
  {:ok, String.t() | :no_redirect} | {:error, :invalid_post_logout_redirect_uri}


      


Confirm the request's post_logout_redirect_uri against the Relying Party's
registered list and compute the final redirect target.
registered_uris is the client's registered post_logout_redirect_uris
(the host loads them from its Attesto.ClientStore between parse/2 and
this call). Matching is exact-string (RP-Initiated Logout §2/§3).
Returns:
	{:ok, :no_redirect} - the request asked for no return URI; the host
should render its own logged-out page.
	{:ok, url} - the validated post_logout_redirect_uri with the
request's state appended as a query parameter when present.
	{:error, :invalid_post_logout_redirect_uri} - the requested URI is not
registered (or the RP could not be identified), so it MUST NOT be used.


  



  
    
      
    
    
      parse(config, params)



        
          
        

    

  


  

      

          @spec parse(Attesto.Config.t(), map()) :: {:ok, t()} | {:error, parse_error()}


      


Parse and validate the end-session request params (string- or atom-keyed).
Recognized parameters (OpenID Connect RP-Initiated Logout 1.0 §2):
id_token_hint, client_id, post_logout_redirect_uri, state,
logout_hint, ui_locales.
When id_token_hint is present it is verified via
Attesto.IDToken.verify_logout_hint/2 (signature + issuer, expiry
tolerated); a hint that fails verification is :invalid_id_token_hint. The
Relying Party client_id is taken from the hint's aud; if the client_id
parameter is also present it MUST equal it (:client_id_mismatch,
RP-Initiated Logout §2). With no hint, the client_id parameter alone
identifies the RP.
Returns {:ok, %Attesto.EndSession{}} or {:error, reason}.
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Attesto.Federation.EntityStatement 
    



      
Build and verify OpenID Federation 1.0 Entity Statements.
The module is transport-independent. An Entity Configuration produced by
entity_configuration/3 is suitable for serving from the
/.well-known/openid-federation endpoint, but endpoint routing and HTTP are
deliberately left to the host application.
Trust marks are NOT verified here
A trust_marks entry accepted by build/3/verify/3 is only
structurally validated (non-empty trust_mark_type and trust_mark JWT
string) - the trust_mark JWT's signature, issuer, subject, and expiry are
never checked by this module. A host that wants to rely on a trust mark
(e.g. to gate participation) MUST separately verify it with
Attesto.Federation.TrustMark.verify/3 against the Trust Mark Issuer's keys
before trusting it for anything.

      


      
        Summary


  
    Types
  


    
      
        signing_key()

      


    


    
      
        verify_error()

      


    





  
    Functions
  


    
      
        build(keystore_or_pem, claims, opts \\ [])

      


        Build and sign an Entity Statement.



    


    
      
        entity_configuration(keystore_or_pem, entity_id, opts \\ [])

      


        Build a self-issued Entity Configuration (iss == sub).



    


    
      
        verify(jwt, jwks, opts \\ [])

      


        Verify an Entity Statement with trusted issuer keys.



    


    
      
        verify_self_signed(jwt, opts \\ [])

      


        Verify a self-issued Entity Configuration against its embedded public keys.



    





      


      
        Types


        


  
    
      
    
    
      signing_key()



        
          
        

    

  


  

      

          @type signing_key() :: module() | String.t()


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_entity_statement
  | :invalid_typ
  | :invalid_alg
  | :unsupported_critical_header
  | :invalid_signature
  | :not_yet_valid
  | :expired


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(keystore_or_pem, claims, opts \\ [])



        
          
        

    

  


  

      

          @spec build(signing_key(), map(), keyword()) :: String.t()


      


Build and sign an Entity Statement.
claims must provide string iss and sub values. Missing iat, exp,
and jwks values default to the selected signing key's current time,
one-hour lifetime, and public JWK respectively. A Subordinate Statement
normally supplies its subject's jwks explicitly.
Options include :now, :iat, :exp, :lifetime (with
:lifetime_seconds accepted as an alias), :jwks, and, for a PEM key,
:alg.

  



    

  
    
      
    
    
      entity_configuration(keystore_or_pem, entity_id, opts \\ [])



        
          
        

    

  


  

      

          @spec entity_configuration(signing_key(), String.t(), keyword()) :: String.t()


      


Build a self-issued Entity Configuration (iss == sub).
:metadata, :authority_hints, and :trust_marks are copied into the
configuration when present. The common signing and time options accepted by
build/3 are also supported.

  



    

  
    
      
    
    
      verify(jwt, jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()], keyword()) ::
  {:ok, map()} | {:error, verify_error()}


      


Verify an Entity Statement with trusted issuer keys.
Signature algorithm and kid selection are pinned to the protected header,
the typ header is mandatory, and all required claims and NumericDate
values are validated. :accepted_algs defaults to all asymmetric algorithms
supported by Attesto; :now, :leeway, :issuer, and :subject may also be
supplied.

  



    

  
    
      
    
    
      verify_self_signed(jwt, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_self_signed(
  String.t(),
  keyword()
) :: {:ok, map()} | {:error, verify_error()}


      


Verify a self-issued Entity Configuration against its embedded public keys.
The embedded keys are untrusted until the compact JWS verifies; after that,
iss == sub and Entity Configuration-only claim placement are enforced.
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Attesto.Federation.MetadataPolicy 
    



      
OpenID Federation 1.0 metadata-policy resolution and application.
Policies use string-keyed maps. apply/2 accepts either a complete
metadata_policy Claim together with complete Entity metadata, or one
Entity Type's parameter policy together with that Entity Type's metadata.
merge/2 accepts the same two policy levels; its first argument is the
policy of the more superior Entity.
Unknown, non-critical extension operators are ignored, as required by the
Federation specification. Critical extension operators are handled while
validating an Entity Statement and are outside this core seven-operator API.
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    Types
  


    
      
        error()

      


    


    
      
        policy()

      


    





  
    Functions
  


    
      
        apply(policy, metadata)

      


        Apply a metadata policy in the standard operator order.



    


    
      
        merge(policy_higher, policy_lower)

      


        Merge a superior policy with the next lower policy in a Trust Chain.



    





      


      
        Types


        


  
    
      
    
    
      error()



        
          
        

    

  


  

      

          @type error() :: :policy_error


      



  



  
    
      
    
    
      policy()



        
          
        

    

  


  

      

          @type policy() :: %{optional(String.t()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      apply(policy, metadata)



        
          
        

    

  


  

      

          @spec apply(policy(), map()) :: {:ok, map()} | {:error, error()}


      


Apply a metadata policy in the standard operator order.
The return value contains no null metadata parameters. Unsupported value
types, illegal operator combinations, and failed value checks are policy
errors.

  



  
    
      
    
    
      merge(policy_higher, policy_lower)



        
          
        

    

  


  

      

          @spec merge(policy(), policy()) :: {:ok, policy()} | {:error, error()}


      


Merge a superior policy with the next lower policy in a Trust Chain.
The result is at least as restrictive as both inputs. Incompatible
same-operator values or newly illegal operator combinations fail closed.
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Attesto.Federation.TrustChain 
    



      
Validate an already-resolved OpenID Federation 1.0 Trust Chain.
The input is ordered leaf first: the leaf Entity Configuration followed by
Subordinate Statements issued successively toward the Trust Anchor. The
final statement is verified with the Trust Anchor keys supplied out of band.
Fetching Entity Statements and choosing among candidate chains remain host
responsibilities.

      


      
        Summary


  
    Types
  


    
      
        result()

      


    


    
      
        validation_error()

      


    





  
    Functions
  


    
      
        validate(chain, trust_anchor_jwks, opts \\ [])

      


        Validate signatures, statement links, time bounds, constraints, and policy.
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      result()



        
          
        

    

  


  

      

          @type result() :: %{metadata: map(), trust_anchor: String.t(), exp: non_neg_integer()}


      



  



  
    
      
    
    
      validation_error()



        
          
        

    

  


  

      

          @type validation_error() ::
  Attesto.Federation.EntityStatement.verify_error()
  | :invalid_trust_chain
  | :broken_trust_chain
  | :constraint_violation
  | :policy_error


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      validate(chain, trust_anchor_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec validate([String.t()], map() | [map()], keyword()) ::
  {:ok, result()} | {:error, validation_error()}


      


Validate signatures, statement links, time bounds, constraints, and policy.
:now, :leeway, and :accepted_algs are passed to Entity Statement
verification. :trust_anchor optionally pins the expected Trust Anchor
Entity Identifier in addition to the out-of-band key pin.
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Attesto.Federation.TrustMark 
    



      
Verify an OpenID Federation 1.0 Trust Mark JWT.
Attesto.Federation.EntityStatement's trust_marks handling only checks
that each entry is shaped correctly (non-empty trust_mark_type and
trust_mark JWT string) - it never verifies the trust_mark JWT itself.
This module does that verification: signature, typ, crit, and the
trust mark's own claims (iss, sub, trust_mark_type, exp).
A Trust Mark JWT is signed by a Trust Mark Issuer over claims that at
minimum name the entity it was issued to (sub), the Trust Mark Issuer
itself (iss), and which mark it asserts (trust_mark_type). The caller
supplies the Trust Mark Issuer's JWK Set - obtained and trusted out of
band (e.g. that issuer's own Entity Configuration, itself resolved and
trust-chain-verified), exactly as EntityStatement.verify/3 requires
trusted signer keys from its caller rather than trusting embedded keys.
Conn-free and fail-closed, like the rest of attesto core.

      


      
        Summary
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        verify_error()

      


    





  
    Functions
  


    
      
        verify(trust_mark_jwt, trusted_jwks, opts \\ [])

      


        Verify a Trust Mark JWT's signature and claims.
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      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_trust_mark
  | :invalid_typ
  | :invalid_alg
  | :unsupported_critical_header
  | :invalid_signature
  | :expired


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      verify(trust_mark_jwt, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()] | list(), keyword()) ::
  {:ok, map()} | {:error, verify_error()}


      


Verify a Trust Mark JWT's signature and claims.
trusted_jwks is the Trust Mark Issuer's JWK Set (%{"keys" => [...]}, a
single JWK map, or a list), trusted by the caller out of band - this
function never trusts keys embedded in the token itself. Options:
	:accepted_algs - JWS algorithms accepted for the signature. Defaults
to Attesto.SigningAlg.allowed/0.
	:issuer - if given, the verified iss must equal it (the expected
Trust Mark Issuer).
	:subject - if given, the verified sub must equal it (the entity
the mark was expected to be issued to).
	:trust_mark_type - if given, the verified trust_mark_type must
equal it (the mark the caller asked about).
	:now / :leeway - clock reference and skew for the exp check.
exp is OPTIONAL on a Trust Mark (revocation may instead be checked
via the Trust Mark Issuer's status endpoint, out of scope here); when
present it MUST hold.

Returns {:ok, claims} with the trust mark's full claim set on success, or
{:error, reason} - a tampered signature, wrong key, expired mark, or a
mismatch against any :issuer/:subject/:trust_mark_type all fail
closed.
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Attesto.FrontChannelLogout 
    



      
OpenID Connect Front-Channel Logout 1.0 — the OP-side logout-URI builder.
Front-Channel Logout notifies Relying Parties through the End-User's browser:
when a session ends at the OP, the OP renders a page embedding an
<iframe src="frontchannel_logout_uri"> for every RP in the session that
registered a frontchannel_logout_uri (Front-Channel Logout 1.0 §3). Loading
the URI causes the RP to clear its own login state.
Like the rest of attesto core this module is pure: it computes the exact URI
each iframe loads and never touches HTTP, a store, or a Plug.Conn. The
host's end-session controller owns rendering the page and continuing the
RP-Initiated Logout flow (post-logout redirect) afterwards.
iss / sid query parameters (§2)
The OP MAY add iss (its Issuer Identifier) and sid (the session
identifier asserted in the session's ID Tokens) to the logout URI so the RP
can validate the request against the ID Token it holds; if either is
included, both MUST be. An RP that registered
frontchannel_logout_session_required: true requires them.
attesto includes both parameters whenever the session's sid is known
(the OP advertises frontchannel_logout_session_supported, so it always
identifies the session when it can), and neither when it is not — an
iss-only or sid-only URI is never produced.

      


      
        Summary


  
    Functions
  


    
      
        logout_uri(config, registered_uri, sid)

      


        Build the URI an OP logout page loads in an iframe for one Relying Party.



    





      


      
        Functions


        


  
    
      
    
    
      logout_uri(config, registered_uri, sid)



        
          
        

    

  


  

      

          @spec logout_uri(Attesto.Config.t(), String.t(), String.t() | nil) :: String.t()


      


Build the URI an OP logout page loads in an iframe for one Relying Party.
registered_uri is the RP's registered frontchannel_logout_uri
(Front-Channel Logout 1.0 §2); any query it already carries is preserved.
When sid is a non-empty session identifier, iss (from config.issuer)
and sid are appended as query parameters — both together, per §2's
"if either is included, both MUST be". With no sid, the registered URI is
returned unchanged.
logout_uri(config, "https://rp.example/fc", "sess-1")
#=> "https://rp.example/fc?iss=https%3A%2F%2Fop.example&sid=sess-1"
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Attesto.Introspection 
    



      
OAuth 2.0 Token Introspection (RFC 7662), conn-free core.
Given a presented token, decide whether it is currently active and, if so,
describe it with the RFC 7662 response members. This is the deliberate
introspection entry point; the transport layer authenticates the caller and
decides (by content negotiation) whether to return the plain JSON response or
a signed JWT (Attesto.SignedIntrospection, RFC 9701 / FAPI 2.0 Message
Signing §5.5). Nothing here touches a conn.
What "active" means (RFC 7662 §2.2)
	Access tokens are stateless JWTs: a token is active iff it passes the
full access-token verification (Attesto.Token.verify/3 - signature,
issuer, audience, temporal, required claims, principal, and typ == "access"), the same checks a resource server applies. The ONE check
skipped is the sender-constraint binding (the proof-key match): the
cnf is part of who may use the token, verified when it is presented,
and the introspecting caller holds no proof key - so introspection passes
require_confirmation_binding: false. The cnf shape is still
validated, and the binding is echoed in the response so a resource server
can check it (RFC 7662 / RFC 8705 §3.2 / RFC 9449).

	Refresh tokens are opaque, stored secrets: a refresh token present in
the store, unconsumed, and unexpired is reported active, a consumed
(rotated) or expired one inactive. The stored record's own data contract
(Attesto.RefreshToken build context) carries the subject, granted scope,
presenting client, and optional DPoP binding, so those RFC 7662 members
are surfaced when present (sub/scope/client_id/cnf) - for a
resource server, and so an :authorize policy can decide per token. A
store may use an empty :data map for the documented minimal
active+exp response, but a record that omits :data is malformed and
is reported inactive.

	Anything else - a malformed token, a forged signature, an expired token,
or one absent from the store - is reported inactive (%{"active" => false}),
never an error: RFC 7662 §2.2 forbids a token-existence oracle.


token_type_hint (RFC 7662 §2.1) only reorders which check is tried first; an
unmatched hint still falls through to the other.
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        opts()

      


    


    
      
        response()

      


    





  
    Functions
  


    
      
        introspect(config, token, opts \\ [])

      


        Introspect token, returning the RFC 7662 response map (always active,
plus the token's members when active). Never returns an error.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: [
  refresh_store: module() | nil,
  token_type_hint: String.t() | nil,
  trusted_audiences: [String.t()] | (map() -> [String.t()]) | nil,
  authorize: (response() -> boolean()) | nil,
  now: integer() | DateTime.t()
]


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: %{required(String.t()) => term()}
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      introspect(config, token, opts \\ [])



        
          
        

    

  


  

      

          @spec introspect(Attesto.Config.t(), String.t(), opts()) :: response()


      


Introspect token, returning the RFC 7662 response map (always active,
plus the token's members when active). Never returns an error.
Options:
	:refresh_store - an Attesto.RefreshStore module to consult for opaque
refresh tokens; when absent, only access tokens are introspected.
	:token_type_hint - "access_token" or "refresh_token" (RFC 7662
§2.1); reorders the attempts, never restricts them.
	:trusted_audiences - a non-empty allowlist of access-token audiences
this authorization server recognizes for introspection, or a one-arity
resolver receiving otherwise-verified claims whose aud has not yet
been authorized. Use the resolver only to select RFC 8707 resource policy
tied to the signed token's original OAuth client; never derive trust from
aud itself. An explicit policy replaces the configured-audience rule,
so include the configured audience when it should remain accepted. When
this option is absent, that configured audience remains the only accepted
value. A malformed value or failing resolver makes the token inactive.
	:authorize - a 1-arity predicate (response -> boolean) consulted with
the active response before it is returned (RFC 7662 §4 / RFC 9701 §5:
the AS MAY restrict which tokens a caller may introspect). The transport
layer captures the authenticated caller identity in this closure; if it
does not return true - or it raises - the response is downgraded to
%{"active" => false} so a caller not authorized for the token learns
nothing about it (FAPI: a regular client querying introspection is a
leakage risk). When absent, every authenticated caller may introspect any
token (the single-trust-domain default). Any deployment where more than
one client can authenticate to introspection MUST set this — without it,
client A can introspect a token issued to client B and learn its sub,
scope, aud, and exp. Scope the predicate to the caller (e.g. return
true only when the token's client_id/aud matches the authenticated
caller, or per your resource-server trust policy). The predicate is
fail-closed: a non-true return or a raise yields %{"active" => false}.
	:now - the reference time (Unix seconds or DateTime), for tests.
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Attesto.JARM 
    



      
JWT Secured Authorization Response Mode (JARM).
Builds the signed JWT an authorization server returns to a client as the
single response parameter when a JWT response mode (jwt, query.jwt,
fragment.jwt, form_post.jwt) is requested, giving the authorization
response non-repudiation and integrity (FAPI 2.0 Message Signing §5.4).
This is conn-free core: it turns the issuer/keystore on the Attesto.Config,
the client identifier, and a map of authorization-response parameters (the
code/state/iss of a success, or the error/error_description/state
of a failure) into a compact JWS. The transport layer (the authorization
endpoint) decides the response mode and how the resulting JWT is delivered
(redirect query/fragment or auto-submitting form); nothing here touches HTTP.
JWT claims (JARM §2.1)
	iss - REQUIRED, the authorization server's issuer identifier.
	aud - REQUIRED, the client the response is addressed to (client_id).
	exp - REQUIRED, expiration; the response is short-lived.
	iat - the issuance time.
	every supplied authorization-response parameter, verbatim, as a top-level
claim (code, state, iss-echo for success; error,
error_description, error_uri, state for failure).

Signing mirrors Attesto.IDToken: the keystore's current signing key and its
algorithm (Attesto.SigningAlg.for_key/3), with the kid in the JOSE header,
signed with that pinned algorithm (never none).
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        response_params()

      


    





  
    Functions
  


    
      
        response_jwt(config, client_id, params, opts \\ [])

      


        Build and sign the JARM response JWT for client_id, carrying params.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: [now: integer() | DateTime.t(), lifetime: pos_integer()]


      



  



  
    
      
    
    
      response_params()



        
          
        

    

  


  

      

          @type response_params() :: %{optional(String.t()) => String.t() | nil}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      response_jwt(config, client_id, params, opts \\ [])



        
          
        

    

  


  

      

          @spec response_jwt(Attesto.Config.t(), String.t(), response_params(), opts()) ::
  {:ok, String.t()}


      


Build and sign the JARM response JWT for client_id, carrying params.
params is the authorization-response parameter map; nil values are
dropped (an absent state/error_uri is not advertised). Returns
{:ok, compact_jws}.
Options:
	:now - the issuance time (integer Unix seconds or DateTime), for
deterministic tests; defaults to the current time.
	:lifetime - the JWT lifetime in seconds; may only shorten the
600-second default.
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W3C Verifiable Credentials Data Model 1.1 credentials encoded as JWTs,
corresponding to the OID4VCI jwt_vc_json Credential Format.
A JWT VC is a compact JWS whose payload contains a vc object alongside
registered JWT claims. This module emits the following representation:
{
  "iss" => issuer,
  "sub" => subject,
  "nbf" => not_before,
  "exp" => expires_at,
  "iat" => issued_at,
  "jti" => credential_id,
  "cnf" => confirmation,
  "vc" => %{
    "@context" => ["https://www.w3.org/2018/credentials/v1"],
    "type" => ["VerifiableCredential", credential_type],
    "credentialSubject" => credential_claims,
    "issuer" => issuer
  }
}
W3C VC Data Model 1.1 section 6.3.1 defines the JWT mapping: vc is
required; iss, sub, nbf, exp, and jti represent the corresponding
VC issuer, subject id, issuance date, expiration date, and credential id.
iat is also emitted as the actual signing time. The JOSE typ is JWT, as
required by that mapping when the header is present. OID4VCI draft 17
Appendix A.1.1 calls this non-JSON-LD JWS representation jwt_vc_json and
carries the compact JWT directly in the Credential Response.
Holder binding is represented by an optional RFC 7800 cnf claim. This
module binds the confirmation material into the issuer signature and returns
it after verification; proving possession of the referenced private key is a
separate presentation-protocol step.
Issuance accepts either an Attesto.Keystore module or a private PEM.
Verification is conn-free and uses only caller-supplied trusted issuer JWKS.
It requires all registered claims this module emits, rejects malformed or
absent temporal claims, and verifies the signature before returning any
credential data.

      


      
        Summary


  
    Types
  


    
      
        issue_opts()

      


    


    
      
        issue_source()

      


    


    
      
        verified()

      


    


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        issue(source, opts \\ [])

      


        Issue a signed W3C JWT VC.



    


    
      
        verify(jwt, trusted_jwks, opts \\ [])

      


        Verify a W3C JWT VC against trusted issuer keys.



    





      


      
        Types


        


  
    
      
    
    
      issue_opts()



        
          
        

    

  


  

      

          @type issue_opts() :: [
  iss: String.t(),
  sub: String.t(),
  claims: map(),
  credential_subject: map(),
  context: [String.t() | map()],
  type: [String.t()],
  iat: non_neg_integer(),
  nbf: non_neg_integer(),
  exp: non_neg_integer(),
  lifetime: pos_integer(),
  jti: String.t(),
  cnf: map(),
  now: DateTime.t() | non_neg_integer(),
  keystore: module(),
  pem: String.t(),
  alg: Attesto.SigningAlg.alg(),
  kid: String.t()
]


      



  



  
    
      
    
    
      issue_source()



        
          
        

    

  


  

      

          @type issue_source() :: keyword() | module() | String.t()


      



  



  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  claims: map(),
  vc: map(),
  cnf: map() | nil,
  iss: String.t(),
  sub: String.t(),
  jwt_claims: map()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_credential
  | :unsupported_critical_header
  | :invalid_typ
  | :unsupported_alg
  | :invalid_signature
  | :invalid_claims
  | :invalid_vc
  | :invalid_issuer
  | :invalid_cnf
  | :expired
  | :not_yet_valid


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  issuer: String.t(),
  accepted_algs: [Attesto.SigningAlg.alg()]
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      issue(source, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(issue_source(), issue_opts()) :: String.t()


      


Issue a signed W3C JWT VC.
The first argument may be a keyword list containing all options, a keystore
module, or a private signing-key PEM. When it is a keyword list, pass exactly
one of :keystore and :pem. A keystore uses Attesto.JWS.sign_current;
a PEM derives its algorithm and default kid from the same parsed key.
Required options are :iss and :sub. Subject claims can be supplied as
:claims (matching Attesto.SdJwtVc) or :credential_subject; they default
to an empty map. :context defaults to the VC 1.1 base context and :type
defaults to ["VerifiableCredential"].
iat and nbf default to :now; exp defaults to one hour after iat
(or the positive :lifetime); and jti defaults to a random UUID URN. Pass
:cnf, for example %{"jwk" => holder_public_jwk}, to bind the credential
to holder key material under RFC 7800.
Returns the compact JWT string. Invalid issuer input is a programming or
configuration error and raises ArgumentError, matching the issuance style
of Attesto.SdJwtVc.

  



    

  
    
      
    
    
      verify(jwt, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()], verify_opts()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify a W3C JWT VC against trusted issuer keys.
trusted_jwks may be an RFC 7517 JWK Set, a single public JWK map, or a
list of public JWK maps. Verification requires typ: JWT, rejects critical
JOSE extensions, binds the algorithm to each trusted key, and then validates
the W3C vc object and all registered claims emitted by issue/2.
Temporal validation is fail-closed: iat, nbf, and exp must all be
non-negative integer NumericDates; exp must be strictly in the future;
and iat/nbf may be no more than 60 seconds ahead of the verifier clock.
Pass :issuer to additionally pin iss to an expected identifier. The
nested VC issuer always has to agree with iss.
On success, :claims is the VC credentialSubject, :vc is the complete
nested VC object, :cnf is the optional holder confirmation object, and
:jwt_claims retains the complete signed JWT payload.
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OID4VCI Key Attestation in JWT format (OpenID4VCI 1.0 draft 15/ID2,
"Key Attestation in JWT format" §D.1, #keyattestation-jwt).
A key attestation is a statement - issued by a Wallet's key storage
component or its Wallet Provider - that a set of cryptographic public
keys are held in a specific class of secure storage and (optionally)
gated behind a specific class of user authentication. A Wallet MAY attach
one to a Credential Request, either:
	in the key_attestation JOSE header of a jwt proof (alongside a
proof of possession of one of the attested keys), or
	as the sole element of an attestation proof type (no proof of
possession of any attested key - one attestation can vouch for many).

verify/2 validates the attestation JWT and returns its attested_keys
plus any assurance claims (key_storage, user_authentication,
certification). Trust in the signer (the key storage component / Wallet
Provider) is host-supplied, exactly as Attesto.ClientAssertion and
Attesto.WalletAttestation take trusted keys from the caller. Conn-free
and fail-closed.
JWT shape (typ=key-attestation+jwt)
	alg - REQUIRED header; MUST NOT be none or a MAC algorithm.
	typ - REQUIRED header; MUST be key-attestation+jwt.
	iat - REQUIRED.
	exp - OPTIONAL per the spec text, but "MUST be present if the
attestation is used with the jwt proof type". Since this module
cannot see the surrounding proof type, it defaults to requiring exp
(fail-closed); pass require_exp: false for a deployment that only
ever uses the attestation proof type and intentionally issues
attestations with no expiry.
	attested_keys - REQUIRED, a non-empty array of public JWKs.
	key_storage, user_authentication - OPTIONAL non-empty arrays of
attack-potential-resistance strings (iso_18045_* or an
ecosystem-defined value).
	certification - OPTIONAL, a URL.
	nonce - OPTIONAL; MUST echo the Issuer's c_nonce when one was
provided. Checked against :nonce when supplied.

As of this draft, the key attestation JWT carries no formal iss/aud
claim (unlike the Client/Wallet Attestation JWT) - the spec's own example
includes iss, but the normative claim list does not. verify/2 still
lets a caller pin :issuer for deployments that populate and rely on it
by convention; it is not checked unless supplied.

      


      
        Summary


  
    Types
  


    
      
        verified()

      


    


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        covers_key?(attested_keys, jwk)

      


        Returns true iff jwk (a public JWK map) is among attested_keys,
compared by RFC 7638 thumbprint rather than raw map equality so key
members in a different order, or an added alg/use/kid, do not cause
a false negative.



    


    
      
        verify(attestation, opts \\ [])

      


        Verify a key attestation JWT.



    





      


      
        Types


        


  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  attested_keys: [map()],
  key_storage: [String.t()] | nil,
  user_authentication: [String.t()] | nil,
  certification: String.t() | nil,
  claims: map()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_attestation
  | :invalid_typ
  | :invalid_alg
  | :unsupported_critical_header
  | :invalid_signature
  | :missing_iat
  | :invalid_iat
  | :missing_exp
  | :expired
  | :not_yet_valid
  | :missing_attested_keys
  | :invalid_attested_keys
  | :invalid_issuer
  | :invalid_nonce


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  trusted_jwks: map() | [map()],
  issuer: String.t(),
  nonce: String.t(),
  now: DateTime.t() | non_neg_integer(),
  require_exp: boolean(),
  accepted_algs: [Attesto.SigningAlg.alg()],
  enforce_fapi_alg_policy: boolean()
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      covers_key?(attested_keys, jwk)



        
          
        

    

  


  

      

          @spec covers_key?([map()], map()) :: boolean()


      


Returns true iff jwk (a public JWK map) is among attested_keys,
compared by RFC 7638 thumbprint rather than raw map equality so key
members in a different order, or an added alg/use/kid, do not cause
a false negative.
Used to cross-check a credential-request proof's holder key against a
key attestation's attested_keys (see Attesto.CredentialProof's
:key_attestation opt).

  



    

  
    
      
    
    
      verify(attestation, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), verify_opts()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify a key attestation JWT.
Required opts
	:trusted_jwks - an RFC 7517 JWK Set, a single public JWK map, or a
list of public JWK maps the attestation's signature is checked
against. Establishing which key-storage components / Wallet
Providers to trust is the host's responsibility.

Optional opts
	:issuer - when set, the attestation's iss (if present) MUST equal
it. Not required to be present unless the caller relies on it -
see the module doc.
	:nonce - the expected c_nonce; when set, the attestation's
nonce claim MUST match it exactly.
	:now - clock reference (DateTime or unix seconds).
	:require_exp - whether exp must be present. Defaults to true.
	:accepted_algs - JWS algorithms accepted. Defaults to
Attesto.SigningAlg.fapi_algs/0.
	:enforce_fapi_alg_policy - additionally enforce the FAPI RSA modulus
and Edwards-curve restrictions on the attestation signer's key (parity
with Attesto.ClientAssertion and Attesto.WalletAttestation). Defaults
to true when :accepted_algs is omitted and false when the caller
supplies its own :accepted_algs.

Returns {:ok, %{attested_keys:, key_storage:, user_authentication:, certification:, claims:}}, where attested_keys is the list of public
JWK maps this attestation vouches for.
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Storage seam for OpenID Connect Back-Channel Logout 1.0 and Front-Channel
Logout 1.0.
Both logout mechanisms require the OP to remember which Relying Parties hold
a session for the End-User so it can notify them when that session ends:
Back-Channel Logout by POSTing a signed logout_token to the RP's
backchannel_logout_uri (Back-Channel Logout 1.0 §2.5), Front-Channel
Logout by rendering the RP's frontchannel_logout_uri in an iframe on the
logout page (Front-Channel Logout 1.0 §3). This behaviour is that memory: a
row is recorded each time an ID Token is minted to a logout-capable client
(the OP is the party that mints those tokens, so it is the natural place to
record the binding), and enumerated when the end-session endpoint fires.
This is not the browser login session — attesto never models that; the
host owns login and supplies the sid. This store only persists the OP-side
(sid, client_id) -> logout URIs delivery map, exactly as
Attesto.RefreshStore persists issued refresh families. Killing the actual
login state remains a host concern (the end-session controller's
:terminate_session callback).
Record shape
A stored record (record/1 input) is a map with:
	:sid - the session id (the value asserted in the ID Token's sid
claim). The per-session key the fan-out matches on.
	:subject - the sub the session authenticated. The per-subject key,
used when logout is requested without a sid.
	:client_id - the Relying Party that received the ID Token.
	:backchannel_logout_uri - where the logout_token is POSTed, or nil
for an RP that is not back-channel-logout capable.
	:session_required - the client's backchannel_logout_session_required
(whether its logout_token MUST carry sid).
	:frontchannel_logout_uri - the RP URL the logout page renders in an
iframe (Front-Channel Logout 1.0 §2), or nil for an RP that is not
front-channel-logout capable.
	:frontchannel_session_required - the client's
frontchannel_logout_session_required (whether the rendered URI must
carry iss and sid query parameters).
	:expires_at - absolute expiry, unix seconds (so abandoned sessions are
swept; mirror the ID Token / session lifetime).

A record carries at least one of the two logout URIs — a client with
neither registers no logout session at all.
record/1 is idempotent on (sid, client_id): re-issuing an ID Token for a
session the RP already has refreshes the row rather than duplicating it.

      


      
        Summary


  
    Types
  


    
      
        criteria()

      


        The criteria that select which sessions to log out. :sid scopes logout to
one session (across each RP that holds it); :subject (used when no sid
is known) scopes it to every session for the subject. At least one is set.



    


    
      
        entry()

      


        A stored logout session record (see the module docs).



    


    
      
        target()

      


        A fan-out target: one RP to notify. :backchannel_logout_uri drives the
logout_token POST; :frontchannel_logout_uri drives the logout page's
iframe. Either may be nil (never both).



    





  
    Callbacks
  


    
      
        delete(criteria)

      


        Remove the session rows matched by criteria (same :sid/:subject
precedence as targets/1). Called after the fan-out so a session is
enumerated for logout exactly once.



    


    
      
        record(entry)

      


        Record (idempotently on (sid, client_id)) that client_id holds a
logout-capable session sid for subject, reachable at the entry's
back-channel and/or front-channel logout URI. Called when an ID Token is
minted to such a client.



    


    
      
        take_targets(criteria)

      


        Atomically enumerate and remove the RP targets matched by criteria,
returning them (same :sid/:subject precedence as targets/1). This is the
end-session endpoint's fan-out primitive: doing the enumerate and the delete in
one statement (e.g. DELETE ... RETURNING) means two concurrent logouts of the
same session cannot both observe the rows and double-deliver, and no row that
is inserted mid-logout is silently dropped. Already-expired rows are ignored.



    


    
      
        targets(criteria)

      


        List the RP targets to notify for a logout. When criteria carries a :sid,
scope to that session (every RP that received an ID Token under it); with no
:sid but a :subject, scope to all of that subject's sessions. Returns the
matching target/0s (possibly empty). Implementations SHOULD ignore
already-expired rows.



    





      


      
        Types


        


  
    
      
    
    
      criteria()



        
          
        

    

  


  

      

          @type criteria() :: %{
  optional(:sid) => String.t() | nil,
  optional(:subject) => String.t() | nil
}


      


The criteria that select which sessions to log out. :sid scopes logout to
one session (across each RP that holds it); :subject (used when no sid
is known) scopes it to every session for the subject. At least one is set.

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :sid => String.t(),
  :subject => String.t(),
  :client_id => String.t(),
  optional(:backchannel_logout_uri) => String.t() | nil,
  optional(:session_required) => boolean(),
  optional(:frontchannel_logout_uri) => String.t() | nil,
  optional(:frontchannel_session_required) => boolean(),
  expires_at: non_neg_integer()
}


      


A stored logout session record (see the module docs).

  



  
    
      
    
    
      target()



        
          
        

    

  


  

      

          @type target() :: %{
  client_id: String.t(),
  backchannel_logout_uri: String.t() | nil,
  sid: String.t() | nil,
  session_required: boolean(),
  frontchannel_logout_uri: String.t() | nil,
  frontchannel_session_required: boolean()
}


      


A fan-out target: one RP to notify. :backchannel_logout_uri drives the
logout_token POST; :frontchannel_logout_uri drives the logout page's
iframe. Either may be nil (never both).

  


        

      

      
        Callbacks


        


  
    
      
    
    
      delete(criteria)



        
          
        

    

  


  

      

          @callback delete(criteria()) :: :ok


      


Remove the session rows matched by criteria (same :sid/:subject
precedence as targets/1). Called after the fan-out so a session is
enumerated for logout exactly once.

  



  
    
      
    
    
      record(entry)



        
          
        

    

  


  

      

          @callback record(entry()) :: :ok


      


Record (idempotently on (sid, client_id)) that client_id holds a
logout-capable session sid for subject, reachable at the entry's
back-channel and/or front-channel logout URI. Called when an ID Token is
minted to such a client.

  



  
    
      
    
    
      take_targets(criteria)



        
          
        

    

  


  

      

          @callback take_targets(criteria()) :: [target()]


      


Atomically enumerate and remove the RP targets matched by criteria,
returning them (same :sid/:subject precedence as targets/1). This is the
end-session endpoint's fan-out primitive: doing the enumerate and the delete in
one statement (e.g. DELETE ... RETURNING) means two concurrent logouts of the
same session cannot both observe the rows and double-deliver, and no row that
is inserted mid-logout is silently dropped. Already-expired rows are ignored.

  



  
    
      
    
    
      targets(criteria)



        
          
        

    

  


  

      

          @callback targets(criteria()) :: [target()]


      


List the RP targets to notify for a logout. When criteria carries a :sid,
scope to that session (every RP that received an ID Token under it); with no
:sid but a :subject, scope to all of that subject's sessions. Returns the
matching target/0s (possibly empty). Implementations SHOULD ignore
already-expired rows.
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Mint OpenID Connect Back-Channel Logout logout_tokens
(OpenID Connect Back-Channel Logout 1.0 §2.4).
A logout token is the signed JWT an OP POSTs to a Relying Party's
backchannel_logout_uri to tell it a session has ended. It is a distinct
artifact from the Attesto.IDToken and Attesto.Token this library also
mints: its JOSE header typ is the dedicated logout+jwt (so an RP can
reject anything else presented at its logout endpoint), and it carries an
events claim naming the back-channel-logout event rather than identity
or authorization claims.
Like Attesto.IDToken, minting is pure: it reads only the Attesto.Config
passed in and signs through the same keystore/kid path. The algorithm is
bound to trusted keystore metadata or the signing key's type and curve by
Attesto.SigningAlg; the protected header records that resolved algorithm
but never supplies its policy. The JOSE call funnels through the shared
internal JWS signer.
Claims (Back-Channel Logout 1.0 §2.4)
Every minted logout token carries:
	iss - the configured issuer.
	aud - the OAuth client_id of the Relying Party (as in an ID Token).
	iat - issued-at, unix seconds.
	jti - a unique identifier, so an RP can detect a replayed token.
	events - a JSON object with the single member
"http://schemas.openid.net/event/backchannel-logout" mapped to an
empty object, identifying this as a back-channel logout request.

At least one of:
	sub - the subject whose session(s) ended.
	sid - the session id that ended (the same value that rode in the ID
Token's sid claim).

Per §2.4 a logout token MUST NOT contain a nonce claim; this module
never emits one. An exp is included with a deliberately short lifetime so
a captured token cannot be replayed indefinitely (the spec leaves exp
optional; including a short one is strictly safer for a conforming RP).
Targeting sub vs sid
Back-Channel Logout 1.0 §2.4 requires a logout token to identify the
session by sub, sid, or both, and an RP advertises via
backchannel_logout_session_required whether it needs sid. Supply both
when known; supply :sid for an RP that requires session-scoped logout and
:sub for one that logs out every session for the subject.

      


      
        Summary


  
    Types
  


    
      
        mint_error()

      


    


    
      
        mint_opts()

      


    





  
    Functions
  


    
      
        event_uri()

      


        The back-channel-logout events URI (Back-Channel Logout 1.0 §2.4).



    


    
      
        header_typ()

      


        The JOSE header typ logout tokens carry: "logout+jwt".



    


    
      
        mint(config, client_id, opts \\ [])

      


        Mint a signed Back-Channel Logout token addressed to the Relying Party
identified by client_id (which becomes aud, as in an ID Token).



    





      


      
        Types


        


  
    
      
    
    
      mint_error()



        
          
        

    

  


  

      

          @type mint_error() :: :invalid_client_id | :missing_subject_identifier


      



  



  
    
      
    
    
      mint_opts()



        
          
        

    

  


  

      

          @type mint_opts() :: [
  sub: String.t(),
  sid: String.t(),
  now: DateTime.t() | non_neg_integer(),
  lifetime: pos_integer(),
  jti: String.t()
]


      



  


        

      

      
        Functions


        


  
    
      
    
    
      event_uri()



        
          
        

    

  


  

      

          @spec event_uri() :: String.t()


      


The back-channel-logout events URI (Back-Channel Logout 1.0 §2.4).

  



  
    
      
    
    
      header_typ()



        
          
        

    

  


  

      

          @spec header_typ() :: String.t()


      


The JOSE header typ logout tokens carry: "logout+jwt".

  



    

  
    
      
    
    
      mint(config, client_id, opts \\ [])



        
          
        

    

  


  

      

          @spec mint(Attesto.Config.t(), String.t(), mint_opts()) ::
  {:ok, String.t()} | {:error, mint_error()}


      


Mint a signed Back-Channel Logout token addressed to the Relying Party
identified by client_id (which becomes aud, as in an ID Token).
Options:
	:sub - the subject whose session ended.
	:sid - the session id that ended (matches the ID Token sid).
At least one of :sub / :sid MUST be supplied
(:missing_subject_identifier otherwise).
	:jti - override the generated unique identifier (a fresh CSPRNG value
is used otherwise).
	:now - DateTime or unix-seconds clock override. Defaults to now.
	:lifetime - positive seconds; may only shorten the short default.

Returns {:ok, logout_token} (compact JWS) or {:error, reason}.
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Attesto.MapParams 
    



      
Shared helpers for reading and validating protocol map parameters.
Wallet builders and parsers use these helpers at the boundary where caller
input may use atom or string keys. The helpers keep that boundary behavior
consistent while protocol-specific validation remains with each caller.

      


      
        Summary


  
    Functions
  


    
      
        ensure_keyword!(opts)

      


        Return a keyword list or raise an ArgumentError.



    


    
      
        fetch(map, key)

      


        Fetch a value by atom key, falling back to its string spelling.



    


    
      
        optional_string!(value, key)

      


        Return a non-empty binary or raise an ArgumentError.



    


    
      
        put_optional(map, key, value)

      


        Put value into map unless it is nil.



    


    
      
        put_optional(map, key, value, normalizer)

      


        Put a normalized non-nil value into map.



    


    
      
        required_string!(value, key)

      


        Raise unless value is a non-empty binary.



    


    
      
        string_keyed_map(value)

      


        Convert atom keys in a map to strings, without recursing into values.



    


    
      
        string_list!(value, key)

      


        Return a list of binaries or raise an ArgumentError.



    





      


      
        Functions


        


  
    
      
    
    
      ensure_keyword!(opts)



        
          
        

    

  


  

      

          @spec ensure_keyword!(term()) :: keyword()


      


Return a keyword list or raise an ArgumentError.

  



  
    
      
    
    
      fetch(map, key)



        
          
        

    

  


  

      

          @spec fetch(map(), atom()) :: term() | nil


      


Fetch a value by atom key, falling back to its string spelling.

  



  
    
      
    
    
      optional_string!(value, key)



        
          
        

    

  


  

      

          @spec optional_string!(term(), term()) :: String.t()


      


Return a non-empty binary or raise an ArgumentError.

  



  
    
      
    
    
      put_optional(map, key, value)



        
          
        

    

  


  

      

          @spec put_optional(map(), term(), term()) :: map()


      


Put value into map unless it is nil.

  



  
    
      
    
    
      put_optional(map, key, value, normalizer)



        
          
        

    

  


  

      

          @spec put_optional(map(), term(), term(), (term(), term() -> term())) :: map()


      


Put a normalized non-nil value into map.

  



  
    
      
    
    
      required_string!(value, key)



        
          
        

    

  


  

      

          @spec required_string!(term(), term()) :: String.t()


      


Raise unless value is a non-empty binary.

  



  
    
      
    
    
      string_keyed_map(value)



        
          
        

    

  


  

      

          @spec string_keyed_map(map()) :: map()


      


Convert atom keys in a map to strings, without recursing into values.

  



  
    
      
    
    
      string_list!(value, key)



        
          
        

    

  


  

      

          @spec string_list!(term(), term()) :: [String.t()]


      


Return a list of binaries or raise an ArgumentError.
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Attesto.Mdoc 
    



      
Issue and verify ISO 18013-5 mdoc credentials and OID4VP mdoc
presentations.
Issuance builds the MobileSecurityObject (MSO), binds the holder's device
key, and signs issuer authentication with ES256 COSE_Sign1. verify/3
checks issuer signatures, item digests, and validity for a bare
IssuerSigned structure. The document type is bound ONLY when
:expected_doc_type is supplied — without it, any doc type from a trusted
issuer is accepted, so a caller that needs a specific doc type (e.g. a DCQL
mso_mdoc query) MUST pass it. Attesto.VpToken threads this via its
:query_constraints for the OID4VP path.
verify_device_response/4 additionally verifies an OID4VP presentation: a
full ISO 18013-5 DeviceResponse whose DeviceSigned.deviceAuth is an
ES256 COSE_Sign1 (detached payload) over DeviceAuthentication = ["DeviceAuthentication", SessionTranscript, DocType, DeviceNameSpacesBytes], where SessionTranscript's Handover is OID4VP's
OpenID4VPHandover (redirect-flow form, per the OID4VP 1.0 "Handover and
SessionTranscript Definitions"). COSE_Mac0 device authentication is not
supported.
peek_doc_type/1 reads an unverified docType out of a DeviceResponse
for issuer-key resolution ahead of verification; see Attesto.VpToken.

      


      
        Summary


  
    Types
  


    
      
        validity()

      


    


    
      
        verified()

      


    


    
      
        verified_presentation()

      


    


    
      
        verify_error()

      


    





  
    Functions
  


    
      
        issue(opts)

      


        Issue a base64url-encoded ISO 18013-5 IssuerSigned structure.



    


    
      
        peek_doc_type(device_response)

      


        Peek an OID4VP DeviceResponse's first document docType, supplied as
base64url or raw CBOR bytes, without verifying any signature.



    


    
      
        verify(input, trusted, opts \\ [])

      


        Verify an IssuerSigned mdoc supplied as base64url or raw CBOR bytes.



    


    
      
        verify_device_response(device_response, context, trusted, opts \\ [])

      


        Verify an OID4VP mdoc presentation: a full ISO 18013-5 DeviceResponse
supplied as base64url or raw CBOR bytes.



    





      


      
        Types


        


  
    
      
    
    
      validity()



        
          
        

    

  


  

      

          @type validity() :: %{
  signed: integer(),
  valid_from: integer(),
  valid_until: integer()
}


      



  



  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  doc_type: String.t(),
  namespaces: %{required(String.t()) => %{required(String.t()) => term()}},
  device_key: map(),
  validity: validity()
}


      



  



  
    
      
    
    
      verified_presentation()



        
          
        

    

  


  

      

          @type verified_presentation() :: %{
  doc_type: String.t(),
  namespaces: %{required(String.t()) => %{required(String.t()) => term()}},
  device_namespaces: %{
    required(String.t()) => %{required(String.t()) => term()}
  },
  validity: validity()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :digest_mismatch
  | :expired
  | :invalid_cose
  | :invalid_key
  | :invalid_mdoc
  | :invalid_signature
  | :not_yet_valid
  | :unexpected_doc_type
  | :unsupported_algorithm


      



  


        

      

      
        Functions


        


  
    
      
    
    
      issue(opts)



        
          
        

    

  


  

      

          @spec issue(keyword()) :: {:ok, String.t()} | {:error, :invalid_options}


      


Issue a base64url-encoded ISO 18013-5 IssuerSigned structure.
Required options are :doc_type, :namespaces, :device_key,
:issuer_pem, and :validity. :x5chain optionally carries a list of
issuer-certificate DER binaries in the COSE unprotected header.

  



  
    
      
    
    
      peek_doc_type(device_response)



        
          
        

    

  


  

      

          @spec peek_doc_type(binary()) :: {:ok, String.t()} | {:error, :invalid_mdoc}


      


Peek an OID4VP DeviceResponse's first document docType, supplied as
base64url or raw CBOR bytes, without verifying any signature.
Mirrors Attesto.JWS.peek_json peeking an SD-JWT's unverified iss:
the result is UNVERIFIED input and exists only to select candidate issuer
keys ahead of verification (e.g. for Attesto.VpToken's :resolve_issuer
callback). It MUST NOT be used to make a network request — the presenter
controls this value.

  



    

  
    
      
    
    
      verify(input, trusted, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(binary(), JOSE.JWK.t() | map() | String.t(), keyword()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify an IssuerSigned mdoc supplied as base64url or raw CBOR bytes.
trusted is the issuer's public JWK or PEM. Set :expected_doc_type to
bind verification to a requested credential type. A :now option may be
supplied as Unix seconds or a DateTime for deterministic clock checks.

  



    

  
    
      
    
    
      verify_device_response(device_response, context, trusted, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_device_response(
  binary(),
  keyword(),
  JOSE.JWK.t() | map() | String.t(),
  keyword()
) ::
  {:ok, [verified_presentation()]} | {:error, verify_error()}


      


Verify an OID4VP mdoc presentation: a full ISO 18013-5 DeviceResponse
supplied as base64url or raw CBOR bytes.
context supplies the OID4VP request values needed to reconstruct the
OpenID4VPHandover and SessionTranscript: :client_id, :nonce, and
:response_uri are required. :response_encryption_jwk is the
Verifier's public response-encryption key (present only for the
direct_post.jwt Response Mode) and is folded in as the handover's JWK
thumbprint; omit it for unencrypted direct_post.
trusted and opts verify each document's IssuerSigned structure
exactly as in verify/3 (:expected_doc_type and :now included).
Each document's DeviceSigned.deviceAuth is additionally verified as an
ES256 COSE_Sign1 with a detached payload, signed by the device key
bound in that document's MSO.
Returns one verified result per document in the DeviceResponse.
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Attesto.NumericDate 
    



      
Value-level helpers for JWT NumericDate comparisons and Unix-second clocks.
This module deliberately does not choose protocol policy. Callers provide
requiredness, non-negative validation, leeway, future skew, and maximum age,
then map the result to their own error atom.

      


      
        Summary


  
    Types
  


    
      
        fetch_result()

      


    


    
      
        freshness_result()

      


    





  
    Functions
  


    
      
        bounded_lifetime(opts, key, default)

      


        Resolve a positive lifetime option that may only shorten default.



    


    
      
        fetch(claims, key, opts \\ [])

      


        Fetch a NumericDate claim from claims.



    


    
      
        fresh?(iat, now, opts \\ [])

      


        Classify an issued-at value against a future-skew and maximum-age window.



    


    
      
        non_negative_now!(opts, policy \\ [])

      


        Resolve a Unix-second clock and reject negative values.



    


    
      
        not_before_reached?(nbf, now, opts \\ [])

      


        Return whether a not-before NumericDate has been reached.



    


    
      
        not_expired?(exp, now, opts \\ [])

      


        Return whether an expiry remains strictly beyond now - leeway.



    


    
      
        now(opts, policy \\ [])

      


        Resolve a Unix-second clock from options.



    


    
      
        valid?(value, opts \\ [])

      


        Return whether value is an integer NumericDate for the selected policy.



    


    
      
        within_lifetime?(finish, start, max_seconds)

      


        Return whether finish is no more than max_seconds after start.



    





      


      
        Types


        


  
    
      
    
    
      fetch_result()



        
          
        

    

  


  

      

          @type fetch_result() :: {:ok, integer()} | :missing | {:error, :missing | :invalid}


      



  



  
    
      
    
    
      freshness_result()



        
          
        

    

  


  

      

          @type freshness_result() :: :ok | :future | :stale | :invalid


      



  


        

      

      
        Functions


        


  
    
      
    
    
      bounded_lifetime(opts, key, default)



        
          
        

    

  


  

      

          @spec bounded_lifetime(keyword(), atom(), pos_integer()) :: pos_integer()


      


Resolve a positive lifetime option that may only shorten default.
A missing, non-positive, non-integer, or longer requested lifetime falls
back to the supplied default.

  



    

  
    
      
    
    
      fetch(claims, key, opts \\ [])



        
          
        

    

  


  

      

          @spec fetch(map(), term(), keyword()) :: fetch_result()


      


Fetch a NumericDate claim from claims.
Missing optional claims return :missing; missing required claims return
{:error, :missing}. A present value that is not an integer, or is negative
when non_negative: true, returns {:error, :invalid}.

  



    

  
    
      
    
    
      fresh?(iat, now, opts \\ [])



        
          
        

    

  


  

      

          @spec fresh?(term(), term(), keyword()) :: freshness_result()


      


Classify an issued-at value against a future-skew and maximum-age window.
Boundary values are accepted: iat == now + future_skew and
iat == now - max_age both return :ok.

  



    

  
    
      
    
    
      non_negative_now!(opts, policy \\ [])



        
          
        

    

  


  

      

          @spec non_negative_now!(keyword(), keyword()) :: non_neg_integer()


      


Resolve a Unix-second clock and reject negative values.
Stateful grant transitions use this boundary so a malformed clock cannot
produce a record with an invalid expiry or reach a mutating store callback.

  



    

  
    
      
    
    
      not_before_reached?(nbf, now, opts \\ [])



        
          
        

    

  


  

      

          @spec not_before_reached?(term(), term(), keyword()) :: boolean()


      


Return whether a not-before NumericDate has been reached.

  



    

  
    
      
    
    
      not_expired?(exp, now, opts \\ [])



        
          
        

    

  


  

      

          @spec not_expired?(term(), term(), keyword()) :: boolean()


      


Return whether an expiry remains strictly beyond now - leeway.

  



    

  
    
      
    
    
      now(opts, policy \\ [])



        
          
        

    

  


  

      

          @spec now(keyword(), keyword()) :: integer()


      


Resolve a Unix-second clock from options.
	`default: :datetime	:system` preserves the caller's original live-clock
	source. `invalid_override: :raise	:fallback` preserves whether an invalid

:now override raised or silently used that live clock.

  



    

  
    
      
    
    
      valid?(value, opts \\ [])



        
          
        

    

  


  

      

          @spec valid?(
  term(),
  keyword()
) :: boolean()


      


Return whether value is an integer NumericDate for the selected policy.

  



  
    
      
    
    
      within_lifetime?(finish, start, max_seconds)



        
          
        

    

  


  

      

          @spec within_lifetime?(term(), term(), term()) :: boolean()


      


Return whether finish is no more than max_seconds after start.
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Attesto.OpenIDDiscovery 
    



      
OpenID Connect Discovery 1.0 - OpenID Provider Metadata (§3).
Build the JSON document a Relying Party fetches from
/.well-known/openid-configuration to discover the OpenID Provider:
its endpoints, the response/grant types it supports, the signing
algorithms it uses for ID Tokens, and the scopes and claims it can
return.
This module builds on Attesto.Discovery rather than adding an OIDC
mode flag to it. The two metadata documents are distinct: RFC 8414
Authorization Server Metadata and OpenID Connect Discovery §3 Provider
Metadata have different required-field sets (OIDC mandates
subject_types_supported, id_token_signing_alg_values_supported,
claims_supported, claim_types_supported, and a scopes_supported
list that MUST contain "openid"), and they are served from different
well-known URLs. Keeping a dedicated builder keeps each document's
contract clear instead of overloading the OAuth builder with
OIDC-only obligations. The shared OAuth fields (issuer,
token_endpoint, jwks_uri, grant_types_supported,
code_challenge_methods_supported, dpop_signing_alg_values_supported,
and any host-supplied OAuth fields) are produced by
Attesto.Discovery.metadata/2 and merged in, so there is one source of
truth for them.
Attesto fills the fields it can derive or fix by protocol:
	issuer, token_endpoint, and jwks_uri via Attesto.Discovery.
	subject_types_supported is ["public"] - Attesto does not mint
pairwise subject identifiers.
	id_token_signing_alg_values_supported defaults to the algorithms
of the configured verification keys (RSA defaults to RS256).
	claim_types_supported is ["normal"] - Attesto returns claims
directly, not aggregated or distributed
(OpenID Connect Core §5.6).
	response_types_supported defaults to ["code"] - the
Authorization Code Flow.
	code_challenge_methods_supported is ["S256"] (via
Attesto.Discovery).
	request_parameter_supported defaults to false - Attesto does
not consume a request JWT parameter
(OpenID Connect Core §6.1).

Everything host-specific - the authorization_endpoint,
userinfo_endpoint, and the catalog of scopes_supported and
claims_supported the host actually serves - is supplied through
opts and merged in. nil opt values are dropped so the document only
advertises what the host actually implements. The library guarantees
only that, when scopes_supported is provided, it includes the
reserved "openid" scope (OpenID Connect Core §3.1.2.1).
The result is a string-keyed map ready to serialise as the endpoint's
JSON body.

      


      
        Summary


  
    Functions
  


    
      
        metadata(config, opts \\ [])

      


        Build the OpenID Provider Metadata document for config.



    





      


      
        Functions


        


    

  
    
      
    
    
      metadata(config, opts \\ [])



        
          
        

    

  


  

      

          @spec metadata(
  Attesto.Config.t(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build the OpenID Provider Metadata document for config.
The shared OAuth fields are produced by Attesto.Discovery.metadata/2;
see its docs for :jwks_uri, :grant_types_supported, the host
endpoint URLs (:authorization_endpoint, :userinfo_endpoint, ...),
and :token_endpoint_auth_methods_supported.
OIDC-specific options:
	:response_types_supported - defaults to
["code"] (Authorization Code Flow).
	:request_parameter_supported - defaults to false.
	:scopes_supported - if given, the reserved "openid" scope is
added when absent (OpenID Connect Core §3.1.2.1). Included only if
given.
	:claims_supported, :acr_values_supported,
:display_values_supported, :claims_locales_supported,
:ui_locales_supported, :claims_parameter_supported,
:request_uri_parameter_supported,
:require_request_uri_registration, :op_policy_uri,
:op_tos_uri - included only if given.

subject_types_supported, id_token_signing_alg_values_supported, and
claim_types_supported are fixed by protocol and always present.
Any other opt key is ignored.
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Attesto.PreAuthorizedCode 
    



      
OID4VCI pre-authorized code issuance and redemption.
This module is pure logic over an Attesto.PreAuthorizedCodeStore.
issue/3 binds the credential issuance context to a short-lived,
single-use code. redeem/4 atomically consumes the code before checking
expiry or the optional transaction-code PIN and returns the grant context a
token endpoint uses to mint a credential access token.
The plaintext code is returned only from issue/3; the store receives its
hash. When a transaction code is bound, only its hash is stored as well.

      


      
        Summary


  
    Types
  


    
      
        grant()

      


    


    
      
        issue_attrs()

      


    





  
    Functions
  


    
      
        issue(store, attrs, opts \\ [])

      


        Mint a short-lived, single-use pre-authorized code and persist it via store.



    


    
      
        redeem(store, code, params, opts \\ [])

      


        Atomically consume and redeem a pre-authorized code.



    





      


      
        Types


        


  
    
      
    
    
      grant()



        
          
        

    

  


  

      

          @type grant() :: %{
  subject: String.t(),
  credential_configuration_ids: [String.t(), ...],
  authorized_scopes: [String.t()]
}


      



  



  
    
      
    
    
      issue_attrs()



        
          
        

    

  


  

      

          @type issue_attrs() :: %{
  :subject => String.t(),
  :credential_configuration_ids => [String.t(), ...],
  :authorized_scopes => [String.t()],
  optional(:tx_code) => String.t() | nil
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      issue(store, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(module(), issue_attrs(), keyword()) ::
  {:ok, String.t()} | {:error, :invalid_attrs}


      


Mint a short-lived, single-use pre-authorized code and persist it via store.
attrs must carry a non-empty :subject, a non-empty list of non-empty
:credential_configuration_ids, and an :authorized_scopes list. An
optional non-empty :tx_code is stored only as :tx_code_hash.
Options include :ttl (seconds, default 300) and
:now (clock override). Returns {:error, :invalid_attrs} for malformed
issuance attributes.

  



    

  
    
      
    
    
      redeem(store, code, params, opts \\ [])



        
          
        

    

  


  

      

          @spec redeem(module(), String.t(), map(), keyword()) ::
  {:ok, grant()} | {:error, atom()}


      


Atomically consume and redeem a pre-authorized code.
The code is taken from the store before expiry or transaction-code
validation. A failed PIN check therefore burns the code. Returns a plain
grant-context map or an error atom.
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Attesto.PreAuthorizedCodeStore behaviour
    



      
Storage seam for OID4VCI pre-authorized codes.
Attesto.PreAuthorizedCode generates and validates a pre-authorized code,
but it never decides where the code lives. A host implements this behaviour
over whatever store fits (Postgres, Redis, ETS);
Attesto.PreAuthorizedCodeStore.ETS is a ready single-node implementation.
The single-use contract
take/1 MUST be atomic: it returns the record for code_hash and removes it
in one indivisible step, so two concurrent redemptions of the same
pre-authorized code cannot both succeed. A store that let take/1 race would
let a captured code be replayed. A SQL implementation uses
DELETE ... WHERE code_hash = $1 RETURNING ...; an ETS implementation uses
:ets.take/2.
The code is consumed by take/1 even if Attesto.PreAuthorizedCode then
rejects the redemption because it is expired or the presented PIN is wrong.
A failed validation therefore burns the code and denies repeated attempts
against a captured code.
Record fields
A stored record contains:
	:code_hash - the Attesto.Secret.hash/1 of the code (the key).
	:data - the bound issuance context.
	:expires_at - absolute expiry, unix seconds.


      


      
        Summary


  
    Types
  


    
      
        entry()

      


    





  
    Callbacks
  


    
      
        get(code_hash)

      


        Read the entry for code_hash without consuming it.



    


    
      
        put(entry)

      


        Persist a pre-authorized code record.



    


    
      
        take(code_hash)

      


        Atomically fetch and delete the record for code_hash.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{code_hash: binary(), data: map(), expires_at: integer()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get(code_hash)


        (optional)


        
          
        

    

  


  

      

          @callback get(code_hash :: binary()) :: {:ok, entry()} | :error


      


Read the entry for code_hash without consuming it.

  



  
    
      
    
    
      put(entry)



        
          
        

    

  


  

      

          @callback put(entry()) :: :ok


      


Persist a pre-authorized code record.

  



  
    
      
    
    
      take(code_hash)



        
          
        

    

  


  

      

          @callback take(code_hash :: binary()) :: {:ok, entry()} | :error


      


Atomically fetch and delete the record for code_hash.
MUST be a single indivisible operation to preserve the single-use guarantee.
Returns {:ok, entry} when the code existed and was unredeemed, and :error
when no such code exists. The latter includes an already-redeemed code.
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Attesto.PreAuthorizedCodeStore.ETS 
    



      
Single-node ETS implementation of Attesto.PreAuthorizedCodeStore.
Pre-authorized codes live in a :protected ETS table owned by a GenServer
that sweeps expired rows on a fixed interval. put/1 and take/1 are
routed through the owner process (GenServer.call/2) so every write happens
there; take/1's underlying :ets.take/2 still fetches and deletes a row
in one atomic step, so the single-use guarantee holds against concurrent
redemptions on a node. This is a per-node store: a multi-node deployment
MUST back Attesto.PreAuthorizedCodeStore with a shared store so a code
issued on one node can be redeemed once on another.
Start options
	:sweep_interval_ms (default 30_000) - how often expired rows are
bulk-deleted. Correctness does not depend on sweeping;
Attesto.PreAuthorizedCode re-checks expiry after take/1.

Wiring
children = [Attesto.PreAuthorizedCodeStore.ETS]
then pass the module as the store:
Attesto.PreAuthorizedCode.issue(Attesto.PreAuthorizedCodeStore.ETS, attrs)

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Attesto.PresentationRequest 
    



      
OID4VP Authorization Request (draft-ietf-oauth-openid4vp §5).
Build a string-keyed, JSON-ready request for a wallet and its DCQL query.
This module is pure and conn-free; sending the request is the host's
concern.

      


      
        Summary


  
    Functions
  


    
      
        build(opts)

      


        Build an OID4VP Authorization Request.



    


    
      
        dcql_query(opts)

      


        Build a DCQL query object.



    


    
      
        to_query_string(params)

      


        Encode an Authorization Request as an application/x-www-form-urlencoded
query string.



    





      


      
        Functions


        


  
    
      
    
    
      build(opts)



        
          
        

    

  


  

      

          @spec build(keyword()) :: %{required(String.t()) => term()}


      


Build an OID4VP Authorization Request.
The request requires a client identifier, nonce, response URI, and a DCQL
query. Optional values are included only when supplied with a non-nil
value.

  



  
    
      
    
    
      dcql_query(opts)



        
          
        

    

  


  

      

          @spec dcql_query(keyword() | map()) :: %{required(String.t()) => term()}


      


Build a DCQL query object.

  



  
    
      
    
    
      to_query_string(params)



        
          
        

    

  


  

      

          @spec to_query_string(map()) :: String.t()


      


Encode an Authorization Request as an application/x-www-form-urlencoded
query string.

  


        

      


  

  
    
    Attesto.PresentationSession - Attesto v2.0.1
    
    

    


  
  

    
Attesto.PresentationSession 
    



      
Verifier-side OID4VP presentation-session state machine.
create/3 persists the nonce, audience, requested DCQL IDs, and issuer trust
needed to verify a later direct_post response. The opaque session id is
also the OID4VP state value, so a wallet response can be correlated without
a second index or identifier. An optional :response_uri attr is also
stored and forwarded to Attesto.VpToken.verify/2; it is required only if
the session expects an mso_mdoc presentation (see Attesto.VpToken's
moduledoc) and may be omitted for SD-JWT-VC-only sessions exactly as before.
Verification delegates all SD-JWT VC / mdoc and holder-binding cryptography
to Attesto.VpToken.verify/2. A malformed or invalid presentation leaves the
session pending, allowing a valid response to arrive before expiry. Only a
successfully verified response attempts the store's atomic completion.
A {:resolve_issuer, fun} trust source contains an in-memory function and is
therefore suitable only for in-memory stores such as the bundled ETS store.
Persistent stores must use static {:issuer_jwks, jwks} trust material (or
define their own serializable trust-reference convention outside this core
primitive).
Store callbacks are checked against Attesto.PresentationSessionStore's
documented return contracts. An unexpected return or malformed stored entry
raises a constant RuntimeError; callback values are never copied into the
exception message. This is especially important for result/2, because
take/1 may already have consumed the only copy before its return is
validated.

      


      
        Summary


  
    Types
  


    
      
        correlation()

      


    


    
      
        create_attrs()

      


    


    
      
        issuer_trust()

      


    





  
    Functions
  


    
      
        attach_request_object(store, id, request_object)

      


        Attach the signed OID4VP request object to a pending session.



    


    
      
        attach_response_encryption_jwk(store, id, jwk)

      


        Attach the verifier's per-request response-encryption private JWK to a pending
session (its kid is the session id), so the direct-post endpoint can decrypt
a direct_post.jwt response with the ephemeral key it advertised.



    


    
      
        create(store, attrs, opts \\ [])

      


        Create and persist a short-lived OID4VP presentation session.



    


    
      
        request_object(store, id)

      


        Read a pending session's stored request object (the signed OID4VP request
object the interface serves at its request_uri), if one was persisted at
create/3 via the optional :request_object attr. Returns :error for an
unknown, expired, or request-object-less session.



    


    
      
        response_encryption_jwk(store, id)

      


        Read a pending session's per-request response-encryption private JWK, if one
was attached. Returns :error for an unknown, expired, or key-less session.



    


    
      
        result(store, id)

      


        Read and consume a completed session's verified result. Single-use.



    


    
      
        verify_response(store, correlation, vp_token, opts \\ [])

      


        Verify a wallet response and atomically complete its pending session.



    





      


      
        Types


        


  
    
      
    
    
      correlation()



        
          
        

    

  


  

      

          @type correlation() :: {:state, String.t()} | {:id, String.t()}


      



  



  
    
      
    
    
      create_attrs()



        
          
        

    

  


  

      

          @type create_attrs() :: %{
  :audience => String.t(),
  :expected_query_ids => [String.t()],
  :issuer_trust => issuer_trust(),
  optional(:request_object) => String.t(),
  optional(:response_uri) => String.t(),
  optional(:query_constraints) => map()
}


      



  



  
    
      
    
    
      issuer_trust()



        
          
        

    

  


  

      

          @type issuer_trust() ::
  {:issuer_jwks, map() | list()} | {:resolve_issuer, (String.t() -> term())}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      attach_request_object(store, id, request_object)



        
          
        

    

  


  

      

          @spec attach_request_object(module(), String.t(), String.t()) ::
  :ok | {:error, :unavailable}


      


Attach the signed OID4VP request object to a pending session.
Called once at creation time (the request object needs the session's nonce
and its id/state, which create/3 generates). Atomic on the pending
status. Returns {:error, :unavailable} if the session is unknown, expired,
or already completed.

  



  
    
      
    
    
      attach_response_encryption_jwk(store, id, jwk)



        
          
        

    

  


  

      

          @spec attach_response_encryption_jwk(module(), String.t(), map()) ::
  :ok | {:error, :unavailable}


      


Attach the verifier's per-request response-encryption private JWK to a pending
session (its kid is the session id), so the direct-post endpoint can decrypt
a direct_post.jwt response with the ephemeral key it advertised.

  



    

  
    
      
    
    
      create(store, attrs, opts \\ [])



        
          
        

    

  


  

      

          @spec create(module(), create_attrs(), keyword()) ::
  {:ok, %{id: String.t(), nonce: String.t()}} | {:error, :invalid_attrs}


      


Create and persist a short-lived OID4VP presentation session.
The returned id is both the store key and the request's state; nonce
belongs in the presentation request. Options are :ttl (default
300 seconds) and :now (a clock override).

  



  
    
      
    
    
      request_object(store, id)



        
          
        

    

  


  

      

          @spec request_object(module(), String.t()) :: {:ok, String.t()} | :error


      


Read a pending session's stored request object (the signed OID4VP request
object the interface serves at its request_uri), if one was persisted at
create/3 via the optional :request_object attr. Returns :error for an
unknown, expired, or request-object-less session.

  



  
    
      
    
    
      response_encryption_jwk(store, id)



        
          
        

    

  


  

      

          @spec response_encryption_jwk(module(), String.t()) :: {:ok, map()} | :error


      


Read a pending session's per-request response-encryption private JWK, if one
was attached. Returns :error for an unknown, expired, or key-less session.

  



  
    
      
    
    
      result(store, id)



        
          
        

    

  


  

      

          @spec result(module(), String.t()) :: {:ok, map()} | :error


      


Read and consume a completed session's verified result. Single-use.
The result is returned at most once: the completed session is atomically
removed on read (via the store's take/1). This bounds exposure of the
presented — potentially PII — claims. The response_code a verifier hands the
browser to trigger this read is the session id, and it transits the browser
address bar, history, Referer, and logs; a non-consuming read would let
anyone who later captured that value replay it to re-read the claims for the
rest of the session TTL. Single-use closes that: the verifier front-end reads
the result once, on the completion redirect, and a captured response_code is
dead afterwards. A second read (or a read of a still-pending/expired session)
returns :error.
Returns the same shape as verify_response/4 — the VpToken results map
directly — so the live-return and read-back paths handle one shape, not two.

  



    

  
    
      
    
    
      verify_response(store, correlation, vp_token, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_response(module(), correlation(), map(), keyword()) ::
  {:ok, map()}
  | {:error,
     :unknown_session
     | :expired
     | :already_completed
     | {:invalid_presentation, term()}}


      


Verify a wallet response and atomically complete its pending session.
Invalid presentations return {:invalid_presentation, reason} and do not
complete the session. When concurrent valid responses race, exactly one can
complete it; all losing calls return :already_completed.
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Attesto.PresentationSessionStore behaviour
    



      
Storage seam for verifier-side OID4VP presentation sessions.
A session starts pending and may transition to completed exactly once.
complete/2 is security-critical: implementations MUST atomically guard the
update on the current pending status and on the session being unexpired.
Two concurrent wallet responses for one session therefore cannot both win or
overwrite one another. A SQL implementation would use one conditional
UPDATE ... WHERE status = 'pending' AND expires_at > now; the reference ETS
implementation serializes this transition through its owner process.
A completed session's verified result is read exactly once, through the
required take/1 callback, which atomically returns and clears it. get/1
is non-consuming and serves only pending-session needs — the request object,
the response-encryption key, and the pending/completed status. get/1
MUST NOT return the completed result payload (data.result): the OID4VP
response_code handed to the browser is the session id and transits the
address bar, history, Referer, and logs, so a get/1 that returned the
claims would let anyone who captured it re-read the presented PII for the
whole session TTL. Reading results only via the consuming take/1 closes
that. The reference store strips :result from get/1.

      


      
        Summary


  
    Types
  


    
      
        entry()

      


    





  
    Callbacks
  


    
      
        attach_request_object(id, request_object)

      


        Atomically attach the signed request object to an unexpired pending session.



    


    
      
        attach_response_encryption_jwk(id, jwk)

      


        Atomically attach the verifier's per-request (ephemeral) response-encryption
private JWK to an unexpired pending session, for direct_post.jwt decryption.



    


    
      
        complete(id, result)

      


        Atomically transition an unexpired pending session to completed.



    


    
      
        get(id)

      


        Read a presentation session without consuming it.



    


    
      
        put(entry)

      


        Persist a new pending presentation session.



    


    
      
        take(id)

      


        Atomically fetch and clear an unexpired completed session.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{id: String.t(), data: map(), expires_at: integer()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      attach_request_object(id, request_object)


        (optional)


        
          
        

    

  


  

      

          @callback attach_request_object(id :: String.t(), request_object :: String.t()) ::
  :ok | :error


      


Atomically attach the signed request object to an unexpired pending session.
Called once at creation time (before the session id is published), so it
guards on pending like complete/2. Returns :error when the session is
unknown, expired, or no longer pending.

  



  
    
      
    
    
      attach_response_encryption_jwk(id, jwk)


        (optional)


        
          
        

    

  


  

      

          @callback attach_response_encryption_jwk(id :: String.t(), jwk :: map()) :: :ok | :error


      


Atomically attach the verifier's per-request (ephemeral) response-encryption
private JWK to an unexpired pending session, for direct_post.jwt decryption.

  



  
    
      
    
    
      complete(id, result)



        
          
        

    

  


  

      

          @callback complete(id :: String.t(), result :: map()) :: :ok | :error


      


Atomically transition an unexpired pending session to completed.
The supplied result is retained with the session. Returns :error when the
session is unknown, expired, or no longer pending.

  



  
    
      
    
    
      get(id)



        
          
        

    

  


  

      

          @callback get(id :: String.t()) :: {:ok, entry()} | :error


      


Read a presentation session without consuming it.
MUST NOT return the completed result payload (data.result) — that is read
exactly once through take/1. Used to serve the request object and
response-encryption key of a pending session and to observe pending vs
completed status.

  



  
    
      
    
    
      put(entry)



        
          
        

    

  


  

      

          @callback put(entry()) :: :ok


      


Persist a new pending presentation session.

  



  
    
      
    
    
      take(id)



        
          
        

    

  


  

      

          @callback take(id :: String.t()) :: {:ok, entry()} | :error


      


Atomically fetch and clear an unexpired completed session.
This is the ONLY way to read a completed session's verified result, and it is
single-use: the row is deleted on read. Required — Attesto.PresentationSession.result/2
calls it unconditionally.
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Attesto.PresentationSessionStore.ETS 
    



      
Single-node ETS implementation of Attesto.PresentationSessionStore.
Presentation sessions live in a :protected named ETS table owned by a
GenServer. Every write runs inside that owner process, so complete/2
atomically guards the pending to completed transition on status and
expiry and concurrent submissions have exactly one possible winner on this
node; no other process can write the table directly.
This is a per-node store. A multi-node deployment MUST use a shared store,
or explicitly acknowledge the limitation with
multi_node_acknowledged?: true.
Start options
	:sweep_interval_ms (default 30_000) - how often expired entries are
deleted.
	:multi_node_acknowledged? (default false) - permit this per-node store
to start on a clustered BEAM.

Wiring
children = [Attesto.PresentationSessionStore.ETS]

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Attesto.ProtectedResourceMetadata 
    



      
RFC 9728 - OAuth 2.0 Protected Resource Metadata.
Build the JSON document a client (or an authorization server) fetches from a
protected resource's /.well-known/oauth-protected-resource to learn how to
obtain and present tokens for that resource: which authorization server(s)
issue tokens for it, where its JWKS lives, what scopes and bearer-token
presentation methods it accepts, and whether it requires sender-constrained
(DPoP / mTLS) tokens.
This is the resource-server analogue of Attesto.Discovery (RFC 8414, the
authorization server's metadata) and mirrors it exactly: a base map of the
fields Attesto can derive from the Attesto.Config, plus an @host_fields
allowlist reduce that merges in whatever the host supplies and drops nil
values so the document only advertises what the resource actually implements.
The only protocol-fixed field is resource (RFC 9728 §2, REQUIRED): the
resource identifier the metadata describes. It defaults to the config's
audience - the access-token audience a resource server validates is exactly
its resource identifier - and is overridable via the :resource opt for a
deployment whose canonical resource identifier differs from the default token
audience.
Everything else in RFC 9728 §2 is host-specific and supplied through opts:
the authorization_servers list, the resource's own jwks_uri,
scopes_supported, the bearer_methods_supported presentation methods, the
signing algorithms for signed responses, the human-facing
resource_name/documentation/policy/ToS URLs, the sender-constraint flags,
and a signed_metadata JWT. nil opt values are dropped.
The result is a string-keyed map ready to serialise as the endpoint's JSON
body. This module renders the document only; mounting a serving endpoint for
it is the host's concern.

      


      
        Summary


  
    Functions
  


    
      
        metadata(config, opts \\ [])

      


        Build the protected-resource metadata document for config.



    





      


      
        Functions


        


    

  
    
      
    
    
      metadata(config, opts \\ [])



        
          
        

    

  


  

      

          @spec metadata(
  Attesto.Config.t(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build the protected-resource metadata document for config.
The only field Attesto fixes is resource (RFC 9728 §2, REQUIRED): the
resource identifier this metadata describes.
Options:
	:resource - the resource identifier. Defaults to config.audience (the
access-token audience a resource server validates is its resource
identifier); override for a deployment whose canonical resource
identifier differs from the default token audience.
	:authorization_servers - the list of issuer identifiers of the
authorization servers that can issue tokens for this resource (RFC 9728
§2). Included only if given.
	:jwks_uri - the resource's own JWK Set URL (e.g. for verifying signed
resource responses). Included only if given. Distinct from the
authorization server's jwks_uri.
	:scopes_supported, :bearer_methods_supported,
:resource_signing_alg_values_supported - the scopes the resource
recognises, the RFC 6750 token-presentation methods it accepts
("header", "body", "query"), and the JWS algorithms it signs
responses with; included only if given.
	:resource_name, :resource_documentation, :resource_policy_uri,
:resource_tos_uri - human-facing display name and URLs; included only
if given.
	:tls_client_certificate_bound_access_tokens (RFC 8705),
:dpop_bound_access_tokens_required,
:dpop_signing_alg_values_supported (RFC 9449) - the sender-constraint
flags and accepted DPoP algorithms; included only if given.
	:signed_metadata - a JWT whose claims are the signed counterpart of
this document (RFC 9728 §2); included only if given.

The accepted host fields are the RFC 9728 §2 allowlist in @host_fields; the
enumeration above is illustrative. Any other opt key is ignored.
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Attesto.RedirectURI 
    



      
Redirect-URI matching for the authorization endpoint (RFC 6749 §3.1.2.3,
RFC 8252 §7.3).
RFC 6749 §3.1.2.3 matches a request redirect_uri against the client's
registered set by simple string comparison: byte-for-byte, no
normalization and no prefix matching. That is the default here, and it is what
the OpenID Connect and FAPI profiles assume.
RFC 8252 (BCP 212) defines one narrow exception. A native application that
cannot use a private-use URI scheme (§7.1) instead binds an ephemeral port on
the loopback interface (§7.3) and only learns that port at runtime, so the
port cannot be registered ahead of time. §7.3 therefore requires the
authorization server to "allow any port to be specified at the time of the
request for loopback IP redirect URIs", while comparing the rest of the URI
exactly.
Matching modes
	:exact (default) - RFC 6749 §3.1.2.3 simple string comparison, and
nothing else.

	:exact_allow_loopback_port - exact comparison first; failing that, the
RFC 8252 §7.3 loopback exception. The exception applies only when BOTH the
request URI and the registered URI are loopback redirect URIs, meaning
each one:
	begins with the byte-exact scheme http:// (an https URI, a
private-use scheme, and an upper-case HTTP:// are all outside the
exception and stay exact-match);

	has an authority of exactly 127.0.0.1 or [::1], optionally
followed by :<port> and nothing else. Any userinfo, any other host,
and any other spelling of the loopback address are outside the
exception.
localhost is deliberately excluded. RFC 8252 §8.3 makes the literal
IP preferable precisely because localhost is a name, resolved by
the device's host-name configuration, and so is not guaranteed to be
the loopback interface. Extending port flexibility to a name whose
resolution the server cannot reason about would widen the exception
past what §7.3 asks for, so http://localhost:PORT/... never matches
under it.
RFC 9700 §2.1 and §4.1.3 phrase the same exception as applying to
"localhost redirection URIs of native apps", which reads as a wider
allowance. Both, however, define it by reference - "as described in
Section 7.3 of [RFC8252]" - and §7.3 constructs the URI from the
loopback IP literal, not the name. localhost there is shorthand for
"the loopback interface", so the normative content is §7.3's and this
module follows it. A client that has registered a localhost URI is
unaffected in the ordinary case: it still matches exactly, it just
gets no port flexibility.
This scopes the exception, not registration: a client that has
registered a localhost redirect URI still reaches it by exact
match, since that URI is one the host deliberately registered and
§8.3's "NOT RECOMMENDED" is guidance to the client about which URI to
choose, not a requirement that the server refuse it. Such a client
simply gets no port flexibility;

	carries no fragment (a redirect URI must not, RFC 6749 §3.1.2).


The two sides differ in one respect. The request URI names an
endpoint the server is about to redirect a browser to, so a port it
carries must be decimal 1..65535 or absent; an empty
(http://127.0.0.1:/cb) or out-of-range port is not a reachable endpoint
and falls back to exact comparison. The registered URI is a pattern
whose port is discarded, so any port stands there - including the
conventional :0 placeholder for "an ephemeral port chosen at runtime".
Two loopback URIs match when their scheme, host literal, path, and query
are all identical; only the port is ignored. IPv4 and IPv6 loopback are
distinct hosts and never match each other.

	:exact_allow_loopback_port_including_localhost - everything
:exact_allow_loopback_port does, and additionally treats the bare
hostname localhost as a loopback authority, so
http://localhost:<ephemeral>/cb matches a registered
http://localhost/cb.
This exists for interoperability, not because §7.3 requires it. §7.3's
MUST is scoped to "loopback IP redirect URIs" and the paragraphs above
are the right default. But nothing forbids a server allowing the name,
and §8.3's case against localhost is stated entirely in terms of what
the client does - it "avoids inadvertently listening on network
interfaces other than the loopback interface" and is "less susceptible to
client-side firewalls and misconfigured host name resolution on the
user's device". Those are reasons for an app author to choose the IP
literal; refusing port flexibility at the authorization server does not
make any of them true, it only fails the request. Real native clients
exist that register a portless localhost callback and then bind an
ephemeral port, and they cannot authorize at all under the stricter rule.
The residual risk is bounded by two allowances this module already makes
independently: a registered localhost URI is already reachable by exact
match, so redirecting to a name the server cannot resolve is already
accepted; and §7.3 already mandates port flexibility, so a code landing
on an arbitrary local port is already accepted for 127.0.0.1. This mode
permits their combination and nothing else, which is why it is a separate
opt-in rather than a relaxation of :exact_allow_loopback_port.
localhost is its own host identity, never folded onto 127.0.0.1: the
name and the IP literals do not cross-match, exactly as IPv4 and IPv6
loopback do not. Every other constraint above is unchanged - byte-exact
http:// scheme, anchored authority (so localhost.evil.example,
sub.localhost, evil-localhost, localhost. and any userinfo stay
outside), no fragment, exact path and query, and the same asymmetric port
rule between the request and registered sides.


Enabling either exception is a deliberate deployment decision: a profile that
mandates exact redirect-URI matching forbids them. Both are off by default so
the matching behavior is unchanged unless a host asks for it.
Registration convention
A client registers its loopback redirect URI with whatever port it likes
(http://127.0.0.1/cb, http://127.0.0.1:0/cb, or a fixed port) and any
usable request port then matches. Only the port is variable; a request that
differs in path or query is still rejected.
Failure is never a redirect
This module answers a boolean. A request URI that matches nothing is not a
trusted redirect target, and the caller MUST report the failure directly to
the user agent rather than redirecting to the supplied URI (OIDC Core
§3.1.2.6) - otherwise the endpoint is an open redirect.
Parser agreement
Matching is only as sound as the agreement between the parser that decides
and the parser that navigates. Elixir's URI follows RFC 3986; the browser
that receives the Location follows the WHATWG URL Standard, and the two
disagree about some authorities. In https://evil.example\@client.example/cb,
RFC 3986 reads evil.example\ as userinfo and client.example as the host,
while WHATWG treats the backslash as a path separator and navigates to
evil.example.
Byte-exact matching is immune - it compares strings, never origins - and the
§7.3 loopback exception is immune because it anchors on the whole authority
rather than the parsed host. Any check phrased in terms of a host or an
origin is not, so unambiguous?/1 exists to keep such a URI out of a
registered set in the first place.

      


      
        Summary


  
    Types
  


    
      
        matching()

      


        The redirect-URI matching mode (see the moduledoc).



    





  
    Functions
  


    
      
        matching!(matching)

      


        Normalize a caller-supplied matching mode, raising ArgumentError on an
unrecognized value.



    


    
      
        matching_modes()

      


        The supported matching modes. Exposed so a caller can validate host
configuration against the same list this module enforces.



    


    
      
        registered?(uri, registered, matching \\ :exact)

      


        Whether uri matches one of the client's registered redirect URIs under
matching (RFC 6749 §3.1.2.3, RFC 8252 §7.3).



    


    
      
        unambiguous?(uri)

      


        Whether every URL parser agrees which origin uri names (see "Parser
agreement" in the moduledoc).



    





      


      
        Types


        


  
    
      
    
    
      matching()



        
          
        

    

  


  

      

          @type matching() ::
  :exact
  | :exact_allow_loopback_port
  | :exact_allow_loopback_port_including_localhost


      


The redirect-URI matching mode (see the moduledoc).

  


        

      

      
        Functions


        


  
    
      
    
    
      matching!(matching)



        
          
        

    

  


  

      

          @spec matching!(term()) :: matching()


      


Normalize a caller-supplied matching mode, raising ArgumentError on an
unrecognized value.
A misspelled mode must never silently degrade into a different matching
policy, in either direction: quietly falling back to :exact would hide a
host's deliberate opt-in, and quietly enabling anything else would relax
matching nobody asked for. Raising makes the misconfiguration visible.

  



  
    
      
    
    
      matching_modes()



        
          
        

    

  


  

      

          @spec matching_modes() :: [matching()]


      


The supported matching modes. Exposed so a caller can validate host
configuration against the same list this module enforces.

  



    

  
    
      
    
    
      registered?(uri, registered, matching \\ :exact)



        
          
        

    

  


  

      

          @spec registered?(String.t(), [String.t()], matching()) :: boolean()


      


Whether uri matches one of the client's registered redirect URIs under
matching (RFC 6749 §3.1.2.3, RFC 8252 §7.3).
A non-binary entry in registered is ignored rather than raising: the
registered set comes from the host, and one malformed entry must not make an
otherwise valid request crash the endpoint.

  



  
    
      
    
    
      unambiguous?(uri)



        
          
        

    

  


  

      

          @spec unambiguous?(term()) :: boolean()


      


Whether every URL parser agrees which origin uri names (see "Parser
agreement" in the moduledoc).
Answers false for a URI carrying anything that makes RFC 3986 and the WHATWG
URL Standard read a different authority out of the same bytes:
	a backslash anywhere. WHATWG maps \ to / in a special scheme, so
it can terminate an authority that RFC 3986 reads as continuing.
	userinfo. https://a@b/ is unambiguous today, but userinfo is the
component every authority-confusion trick is built out of, and a redirect
URI has no legitimate use for credentials (RFC 6749 §3.1.2 wants a plain
absolute URI). Refusing it removes the whole class rather than the one
spelling known to differ.
	a C0 control, space, tab, CR, or LF. WHATWG strips tab/CR/LF before
parsing and percent-encodes the rest; RFC 3986 does neither.

A URI that does not parse at all is likewise false - it is not a target the
server can reason about.
This is a check on what may be registered, not a matching mode. It says
nothing about whether a URI is a good redirect target, only that the answer
will not depend on which parser is asked.
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Attesto.RequestObject 
    



      
Signed OpenID Connect Request Object verification (JAR, RFC 9101 / OIDC §6.1).
This module verifies a compact JWT request object against trusted client
JWKs supplied by the host. It deliberately rejects unsigned request objects:
a host that wants request objects is opting into integrity protection, not a
second unsigned parameter encoding.

      


      
        Summary


  
    Types
  


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        verify(jwt, trusted_jwks, opts \\ [])

      


        Verify and return a string-keyed parameter map from a signed request object.



    


    
      
        verify_with_claims(jwt, trusted_jwks, opts \\ [])

      


        Like verify/3, but also returns the raw verified JWT claims alongside the
parameter map: {:ok, params, claims}.



    





      


      
        Types


        


  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_request_object
  | :request_not_supported
  | :invalid_signature
  | :invalid_issuer
  | :invalid_audience
  | :invalid_typ
  | :expired
  | :not_yet_valid
  | :unsupported_critical_header


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  issuer: String.t() | nil,
  audience: String.t() | [String.t()],
  accepted_algs: [Attesto.SigningAlg.alg()],
  enforce_fapi_alg_policy: boolean(),
  require_nbf: boolean(),
  max_nbf_age_seconds: pos_integer() | nil,
  require_exp: boolean(),
  require_iat: boolean(),
  require_jti: boolean(),
  require_client_id_claim: boolean(),
  max_lifetime_seconds: pos_integer() | nil,
  accepted_typ: [String.t() | nil] | nil,
  string_valued_claims: [String.t()]
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      verify(jwt, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()] | map(), verify_opts()) ::
  {:ok, map()} | {:error, verify_error()}


      


Verify and return a string-keyed parameter map from a signed request object.
The object must carry iss, client_id, and aud. iss must match the
object's client_id and the caller-supplied :issuer; aud must match the
caller-supplied :audience.
Opts implementing the RFC 9101 / FAPI Message Signing 2.0 §5.3.1 strict-JAR
policy. Every one defaults to the lenient JAR/OIDC §6.1 behaviour, so a
caller that passes none observes no change:
	:accepted_algs - JOSE algorithms a candidate trusted key may use.
Defaults to SigningAlg.fapi_algs/0 (PS256, ES256, EdDSA over Ed25519,
and explicit Ed25519).
	:enforce_fapi_alg_policy - additionally enforce the FAPI key/algorithm
policy, rejecting RSA moduli below 2048 bits and legacy EdDSA over
Ed448. Defaults to true when :accepted_algs is omitted and false
when the caller supplies an explicit non-FAPI algorithm policy. Composed
FAPI profiles that narrow the allowlist must pass true.
	:require_nbf - when true, reject an object without an nbf claim.
Defaults to false. (RFC 9101 / FAPI Message Signing 2.0 §5.3.1.)
	:max_nbf_age_seconds - when set, reject an nbf older than now - N.
Defaults to nil (no lower bound).
	:require_exp - when true, reject an object without an exp claim.
Defaults to false.
	:require_iat - when true, reject an object without a valid iat
NumericDate claim. Defaults to false. (CIBA Core §7.1.1 makes iat
REQUIRED in a signed authentication request.)
	:require_jti - when true, reject an object without a non-empty
string jti claim. Defaults to false. (CIBA Core §7.1.1 makes jti
REQUIRED; replay tracking against it is the caller's concern.)
	:require_client_id_claim - when false, skip the requirement that the
object carry a client_id claim equal to iss. RFC 9101 request
objects carry client_id; a CIBA signed authentication request
(CIBA Core §7.1.1) does not - its iss alone names the client and is
still matched against the caller-supplied :issuer. Defaults to true
(the RFC 9101 behaviour).
	:max_lifetime_seconds - when set, require valid nbf and exp
NumericDate anchors and reject an exp greater than nbf + N. Defaults
to nil (no lifetime bound).
	:accepted_typ - when a list, require the JOSE header typ to be a
member; nil in the list permits an absent typ. Defaults to nil,
which accepts any typ including its absence.
	:string_valued_claims - when a list of claim names, each named claim
that is present MUST be a JSON string, else :invalid_request_object.
This runs BEFORE the claim → parameter coercion, so a non-string value
(number, boolean, array, object) is rejected rather than stringified /
space-joined / JSON-encoded, and a malformed value can never reach
claims_to_params/1's coercion (so it cannot raise). Defaults to []
(no typing constraint - the lenient JAR/OIDC §6.1 coercion). CIBA Core
§7.1.1 uses this to require its known authentication-request parameters
be JSON strings in a signed request; RFC 9101 JAR leaves it unset.


  



    

  
    
      
    
    
      verify_with_claims(jwt, trusted_jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_with_claims(String.t(), map() | [map()] | map(), verify_opts()) ::
  {:ok, map(), map()} | {:error, verify_error()}


      


Like verify/3, but also returns the raw verified JWT claims alongside the
parameter map: {:ok, params, claims}.
A profile that must act on reserved claims the parameter map deliberately
drops - CIBA Core §7.1.1 needs the signed request's jti and exp to
implement replay defense at the host boundary - uses this to read them
without decoding/verifying the JWT a second time. params is identical to
what verify/3 returns.
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Verification policy for signed authorization request objects (JAR, RFC 9101).
Policy expressed as data the caller passes to
Attesto.AuthorizationRequest.validate/2, which threads it into
Attesto.RequestObject.verify/3. The default %Policy{} is the generic
OpenID Connect §6.1 / RFC 9101 baseline (a signed request object is verified,
but nbf/exp/typ are not required). The FAPI 2.0 Message Signing §5.3.1
profile is the named fapi_message_signing/0 constructor - profile data, not
a feature flag and not a backwards-compatibility shim.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        fapi_message_signing()

      


        The FAPI 2.0 Message Signing §5.3.1 profile for signed request objects



    


    
      
        generic()

      


        The generic OpenID Connect §6.1 / RFC 9101 baseline: a signed request object
is verified, but nbf/exp/typ are not required. Equivalent to %Policy{}.



    


    
      
        require_request_object?(policy)

      


        Whether this policy requires the authorization request to carry a signed
request object (FAPI 2.0 Message Signing §5.3.1). When true, a request that
presents no request object is rejected rather than processed from its plain
parameters.



    


    
      
        to_verify_opts(policy)

      


        Flatten the policy to Attesto.RequestObject.verify/3 options, dropping
nil values so verify/3 keeps its own defaults (notably accepted_algs,
which defaults to Attesto.SigningAlg.fapi_algs/0) and the non-verification
presence fields ([:require_request_object]). Boolean false remains
present, allowing a generic non-FAPI policy to opt out of the FAPI key gate
explicitly.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.RequestObject.Policy{
  accepted_algs: [Attesto.SigningAlg.alg()] | nil,
  accepted_typ: [String.t() | nil] | nil,
  enforce_fapi_alg_policy: boolean() | nil,
  max_lifetime_seconds: pos_integer() | nil,
  max_nbf_age_seconds: pos_integer() | nil,
  require_exp: boolean(),
  require_nbf: boolean(),
  require_request_object: boolean()
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      fapi_message_signing()



        
          
        

    

  


  

      

          @spec fapi_message_signing() :: t()


      


The FAPI 2.0 Message Signing §5.3.1 profile for signed request objects:
	a signed request object is REQUIRED - an authorization request that
carries none is rejected (FAPI 2.0 Message Signing §5.3.1, which mandates
that clients send the request as a signed JWT);
	nbf REQUIRED, no more than 60 minutes in the past;
	exp REQUIRED, no more than 60 minutes after nbf;
	JOSE header typ, when present, must be "oauth-authz-req+jwt", but is
NOT required.

accepted_algs is left nil to inherit Attesto.RequestObject.verify/3's
default (Attesto.SigningAlg.fapi_algs/0: PS256, ES256, legacy EdDSA over
Ed25519, and explicit Ed25519). enforce_fapi_alg_policy is set explicitly
so a caller can narrow accepted_algs without disabling the profile's RSA
modulus and Edwards-curve checks.
Note on typ: §5.3.1's "shall accept that typ" requires an OP to accept the
oauth-authz-req+jwt type when a client sends it - it does not license
requiring it, and RFC 9101 §4 makes typ only RECOMMENDED. The FAPI 2.0
Message Signing conformance suite signs its request objects with no typ
header at all, so an OP that mandates typ rejects every conformant request
and fails certification. accepted_typ: ["oauth-authz-req+jwt", nil] therefore
keeps the RFC 9101 §10.8 explicit-typing defence when a typ is present
(a wrong type is still rejected) while accepting its absence.

  



  
    
      
    
    
      generic()



        
          
        

    

  


  

      

          @spec generic() :: t()


      


The generic OpenID Connect §6.1 / RFC 9101 baseline: a signed request object
is verified, but nbf/exp/typ are not required. Equivalent to %Policy{}.

  



  
    
      
    
    
      require_request_object?(policy)



        
          
        

    

  


  

      

          @spec require_request_object?(t()) :: boolean()


      


Whether this policy requires the authorization request to carry a signed
request object (FAPI 2.0 Message Signing §5.3.1). When true, a request that
presents no request object is rejected rather than processed from its plain
parameters.

  



  
    
      
    
    
      to_verify_opts(policy)



        
          
        

    

  


  

      

          @spec to_verify_opts(t()) :: keyword()


      


Flatten the policy to Attesto.RequestObject.verify/3 options, dropping
nil values so verify/3 keeps its own defaults (notably accepted_algs,
which defaults to Attesto.SigningAlg.fapi_algs/0) and the non-verification
presence fields ([:require_request_object]). Boolean false remains
present, allowing a generic non-FAPI policy to opt out of the FAPI key gate
explicitly.
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RFC 8707 Resource Indicators for OAuth 2.0 — the conn-free primitive.
A resource request parameter scopes an issued access token to one or more
protected resources by setting the token's aud claim to the requested
resource identifier(s) (§2.2). Audience is the cryptographic, RFC-blessed
confinement: a token minted for resource A is structurally invalid at a
sibling resource B, even when both share a scope vocabulary.
This module is the single place that turns the raw resource parameter into
a validated, authorized set of audience identifiers. It does two things and
no more (it never touches a Plug.Conn, a store, or a clock):
	validate/1 — RFC 8707 §2.1 syntax. The parameter is multi-valued
(scalar or array); each value MUST be an absolute URI with no fragment.
Returns the de-duplicated indicator list, {:ok, []} when none was
requested, or {:error, :invalid_target} for any malformed value.

	authorize/2 — RFC 8707 §2.2 authorization. Every requested resource
MUST be one this authorization server is willing to mint for (the caller
composes the allowlist — typically the server's own audience plus any
configured / per-client allow-listed resources). An unserved resource is
rejected :invalid_target: the AS never issues a token for a resource it
does not serve.


:invalid_target is the RFC 8707 §2 / RFC 6749 §5.2 error code the framing
layer renders; this module returns the bare atom so it stays transport-free.

      


      
        Summary


  
    Functions
  


    
      
        authorize(resources, allowed)

      


        Authorize already-validated resource indicators against an allowlist.



    


    
      
        valid_indicator?(value)

      


        Whether a single value is a syntactically valid RFC 8707 resource indicator:
an absolute URI (a non-empty scheme plus a host or path) with no fragment
(§2.1) and no malformed percent-encoding (RFC 3986 §2.1).



    


    
      
        validate(value)

      


        Parse and syntactically validate the requested resource indicator(s).



    





      


      
        Functions


        


  
    
      
    
    
      authorize(resources, allowed)



        
          
        

    

  


  

      

          @spec authorize([String.t()], [String.t()]) ::
  {:ok, [String.t()]} | {:error, :invalid_target}


      


Authorize already-validated resource indicators against an allowlist.
Every member of resources MUST appear in allowed. Returns the resources
unchanged on success, or {:error, :invalid_target} if any is not served by
this authorization server. An empty resources list (no indicator requested)
is trivially authorized.

  



  
    
      
    
    
      valid_indicator?(value)



        
          
        

    

  


  

      

          @spec valid_indicator?(term()) :: boolean()


      


Whether a single value is a syntactically valid RFC 8707 resource indicator:
an absolute URI (a non-empty scheme plus a host or path) with no fragment
(§2.1) and no malformed percent-encoding (RFC 3986 §2.1).

  



  
    
      
    
    
      validate(value)



        
          
        

    

  


  

      

          @spec validate(term()) :: {:ok, [String.t()]} | {:error, :invalid_target}


      


Parse and syntactically validate the requested resource indicator(s).
nil (the parameter absent) yields {:ok, []}. A scalar binary or an array
of binaries yields the de-duplicated list (order preserved) when every value
is a valid absolute-URI indicator, else {:error, :invalid_target}. A
present-but-empty value (resource=, an empty array, a blank/non-binary
entry) fails closed rather than being treated as absent.
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Selective Disclosure for JWTs (SD-JWT), draft-ietf-oauth-selective-disclosure-jwt.
An SD-JWT lets an issuer sign a set of claims where individual claims are
selectively disclosable: the signed JWT carries only the SHA-256 digest of
each hidden claim (in the _sd array, or as an array element {"...": digest}),
and the cleartext claim travels separately as a Disclosure. The holder
chooses which Disclosures to release when presenting the credential, so a
verifier learns only the disclosed subset while the issuer's single signature
still covers all of them.
The wire form is a ~-separated list:
<Issuer-signed JWT>~<Disclosure 1>~...~<Disclosure N>~<optional Key Binding JWT>
A Disclosure is base64url(UTF-8(JSON(array))) with no padding, where the
array is [salt, claim_name, claim_value] for an object property or
[salt, value] for an array element. Its digest is
base64url(SHA-256(ASCII(disclosure))) — computed over the exact disclosure
string, so interop does not depend on how any party serialises JSON.
This module is the base SD-JWT mechanism. Attesto.SdJwtVc layers the
IETF SD-JWT VC profile (vct, cnf, vc+sd-jwt typing) on top.
What is implemented
	issue/2 — sign an SD-JWT making chosen top-level claims selectively
disclosable. (Nested/recursive and array-element issuance is a planned
extension; the wire format it would produce is already a superset this
module can verify.)
	verify/3 — the full recursive processing model from the spec: verify the
issuer signature, then resolve _sd digests and array {"...": digest}
elements at every depth, rejecting a presentation whose Disclosures do not
all reference a digest (spec §7.3) or whose digests collide.
	verify_key_binding/3 — verify a holder Key Binding JWT over a verified
presentation (nonce/aud/sd_hash), for the OID4VP verifier path.

Like the rest of attesto core this module is conn-free and fail-closed.

      


      
        Summary


  
    Types
  


    
      
        key_binding_input()

      


    


    
      
        verified()

      


        A parsed, verified SD-JWT presentation.



    


    
      
        verify_error()

      


    





  
    Functions
  


    
      
        array_disclosure(salt, value)

      


        The Disclosure string for an array element ([salt, value]).



    


    
      
        digest(disclosure, sd_alg \\ "sha-256")

      


        The digest of a Disclosure under sd_alg (default sha-256):
base64url(SHA-256(ASCII(disclosure))).



    


    
      
        generate_salt()

      


        A fresh salt for a Disclosure: 128-bit CSPRNG value, base64url, no padding.



    


    
      
        issue(claims, opts)

      


        Issue an SD-JWT, making the chosen top-level claims selectively disclosable.



    


    
      
        object_disclosure(salt, name, value)

      


        The Disclosure string for an object property ([salt, name, value]).



    


    
      
        verify(combined, jwks, opts \\ [])

      


        Verify an SD-JWT presentation and reconstruct the disclosed claims.



    


    
      
        verify_key_binding(verified, holder_jwk, opts)

      


        Verify a holder Key Binding JWT (kb+jwt) over an already-verified
presentation.



    





      


      
        Types


        


  
    
      
    
    
      key_binding_input()



        
          
        

    

  


  

      

          @type key_binding_input() :: %{
  :key_binding_jwt => String.t() | nil,
  :issuer_jwt => String.t(),
  :disclosures => [String.t()],
  optional(term()) => term()
}


      



  



  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  claims: map(),
  key_binding_jwt: String.t() | nil,
  issuer_jwt: String.t(),
  disclosures: [String.t()]
}


      


A parsed, verified SD-JWT presentation.

  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :malformed
  | :invalid_signature
  | :unsupported_alg
  | :invalid_typ
  | :invalid_disclosure
  | :unused_disclosure
  | :duplicate_digest
  | :unsupported_sd_alg
  | :reserved_claim_name


      



  


        

      

      
        Functions


        


  
    
      
    
    
      array_disclosure(salt, value)



        
          
        

    

  


  

      

          @spec array_disclosure(String.t(), term()) :: String.t()


      


The Disclosure string for an array element ([salt, value]).

  



    

  
    
      
    
    
      digest(disclosure, sd_alg \\ "sha-256")



        
          
        

    

  


  

      

          @spec digest(String.t(), String.t()) :: String.t()


      


The digest of a Disclosure under sd_alg (default sha-256):
base64url(SHA-256(ASCII(disclosure))).

  



  
    
      
    
    
      generate_salt()



        
          
        

    

  


  

      

          @spec generate_salt() :: String.t()


      


A fresh salt for a Disclosure: 128-bit CSPRNG value, base64url, no padding.

  



  
    
      
    
    
      issue(claims, opts)



        
          
        

    

  


  

      

          @spec issue(
  map(),
  keyword()
) :: String.t()


      


Issue an SD-JWT, making the chosen top-level claims selectively disclosable.
claims is the full claim set. Options:
	:disclosable - the list of top-level claim names to hide behind _sd
digests (each becomes a Disclosure). Every other claim is signed in the
clear. Defaults to [] (a plain, fully-visible JWT with an empty _sd).
	exactly one of :pem (legacy extractable private key) or :keystore
(an Attesto.Keystore that may also implement Attesto.Signer).
	:alg - the JWS algorithm; inferred from the key when omitted.
	:typ - the JOSE typ header (e.g. "vc+sd-jwt"); omitted when nil.
	:kid - the JOSE kid header; omitted when nil.
	:sd_alg - the hashing algorithm name for _sd_alg. Default
sha-256.

Returns the combined Issuance string (<JWT>~<D1>~...~<DN>~, trailing
separator, no Key Binding JWT).

  



  
    
      
    
    
      object_disclosure(salt, name, value)



        
          
        

    

  


  

      

          @spec object_disclosure(String.t(), String.t(), term()) :: String.t()


      


The Disclosure string for an object property ([salt, name, value]).
name must be a string; value is any JSON-encodable term. Returns the
base64url(no-pad) of the UTF-8 JSON array.

  



    

  
    
      
    
    
      verify(combined, jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()] | list(), keyword()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify an SD-JWT presentation and reconstruct the disclosed claims.
combined is the ~-separated presentation. jwks is the issuer's JWK Set
(%{"keys" => [...]}, a single JWK map, or a list) used to verify the
Issuer-signed JWT. Options:
	:accepted_algs - JWS algorithms accepted for the issuer signature.
Defaults to Attesto.SigningAlg.fapi_algs/0.

Returns {:ok, %{claims:, key_binding_jwt:, issuer_jwt:}} where claims is
the payload with every _sd/array digest resolved from the presented
Disclosures (and the _sd/_sd_alg machinery removed). The Key Binding JWT,
if present, is returned UNVERIFIED (see verify_key_binding/3) - reconstructing
claims and checking holder binding are separate steps. Rejects a presentation
in which any Disclosure is unused (spec §7.3) or any digest is duplicated.

  



  
    
      
    
    
      verify_key_binding(verified, holder_jwk, opts)



        
          
        

    

  


  

      

          @spec verify_key_binding(key_binding_input(), map(), keyword()) ::
  :ok | {:error, atom()}


      


Verify a holder Key Binding JWT (kb+jwt) over an already-verified
presentation.
verified is the map verify/3 returned; holder_jwk is the key the issuer
bound the credential to (the cnf key). Options:
	:nonce - the expected nonce (REQUIRED).
	:audience - the expected aud (REQUIRED) - this verifier's identifier.
	:now / :max_age_seconds - freshness bounds on iat (default 300s).

Verifies the KB-JWT signature under holder_jwk, its typ (kb+jwt), the
nonce/aud, and that sd_hash equals base64url(SHA-256(<Issuer JWT and presented Disclosures,~-joined, trailing~>)) (spec §4.3) - so the
holder signed over exactly the presentation the verifier reconstructed claims
from.
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SD-JWT-based Verifiable Credentials (SD-JWT VC), draft-ietf-oauth-sd-jwt-vc.
The IETF profile of Attesto.SdJwt used by the EUDI wallet stack (and its
High-Assurance Interoperability Profile, HAIP): an SD-JWT whose Issuer-signed
JWT carries a credential type (vct), an issuer (iss), an optional holder
key binding (cnf), an optional Token Status List reference (status), and
the usual temporal claims, typed vc+sd-jwt or dc+sd-jwt in the JOSE typ
header.
This module adds the VC-specific claim rules on top of the base SD-JWT
mechanism; the selective-disclosure machinery, recursive verification, and Key
Binding JWT handling all come from Attesto.SdJwt.
	issue/2 — assemble and sign an SD-JWT VC: sets iss/vct/iat (and
optional exp/nbf/cnf/status/sub), makes the chosen credential
claims selectively disclosable, and stamps the JOSE typ from the optional
:typ (vc+sd-jwt or dc+sd-jwt; defaults to vc+sd-jwt).
	verify/3 — verify the issuer signature (typed vc+sd-jwt), reconstruct
the disclosed claims, and enforce the VC claim rules: iss and vct
REQUIRED and non-empty, exp (if present) not passed, nbf (if present)
reached. Holder binding is a separate step - pass the returned cnf key to
Attesto.SdJwt.verify_key_binding/3 with the presentation's nonce/audience.

Conn-free and fail-closed, like the rest of attesto core.

      


      
        Summary


  
    Types
  


    
      
        verified()

      


    


    
      
        verify_error()

      


    





  
    Functions
  


    
      
        issue(required, opts \\ [])

      


        Issue an SD-JWT VC.



    


    
      
        verify(combined, jwks, opts \\ [])

      


        Verify an SD-JWT VC presentation and reconstruct the disclosed claims.



    





      


      
        Types


        


  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  claims: map(),
  vct: String.t(),
  iss: String.t(),
  cnf: map() | nil,
  key_binding_jwt: String.t() | nil,
  issuer_jwt: String.t(),
  disclosures: [String.t()]
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  Attesto.SdJwt.verify_error()
  | :missing_iss
  | :missing_vct
  | :expired
  | :not_yet_valid


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      issue(required, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(keyword(), keyword()) :: String.t()


      


Issue an SD-JWT VC.
Required options:
	:iss - the issuer identifier (its .well-known/jwt-vc-issuer or DID).
	:vct - the verifiable credential type (a collision-resistant string/URI).
	:pem - the issuer signing key (PEM).

Optional:
	:claims - the credential subject claims (a map). Defaults to %{}.
	:disclosable - which of those claim names to make selectively
disclosable. Defaults to all of :claims. Registered claims
(iss/vct/cnf/status/iat/exp/nbf/sub) are never made
disclosable even if listed here - they always remain visible, so a
holder cannot strip holder-binding (cnf) or a status reference.
	:cnf - the holder key-binding confirmation (RFC 7800), e.g.
%{"jwk" => holder_public_jwk}. Included for later Key Binding.
	:status - a Token Status List reference map, typically built with
Attesto.StatusList.reference/2. Always visible when present.
	:iat / :exp / :nbf / :sub - standard claims (unix seconds / string).
	:now - clock reference for a defaulted :iat.
	:kid - JOSE kid header. :sd_alg - SD hashing algorithm.
	:typ - the SD-JWT VC media type stamped in the JOSE typ header,
"vc+sd-jwt" or "dc+sd-jwt" (the credential configuration's format).
Defaults to "vc+sd-jwt".
	:x5c - the issuer X.509 certificate chain (RFC 7515 §4.1.6): a non-empty
list of base64 DER certificate strings, stamped in the JOSE x5c header so
a verifier can bind the credential to a trusted issuer certificate (HAIP).
Omitted when nil.

Returns the SD-JWT VC Issuance string (no Key Binding JWT).

  



    

  
    
      
    
    
      verify(combined, jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()] | list(), keyword()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify an SD-JWT VC presentation and reconstruct the disclosed claims.
jwks is the issuer's JWK Set. Options are passed through to
Attesto.SdJwt.verify/3 (e.g. :accepted_algs), plus:
	:now / :max_age_seconds - clock reference for the temporal checks.

Returns {:ok, %{claims:, vct:, iss:, cnf:, key_binding_jwt:, ...}}. Holder
binding is NOT checked here - if cnf is present and the presentation carries
a Key Binding JWT, pass both to Attesto.SdJwt.verify_key_binding/3 with the
verifier's expected nonce/audience.
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Attesto.SessionState 
    



      
OpenID Connect Session Management 1.0 — the session_state value.
Session Management lets a Relying Party poll, from JavaScript, whether the
End-User's login state at the OP has changed without a network round trip:
the RP posts client_id + " " + session_state to the OP's
check_session_iframe, which recomputes the value from the current OP
browser state and answers unchanged or changed (§3.1/§3.2).
session_state is returned to the client as an additional authorization
response parameter (§2) and is computed as (§3.2):
hex(SHA256(client_id <> " " <> origin <> " " <> op_browser_state <> " " <> salt)) <> "." <> salt
	client_id — the RP's client identifier.
	origin — the origin of the Authentication Response's redirect_uri
(see origin/1), which is what the browser reports as
MessageEvent.origin when the RP's iframe posts to the OP iframe.
	op_browser_state — the OP User Agent state: an opaque value stored in
a JavaScript-readable cookie at the OP origin that changes on
login/logout, so a recomputation with a stale value yields changed.
	salt — a random per-response salt carried in cleartext after the .
so the OP iframe can recompute the hash.

The hash is lowercase hex, matching the §3.2 example's CryptoJS.SHA256
string form, so the OP iframe's JavaScript recomputation compares equal. The
value contains no space character (§2).
Like the rest of attesto core this module is pure: the host owns the browser
state cookie and the check_session_iframe page; this module owns the
computation both sides must agree on.
OP-owned, login-bound browser state
The session_state recipe treats op_browser_state as an opaque string, so
the OP is free to give that string internal structure. Session Management
requires the OP browser state to be OP-owned (an RP-visible / injected
value must not be able to forge unchanged) and to change when the
End-User's login state changes (§3.2). mint_browser_state/2 and
browser_state_valid?/3 give the value both properties without changing what
the iframe hashes:
random . login_tag . mac
	random — fresh 128-bit entropy, unguessable cross-origin;
	login_tag — HMAC(secret, login_binding), a stable fingerprint of the
current End-User login state (subject / auth_time / sid); a re-auth or
account switch changes it, so a stale cookie fails browser_state_valid?/3
and the OP rotates;
	mac — HMAC(secret, random . login_tag), so a value the OP did not mint
(a cookie injected by a sibling/parent-domain origin) cannot verify.

Only the OP knows secret. The whole random . login_tag . mac string is
still what compute/4 hashes as op_browser_state, so the iframe recipe is
unchanged.

      


      
        Summary


  
    Functions
  


    
      
        browser_state_valid?(secret, value, login_binding)

      


        Whether value is an OP browser-state string this OP minted (under secret)
for the current login_binding.



    


    
      
        compute(client_id, origin, op_browser_state, salt \\ generate_salt())

      


        Compute the session_state for an authorization response (§3.2).



    


    
      
        generate_browser_state()

      


        A fresh OP browser state value.



    


    
      
        generate_salt()

      


        A fresh random salt for compute/4 (unpadded URL-safe Base64, no spaces or dots).



    


    
      
        mint_browser_state(secret, login_binding)

      


        Mint an OP browser-state value that is OP-owned and bound to the End-User's
current login state (see the module doc).



    


    
      
        origin(uri)

      


        The browser-form origin of uri (RFC 6454): scheme://host, with the port
appended only when it is not the scheme's default — exactly the string the
browser reports as MessageEvent.origin for a page loaded from uri.



    





      


      
        Functions


        


  
    
      
    
    
      browser_state_valid?(secret, value, login_binding)



        
          
        

    

  


  

      

          @spec browser_state_valid?(binary(), binary(), binary()) :: boolean()


      


Whether value is an OP browser-state string this OP minted (under secret)
for the current login_binding.
Returns false — so the caller mints a fresh value — when either:
	the value is malformed or its MAC does not verify: a value the OP never
minted (a forged / cross-origin-injected cookie), which must not be
trusted as authoritative browser state; or
	the MAC verifies but the embedded login_tag is for a different login
state: the End-User re-authenticated or switched accounts, so the OP
browser state MUST rotate (Session Management 1.0 §3.2) and any earlier
RP session_state becomes changed.

Both comparisons go through Attesto.SecureCompare.equal?/2, so neither
reveals HOW the presented value differs - wrong length, or right length and
wrong bytes, take the same path. The segments come from an attacker-supplied
string and are not length-validated first, so the time taken still varies
with how much was submitted; see that module for the distinction.
Raises ArgumentError if secret is shorter than the 32-byte floor
mint_browser_state/2 enforces (RFC 2104 §3).

  



    

  
    
      
    
    
      compute(client_id, origin, op_browser_state, salt \\ generate_salt())



        
          
        

    

  


  

      

          @spec compute(String.t(), String.t(), String.t(), String.t()) :: String.t()


      


Compute the session_state for an authorization response (§3.2).
origin must be a browser-form origin (scheme://host[:port], default port
omitted) — derive it from the response's redirect_uri with origin/1.
salt defaults to a fresh generate_salt/0.
Raises ArgumentError if an explicit salt is empty or contains a space
(§2 forbids a space in session_state) or a . (the hash "." salt
delimiter). generate_salt/0 always satisfies this.

  



  
    
      
    
    
      generate_browser_state()



        
          
        

    

  


  

      

          @spec generate_browser_state() :: String.t()


      


A fresh OP browser state value.
The host stores it in a JavaScript-readable cookie at the OP origin (§3.2 —
the check_session_iframe script must read it, so HttpOnly cannot be set)
and changes it when the End-User's login state changes (login/logout).

  



  
    
      
    
    
      generate_salt()



        
          
        

    

  


  

      

          @spec generate_salt() :: String.t()


      


A fresh random salt for compute/4 (unpadded URL-safe Base64, no spaces or dots).

  



  
    
      
    
    
      mint_browser_state(secret, login_binding)



        
          
        

    

  


  

      

          @spec mint_browser_state(binary(), binary()) :: String.t()


      


Mint an OP browser-state value that is OP-owned and bound to the End-User's
current login state (see the module doc).
secret is an OP-only HMAC key; login_binding is a caller-chosen string
that captures the current login state (e.g. subject, auth_time, and sid
joined together). The returned random . login_tag . mac string contains no
space or .-ambiguity in its parts (each part is base64url-no-pad), so it is
a valid op_browser_state for compute/4 and splits back cleanly in
browser_state_valid?/3.
Raises ArgumentError if secret is shorter than 32 bytes — an enforced
key-length floor (RFC 2104 §3) for the HMAC that makes the value OP-owned.
browser_state_valid?/3 enforces the same floor.

  



  
    
      
    
    
      origin(uri)



        
          
        

    

  


  

      

          @spec origin(String.t()) :: {:ok, String.t()} | {:error, :invalid_uri}


      


The browser-form origin of uri (RFC 6454): scheme://host, with the port
appended only when it is not the scheme's default — exactly the string the
browser reports as MessageEvent.origin for a page loaded from uri.
The value must equal the browser's WHATWG MessageEvent.origin, or the iframe
recomputation compares unequal and the OP answers a permanent, false
changed (a fail-safe error - it over-reports change, never under-reports).
URI.parse/1 (RFC 3986) diverges from the browser; this closes the two
divergences a registered redirect_uri realistically hits:
	case — the browser lowercases the scheme and host; URI.parse/1
preserves them (https://RP.Example), so both are lowercased here.
	IPv6 — the browser serializes an IPv6 host in brackets
(https://[::1]); URI.parse/1 strips them (host: "::1"), so a literal
host (one containing :) is re-bracketed here.

This is NOT a full WHATWG serializer. The input is expected to be an
already-validated, canonical HTTP(S) redirect_uri; noncanonical forms are
left as-is and would still diverge (each yielding only the fail-safe false
changed, never a security bypass):
	a non-canonical IPv6 spelling ([0:0:0:0:0:0:0:1] vs the browser's
compressed [::1]) or a non-dotted-decimal IPv4 (0177.0.0.1);
	a raw non-ASCII host — full IDNA Unicode→punycode mapping is out of scope
(a registered redirect_uri is already ASCII/punycode);
	a non-HTTP(S) scheme, whose browser origin is the opaque null.

Returns {:ok, origin} or {:error, :invalid_uri} for a URI with no
scheme/host (a session_state computed over a malformed origin could never
compare equal in the browser, so fail closed instead).
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Attesto.SignedIntrospection 
    



      
JWT response for OAuth 2.0 Token Introspection (RFC 9701).
Builds the signed JWT an authorization server returns from its introspection
endpoint (RFC 7662) when the caller requests
application/token-introspection+jwt, giving the introspection response
integrity and non-repudiation (FAPI 2.0 Message Signing §5.5).
This is conn-free core: it turns the issuer/keystore on the Attesto.Config,
the caller the response is addressed to, and the RFC 7662 introspection
response map into a compact JWS. The transport layer (the introspection
endpoint) decides - by content negotiation - whether to return the plain JSON
response or this signed JWT; nothing here touches HTTP.
JWT claims (RFC 9701 §5)
	iss - REQUIRED, the authorization server's issuer identifier.
	aud - REQUIRED, the entity that requested the introspection (the
authenticated client_id).
	iat - REQUIRED, the issuance time.
	token_introspection - REQUIRED, a JSON object that is the RFC 7662
introspection response (active plus, when active, the token's claims).

The JOSE header typ is fixed to "token-introspection+jwt" (RFC 9701 §5),
the explicit type that distinguishes a signed introspection response from any
other JWT. Signing mirrors Attesto.IDToken / Attesto.JARM: the keystore's
current signing key and algorithm, with the kid in the header, signed
with that pinned algorithm (never none).

      


      
        Summary


  
    Types
  


    
      
        opts()

      


    


    
      
        response()

      


    





  
    Functions
  


    
      
        header_typ()

      


        The JOSE header typ a signed introspection response carries (RFC 9701 §5).



    


    
      
        response_jwt(config, audience, introspection_response, opts \\ [])

      


        Build and sign the RFC 9701 introspection response JWT addressed to
audience, wrapping the RFC 7662 introspection_response. Returns
{:ok, compact_jws}.



    





      


      
        Types


        


  
    
      
    
    
      opts()



        
          
        

    

  


  

      

          @type opts() :: [now: integer() | DateTime.t(), lifetime: pos_integer()]


      



  



  
    
      
    
    
      response()



        
          
        

    

  


  

      

          @type response() :: %{optional(String.t()) => term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      header_typ()



        
          
        

    

  


  

      

          @spec header_typ() :: String.t()


      


The JOSE header typ a signed introspection response carries (RFC 9701 §5).

  



    

  
    
      
    
    
      response_jwt(config, audience, introspection_response, opts \\ [])



        
          
        

    

  


  

      

          @spec response_jwt(Attesto.Config.t(), String.t(), response(), opts()) ::
  {:ok, String.t()}


      


Build and sign the RFC 9701 introspection response JWT addressed to
audience, wrapping the RFC 7662 introspection_response. Returns
{:ok, compact_jws}.
Options:
	:now - the issuance time (integer Unix seconds or DateTime), for
deterministic tests; defaults to the current time.
	:lifetime - when given (seconds), adds an exp that many seconds after
iat; omitted by default.
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Attesto.SigningAlg 
    



      
Key-derived JOSE signing algorithm helpers.
Attesto treats the algorithm as metadata of the trusted key selected by
kid, never as policy learned from the presented token. RSA keys infer
RS256 (RSASSA-PKCS1-v1_5) as the JWA default for the RSA key type, while
EC/OKP keys infer their JOSE algorithm from the public JWK curve. For wire
compatibility, Ed25519 and Ed448 inference retains the legacy EdDSA
identifier; trusted keystore metadata can opt into RFC 9864's explicit
Ed25519 or Ed448 identifiers. RSA deployments that intentionally use
PS256 can likewise label the key through keystore metadata. Ed448 requires
a JOSE backend with Curve448 and SHAKE256 support.

      


      
        Summary


  
    Types
  


    
      
        alg()

      


    


    
      
        oidc_hash_profile()

      


    





  
    Functions
  


    
      
        allowed()

      


        Algorithms Attesto can sign/verify when backed by a matching key.



    


    
      
        default_client_algs()

      


        Default set of algorithms accepted for signatures a client presents
(client assertions and request objects).



    


    
      
        fapi_algs()

      


        Signing algorithms permitted for FAPI 2 client authentication and, when a
signed Request Object is processed, its signature: PS256, ES256, legacy
EdDSA over Ed25519, and RFC 9864 Ed25519.



    


    
      
        fapi_compatible?(alg, jwk)

      


        Whether alg and its trusted key satisfy Attesto's default FAPI policy.



    


    
      
        for_jwk(keystore, jwk, opts \\ [])

      


        Resolve the algorithm for an already parsed key in the keystore.



    


    
      
        for_key(keystore, pem, opts \\ [])

      


        Resolve the algorithm for a key in keystore.



    


    
      
        hash_alg(alg)

          deprecated

      


        Return the fixed digest associated with an ID Token signing algorithm.



    


    
      
        hash_half_bytes(alg)

          deprecated

      


        Return half the fixed digest length for an ID Token signing algorithm.



    


    
      
        infer(jwk)

      


        Infer the default algorithm from a parsed JWK's public members.



    


    
      
        keystore_algs(keystore)

      


        The unique signing algorithms across a keystore's verification keys.



    


    
      
        oidc_hash(value, alg, jwk)

      


        Calculate an OIDC at_hash / c_hash value for a key-bound algorithm.



    


    
      
        oidc_hash_profile(alg, jwk)

      


        Return the OIDC hash profile bound to alg and a trusted key.



    


    
      
        rsa_modulus_at_least?(jwk, minimum_bits)

      


        Whether an RSA JWK's unsigned modulus is at least minimum_bits long.



    


    
      
        rsa_params_ok?(arg1)

      


        Returns true iff an RSA verification key's parameters are within safe
bounds: modulus at most 8192 bits and public exponent an odd integer in
3..65537. Non-RSA keys pass (not RSA's concern).



    


    
      
        validate!(alg)

      


        Validate that alg is one of Attesto's supported asymmetric JOSE algorithms.



    


    
      
        validate_for_key!(alg, jwk)

      


        Validate an algorithm and bind it to a compatible trusted key.



    





      


      
        Types


        


  
    
      
    
    
      alg()



        
          
        

    

  


  

      

          @type alg() :: String.t()


      



  



  
    
      
    
    
      oidc_hash_profile()



        
          
        

    

  


  

      

          @type oidc_hash_profile() ::
  {:fixed, :sha256 | :sha384 | :sha512, pos_integer()}
  | {:xof, :shake256, pos_integer(), pos_integer()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      allowed()



        
          
        

    

  


  

      

          @spec allowed() :: [alg()]


      


Algorithms Attesto can sign/verify when backed by a matching key.

  



  
    
      
    
    
      default_client_algs()



        
          
        

    

  


  

      

          @spec default_client_algs() :: [alg()]


      


Default set of algorithms accepted for signatures a client presents
(client assertions and request objects).
Equal to fapi_algs/0: PS256, ES256, legacy EdDSA over Ed25519, and explicit
Ed25519. A host with a non-FAPI profile can pass an explicit :accepted_algs
option to the relevant verifier. A composed FAPI profile that narrows this
list also passes enforce_fapi_alg_policy: true to retain the FAPI 2
key-strength and curve gates.

  



  
    
      
    
    
      fapi_algs()



        
          
        

    

  


  

      

          @spec fapi_algs() :: [alg()]


      


Signing algorithms permitted for FAPI 2 client authentication and, when a
signed Request Object is processed, its signature: PS256, ES256, legacy
EdDSA over Ed25519, and RFC 9864 Ed25519.
The algorithm list alone cannot express legacy EdDSA's curve. Verifiers
using this policy also call fapi_compatible?/2, which requires an RSA
modulus of at least 2048 bits and rejects an Ed448 key even when its trusted
metadata uses the legacy EdDSA identifier.
RS256 (RSASSA-PKCS1-v1_5) is deliberately excluded - FAPI 2 mandates PS256
for RSA keys. This is the policy gate for verifying a signature a client
presents; it is narrower than allowed/0, which still admits RS256 for the
provider's own token signing.

  



  
    
      
    
    
      fapi_compatible?(alg, jwk)



        
          
        

    

  


  

      

          @spec fapi_compatible?(term(), JOSE.JWK.t()) :: boolean()


      


Whether alg and its trusted key satisfy Attesto's default FAPI policy.
RSA keys require a modulus of at least 2048 bits. The legacy EdDSA
identifier is accepted only over an Ed25519 key. Ed448 and weaker RSA keys
remain available to callers that explicitly select a non-FAPI algorithm
policy.

  



    

  
    
      
    
    
      for_jwk(keystore, jwk, opts \\ [])



        
          
        

    

  


  

      

          @spec for_jwk(module(), JOSE.JWK.t(), keyword()) :: alg()


      


Resolve the algorithm for an already parsed key in the keystore.
This is the key-preserving counterpart to for_key/3; callers that already
loaded a PEM can derive its algorithm without parsing the PEM a second time.

  



    

  
    
      
    
    
      for_key(keystore, pem, opts \\ [])



        
          
        

    

  


  

      

          @spec for_key(module(), String.t(), keyword()) :: alg()


      


Resolve the algorithm for a key in keystore.
Resolution order:
	per-key metadata from key_algs/0, keyed by RFC 7638 kid
	the trusted JWK's alg member, when present
	signing_alg/0 for the current signing key only
	inference from the JWK type/curve


  



  
    
      
    
    
      hash_alg(alg)



        
          
        

    

  


    
      This function is deprecated. EdDSA is curve-dependent; use oidc_hash_profile/2 or oidc_hash/3.
    


  

      

          @spec hash_alg(alg()) :: :sha256 | :sha384 | :sha512


      


Return the fixed digest associated with an ID Token signing algorithm.
Deprecated because EdDSA's digest is curve-dependent. Its keyless EdDSA
result corresponds to Ed25519; use oidc_hash_profile/2 or oidc_hash/3
for key-aware calculation.

  



  
    
      
    
    
      hash_half_bytes(alg)



        
          
        

    

  


    
      This function is deprecated. EdDSA is curve-dependent; use oidc_hash_profile/2 or oidc_hash/3.
    


  

      

          @spec hash_half_bytes(alg()) :: pos_integer()


      


Return half the fixed digest length for an ID Token signing algorithm.
Deprecated because EdDSA's digest length is curve-dependent. Its keyless
EdDSA result corresponds to Ed25519; use oidc_hash_profile/2 or
oidc_hash/3 for key-aware calculation.

  



  
    
      
    
    
      infer(jwk)



        
          
        

    

  


  

      

          @spec infer(JOSE.JWK.t()) :: alg()


      


Infer the default algorithm from a parsed JWK's public members.

  



  
    
      
    
    
      keystore_algs(keystore)



        
          
        

    

  


  

      

          @spec keystore_algs(module()) :: [alg()]


      


The unique signing algorithms across a keystore's verification keys.
Used to advertise the algorithms the server itself signs with (the
id_token_signing_alg_values_supported and the JARM
authorization_signing_alg_values_supported, which share the same keys).
Returns [] when the keystore exposes no verification keys (or resolution
fails), leaving the caller to apply any default.

  



  
    
      
    
    
      oidc_hash(value, alg, jwk)



        
          
        

    

  


  

      

          @spec oidc_hash(binary(), alg(), JOSE.JWK.t()) :: String.t()


      


Calculate an OIDC at_hash / c_hash value for a key-bound algorithm.
Applying OIDC's generic "hash associated with the signing algorithm" rule
to RFC 8032, legacy EdDSA selects from the trusted key curve: SHA-512 (left
32 bytes) for Ed25519, or SHAKE256 with 114 bytes of output (left 57 bytes)
for Ed448. SHAKE256 is invoked through JOSE's configured SHA3 module,
preserving the application's chosen pure-Erlang, NIF, or driver backend.

  



  
    
      
    
    
      oidc_hash_profile(alg, jwk)



        
          
        

    

  


  

      

          @spec oidc_hash_profile(alg(), JOSE.JWK.t()) :: oidc_hash_profile()


      


Return the OIDC hash profile bound to alg and a trusted key.
Fixed-output hashes return {:fixed, digest, half_bytes}. Ed448 returns
{:xof, :shake256, output_bytes, half_bytes}, making both SHAKE256 lengths
explicit and avoiding the ambiguity of the keyless legacy helpers.

  



  
    
      
    
    
      rsa_modulus_at_least?(jwk, minimum_bits)



        
          
        

    

  


  

      

          @spec rsa_modulus_at_least?(JOSE.JWK.t(), pos_integer()) :: boolean()


      


Whether an RSA JWK's unsigned modulus is at least minimum_bits long.
Returns false for a non-RSA key or malformed modulus. This keeps protocol
policy checks independent from JOSE's backend-specific key representation.

  



  
    
      
    
    
      rsa_params_ok?(arg1)



        
          
        

    

  


  

      

          @spec rsa_params_ok?(map()) :: boolean()


      


Returns true iff an RSA verification key's parameters are within safe
bounds: modulus at most 8192 bits and public exponent an odd integer in
3..65537. Non-RSA keys pass (not RSA's concern).
This is a fail-closed DoS guard evaluated on the RAW base64url n/e - the
encoded byte length is bounded BEFORE any bignum decode - so an attacker-
supplied key with a multi-hundred-KB exponent or an oversized modulus is
rejected in microseconds instead of pinning a scheduler inside
OpenSSL/JOSE modexp. Call it at every gate that admits an untrusted key
before handing it to a verifier.

  



  
    
      
    
    
      validate!(alg)



        
          
        

    

  


  

      

          @spec validate!(term()) :: alg()


      


Validate that alg is one of Attesto's supported asymmetric JOSE algorithms.

  



  
    
      
    
    
      validate_for_key!(alg, jwk)



        
          
        

    

  


  

      

          @spec validate_for_key!(term(), JOSE.JWK.t()) :: alg()


      


Validate an algorithm and bind it to a compatible trusted key.
RFC 9864's explicit Ed25519 and Ed448 identifiers require the matching
OKP curve. Legacy EdDSA remains compatible with either curve. RSA and EC
algorithms are likewise checked against their key type and curve so trusted
metadata cannot relabel a key with an incompatible algorithm.
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Attesto.StatusList 
    



      
IETF Token Status List construction and verification.
Status values are packed into a compact bit array, compressed with zlib,
and carried in a signed statuslist+jwt. Fetching is deliberately supplied
by the host through resolver functions, so this module has no HTTP or Plug
dependency.

      


      
        Summary


  
    Types
  


    
      
        bits()

      


    


    
      
        verified()

      


    





  
    Functions
  


    
      
        build(statuses, opts \\ [])

      


        Build an unsigned status_list claim.



    


    
      
        issue(keystore, uri, statuses, opts \\ [])

      


        Build and sign a Status List Token for uri.



    


    
      
        pack(statuses, bits)

      


        Pack status values into bytes, placing the first entry in each byte's least
significant field.



    


    
      
        reference(uri, idx)

      


        Build the status claim carried by a token that references a status list.



    


    
      
        resolve(status_claim, resolver, jwks_or_resolver, opts \\ [])

      


        Resolve a referenced token's status without performing HTTP.



    


    
      
        sign(keystore, claims, opts \\ [])

      


        Sign a caller-supplied Status List Token claim set with the required type.



    


    
      
        status_at(packed, bits, idx)

      


        Read the status value at idx from a packed status array.



    


    
      
        verify(token, jwks, opts \\ [])

      


        Verify and decode a Status List Token.



    





      


      
        Types


        


  
    
      
    
    
      bits()



        
          
        

    

  


  

      

          @type bits() :: 1 | 2 | 4 | 8


      



  



  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  bits: bits(),
  statuses_binary: binary(),
  sub: String.t(),
  claims: map()
}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      build(statuses, opts \\ [])



        
          
        

    

  


  

      

          @spec build(
  [non_neg_integer()],
  keyword()
) :: %{required(String.t()) => term()}


      


Build an unsigned status_list claim.
:bits defaults to 1.

  



    

  
    
      
    
    
      issue(keystore, uri, statuses, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(module(), String.t(), [non_neg_integer()], keyword()) :: String.t()


      


Build and sign a Status List Token for uri.
Options are :bits (default 1), :exp, :ttl, and :now.

  



  
    
      
    
    
      pack(statuses, bits)



        
          
        

    

  


  

      

          @spec pack([non_neg_integer()], bits()) :: binary()


      


Pack status values into bytes, placing the first entry in each byte's least
significant field.

  



  
    
      
    
    
      reference(uri, idx)



        
          
        

    

  


  

      

          @spec reference(String.t(), non_neg_integer()) :: %{required(String.t()) => term()}


      


Build the status claim carried by a token that references a status list.

  



    

  
    
      
    
    
      resolve(status_claim, resolver, jwks_or_resolver, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(
  map(),
  (String.t() -> {:ok, String.t()} | {:error, term()}),
  term(),
  keyword()
) ::
  {:ok, non_neg_integer()} | {:error, term()}


      


Resolve a referenced token's status without performing HTTP.
resolver fetches the Status List Token for a URI and returns
{:ok, token}. The third argument may be trusted JWKS directly or a
function that resolves the trusted JWKS for that URI.

  



    

  
    
      
    
    
      sign(keystore, claims, opts \\ [])



        
          
        

    

  


  

      

          @spec sign(module(), map(), keyword()) :: String.t()


      


Sign a caller-supplied Status List Token claim set with the required type.

  



  
    
      
    
    
      status_at(packed, bits, idx)



        
          
        

    

  


  

      

          @spec status_at(binary(), bits(), non_neg_integer()) :: non_neg_integer()


      


Read the status value at idx from a packed status array.

  



    

  
    
      
    
    
      verify(token, jwks, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), map() | [map()], keyword()) ::
  {:ok, verified()} | {:error, atom()}


      


Verify and decode a Status List Token.
:accepted_algs limits the trusted signing algorithms. By default all
asymmetric algorithms supported by Attesto are accepted.
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Attesto.StatusListStore behaviour
    



      
Storage seam for issuer-managed Token Status Lists.
Each status-list URI has its own monotonically allocated index space. Newly
allocated indices default to status 0 (VALID), and callers can later update
an allocated index before passing statuses/1 to Attesto.StatusList.
Attesto.StatusListStore.ETS is a ready single-node implementation. A
multi-node deployment implements this behaviour over shared storage so every
issuer node allocates from the same index space.

      


      
        Summary


  
    Callbacks
  


    
      
        allocate(uri)

      


        Reserve and return the next status-list index for uri.



    


    
      
        get_status(uri, idx)

      


        Read an allocated index's current status.



    


    
      
        set_status(uri, idx, status)

      


        Set an allocated index's status, or return :error if it was not allocated.



    


    
      
        statuses(uri)

      


        Return the dense status list for uri, ordered from index zero.



    





      


      
        Callbacks


        


  
    
      
    
    
      allocate(uri)



        
          
        

    

  


  

      

          @callback allocate(uri :: String.t()) :: {:ok, non_neg_integer()} | {:error, term()}


      


Reserve and return the next status-list index for uri.

  



  
    
      
    
    
      get_status(uri, idx)


        (optional)


        
          
        

    

  


  

      

          @callback get_status(uri :: String.t(), idx :: non_neg_integer()) ::
  {:ok, non_neg_integer()} | :error


      


Read an allocated index's current status.

  



  
    
      
    
    
      set_status(uri, idx, status)



        
          
        

    

  


  

      

          @callback set_status(
  uri :: String.t(),
  idx :: non_neg_integer(),
  status :: non_neg_integer()
) :: :ok | :error


      


Set an allocated index's status, or return :error if it was not allocated.

  



  
    
      
    
    
      statuses(uri)



        
          
        

    

  


  

      

          @callback statuses(uri :: String.t()) :: [non_neg_integer()]


      


Return the dense status list for uri, ordered from index zero.
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Attesto.StatusListStore.ETS 
    



      
Single-node ETS implementation of Attesto.StatusListStore.
Allocation and status updates are serialized through the owning GenServer,
making concurrent allocations for one URI atomic. Each URI is stored as one
ETS row containing its next index and current status overrides.
This is a per-node store; a multi-node deployment MUST back
Attesto.StatusListStore with a shared store. Like the other ETS stores it
refuses to boot on a clustered BEAM unless multi_node_acknowledged?: true.
Start option: :multi_node_acknowledged? (default false).

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every status list. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every status list. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Attesto.StepUp 
    



      
RFC 9470 Step-Up Authentication Challenge — the conn-free core primitive.
A resource server that needs a fresher or stronger end-user authentication for
a sensitive operation evaluates the presented (already verified) access token
against an Attesto.StepUp.Requirement and, when it is not satisfied, answers
RFC 9470 §3 WWW-Authenticate: Bearer error="insufficient_user_authentication"
with the acr_values / max_age the client must re-request at the
authorization endpoint.
This module is conn-free: it reads only the token's acr / auth_time claims
and a caller-supplied now, decides satisfaction (the framing layer renders
the challenge), and never touches a Plug.Conn, a store, or a wall clock.
Semantics
	The two dimensions are a conjunction (RFC 9470 §4): the token must
satisfy the acr set membership AND the auth_time freshness bound.
	Fail-closed: a token whose acr is absent/non-string (when an
acr_values set is required), or whose auth_time is absent/non-integer
(when a max_age is required), does NOT satisfy the requirement. A token
from a non-OIDC grant (no auth_time) therefore always challenges a
freshness requirement — step-up routes are for end-user grants.


      


      
        Summary


  
    Types
  


    
      
        challenge()

      


        The RFC 9470 §3 challenge parameters naming what the client must re-request.



    





  
    Functions
  


    
      
        challenge_params(requirement)

      


        The RFC 9470 §3 challenge parameters for requirement: :acr_values
(space-delimited) and/or :max_age. Transport-free — the plug owns the
WWW-Authenticate scheme (Bearer vs DPoP) and quoting.



    


    
      
        evaluate(requirement, claims, now)

      


        Evaluate verified token claims against requirement at now (unix seconds).



    


    
      
        satisfied?(requirement, claims, now)

      


        Whether the token's acr / auth_time claims satisfy requirement at now
(the conjunction of both dimensions; fail-closed on absent/malformed claims).



    





      


      
        Types


        


  
    
      
    
    
      challenge()



        
          
        

    

  


  

      

          @type challenge() :: %{
  optional(:acr_values) => String.t(),
  optional(:max_age) => non_neg_integer()
}


      


The RFC 9470 §3 challenge parameters naming what the client must re-request.

  


        

      

      
        Functions


        


  
    
      
    
    
      challenge_params(requirement)



        
          
        

    

  


  

      

          @spec challenge_params(Attesto.StepUp.Requirement.t()) :: challenge()


      


The RFC 9470 §3 challenge parameters for requirement: :acr_values
(space-delimited) and/or :max_age. Transport-free — the plug owns the
WWW-Authenticate scheme (Bearer vs DPoP) and quoting.

  



  
    
      
    
    
      evaluate(requirement, claims, now)



        
          
        

    

  


  

      

          @spec evaluate(Attesto.StepUp.Requirement.t(), map(), integer()) ::
  :ok | {:error, :insufficient_user_authentication, challenge()}


      


Evaluate verified token claims against requirement at now (unix seconds).
Returns :ok, or {:error, :insufficient_user_authentication, challenge} where
challenge carries the acr_values (space-delimited) / max_age the client
must re-request.

  



  
    
      
    
    
      satisfied?(requirement, claims, now)



        
          
        

    

  


  

      

          @spec satisfied?(Attesto.StepUp.Requirement.t(), map(), integer()) :: boolean()


      


Whether the token's acr / auth_time claims satisfy requirement at now
(the conjunction of both dimensions; fail-closed on absent/malformed claims).
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Attesto.StepUp.Requirement 
    



      
A normalized RFC 9470 step-up authentication requirement for a protected route.
Two independent dimensions, both optional but at least one required:
	:acr_values - the set of Authentication Context Class References the
presented token's acr claim must be one of (RFC 9470 §3 / OIDC Core
§2). Empty means "no acr constraint".
	:max_age - the maximum age, in seconds, of the end-user authentication
event: the token's auth_time must be no older than now - max_age.
nil means "no freshness constraint".


      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        parse(req)

      


        Build and validate a requirement from a %Requirement{} or a keyword list
(acr_values: and/or max_age:).



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.StepUp.Requirement{
  acr_values: [String.t()],
  max_age: non_neg_integer() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      parse(req)



        
          
        

    

  


  

      

          @spec parse(t() | keyword()) :: t()


      


Build and validate a requirement from a %Requirement{} or a keyword list
(acr_values: and/or max_age:).
Fail-closed at configuration time: a malformed :acr_values / :max_age, or a
requirement that constrains neither dimension, raises ArgumentError so a
misconfigured route is caught at boot rather than silently never challenging.
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Attesto.VpToken 
    



      
OID4VP vp_token verification for SD-JWT VC (dc+sd-jwt) and ISO mdoc
(mso_mdoc) presentations (OID4VP §7).
The response is a DCQL-shaped map from credential-query IDs to one or more
presentations. Verification is conn-free. SD-JWT VC entries delegate issuer
signature, disclosure, VC claim, and holder Key Binding JWT checks to
Attesto.SdJwtVc and Attesto.SdJwt; mso_mdoc entries delegate Device-
Response and device-signature checks to Attesto.Mdoc.verify_device_response/4.
Holder key binding is mandatory for SD-JWT VC: a credential without a
cnf.jwk or a valid Key Binding JWT cannot satisfy an OID4VP request. mdoc
presentations carry their own device-signature binding instead.
Format dispatch
Each query ID's format is resolved via the optional :formats option — a
map of query ID to "dc+sd-jwt" or "mso_mdoc" — falling back to shape
detection when a query ID is absent from :formats (or the option itself is
omitted): a ~-delimited string is SD-JWT VC, a plain base64url string is
mso_mdoc. Prefer :formats when the DCQL query is known ahead of time;
detection exists for callers that don't thread it through.
mdoc context
An mso_mdoc entry additionally needs :response_uri — the OID4VP
response_uri the wallet's DeviceResponse was bound to via its
OpenID4VPHandover SessionTranscript. :audience doubles as the
handover's client_id and the shared :nonce as its nonce. Only
unencrypted direct_post is supported (the handover's JWK thumbprint is
always nil). SD-JWT-VC-only callers never need :response_uri; it is
required only when the vp_token actually contains an mso_mdoc entry.

      


      
        Summary


  
    Types
  


    
      
        mdoc_safe_result()

      


    


    
      
        safe_result()

      


    


    
      
        verify_result()

      


    





  
    Functions
  


    
      
        constraints_from_dcql(dcql_query)

      


        Derive per-query-id verification constraints from a DCQL query, for the
:query_constraints option of verify/2.



    


    
      
        verify(vp_token, opts \\ [])

      


        Verify an OID4VP vp_token carrying SD-JWT VC and/or mso_mdoc presentations.



    





      


      
        Types


        


  
    
      
    
    
      mdoc_safe_result()



        
          
        

    

  


  

      

          @type mdoc_safe_result() :: %{
  doc_type: String.t(),
  namespaces: map(),
  device_namespaces: map(),
  validity: map()
}


      



  



  
    
      
    
    
      safe_result()



        
          
        

    

  


  

      

          @type safe_result() :: %{
  vct: String.t(),
  iss: String.t(),
  claims: map(),
  cnf: map() | nil
}


      



  



  
    
      
    
    
      verify_result()



        
          
        

    

  


  

      

          @type verify_result() :: {:ok, map()} | {:error, term()}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      constraints_from_dcql(dcql_query)



        
          
        

    

  


  

      

          @spec constraints_from_dcql(map()) :: %{optional(String.t()) => map()}


      


Derive per-query-id verification constraints from a DCQL query, for the
:query_constraints option of verify/2.
For each credential query it extracts the requested format, the accepted
credential type (vct_values for dc+sd-jwt, doctype_value/doctype_values
for mso_mdoc), and the claim path/values entries. verify/2 enforces
these after signature and holder binding so a validly-signed credential of the
wrong type — or one disclosing a value outside the requested set — cannot
satisfy the query. Query IDs absent from the returned map are unconstrained.

  



    

  
    
      
    
    
      verify(vp_token, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(
  term(),
  keyword()
) :: verify_result()


      


Verify an OID4VP vp_token carrying SD-JWT VC and/or mso_mdoc presentations.
Required options are :nonce, :audience, and exactly one issuer trust
source: :issuer_jwks for static issuer keys or :resolve_issuer for a
callback receiving the presentation's (unverified) issuer identity. The
optional :now value is passed to both the VC/mdoc and holder-binding
verifiers. See the moduledoc for :formats and :response_uri.
:resolve_issuer receives UNVERIFIED issuer material
For SD-JWT VC, the callback is handed the iss peeked from the still-
unverified issuer JWT (verifying the signature requires the key, which
requires iss — so the lookup is unavoidably ahead of verification). For
mso_mdoc, it is handed the docType peeked from the still-unverified
DeviceResponse in the same way. The signature is then checked against
whatever keys the callback returns, so forged issuer material cannot forge
a credential — it only misdirects the key lookup. But the callback MUST
NOT make a network request derived from this value without an allow-list:
the presenter controls it, so a naive fetch is an SSRF sink. Resolve from
a trusted issuer registry, not by dereferencing the peeked value.
A string presentation produces one safe result for its query ID. A list of
presentations produces a list of safe results. Raw JWTs and raw
DeviceResponse bytes are never returned.
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Attesto.WalletAttestation 
    



      
OAuth 2.0 Attestation-Based Client Authentication
(draft-ietf-oauth-attestation-based-client-auth-10, 2026-07-06), the
"Wallet Attestation" client authentication method OID4VCI recommends for
native-app Wallets in place of private_key_jwt/mTLS.
A Wallet Provider (the Client Attester) issues its Wallet a Client
Attestation JWT (typ oauth-client-attestation+jwt) binding the
Wallet/Client Instance's public key into its cnf claim. To authenticate a
request, the Client Instance additionally presents a Client Attestation
PoP JWT (typ oauth-client-attestation-pop+jwt) signed by that
instance key, proving possession of it to this Authorization or Resource
Server.
verify/3 verifies both JWTs together per the draft's §7
"Verification and Processing" rules and returns the proven Client Instance
key. The host owns the trusted Wallet Provider key material and any
Challenge issuance/tracking; this module only performs the checks the
draft prescribes. Conn-free and fail-closed.
Client Attestation JWT (typ=oauth-client-attestation+jwt, draft §4)
	sub - REQUIRED. The OAuth client_id of the Wallet instance.
	exp - REQUIRED. Expiration time; rejected once passed.
	cnf - REQUIRED. A {"jwk" => <public JWK>} (RFC 7800) confirmation
key - the Client Instance Key used to sign the PoP JWT.
	iat - OPTIONAL.

The draft version implemented here carries no aud on the Client
Attestation JWT itself (earlier drafts did; it was removed) - the
receiving server's identity is asserted by the PoP JWT's aud instead.
Trust in the signer (the Wallet Provider / Client Attester) is
out-of-band, per host-supplied trusted keys; the draft leaves the
discovery mechanism (PKI, kid+jku, pre-shared metadata) unspecified.
Client Attestation PoP JWT (typ=oauth-client-attestation-pop+jwt, draft §5.1)
	aud - REQUIRED. This Authorization Server's issuer identifier URL
(RFC 8414) or, for a Resource Server, its resource identifier URL
(RFC 9728). Single-valued; a Client Attestation PoP JWT targets one
audience only.
	jti - REQUIRED. A unique identifier the caller may use for its own
replay tracking (see :replay_check).
	iat - REQUIRED. Freshness is checked against :max_age_seconds.
	challenge - OPTIONAL. Echoes a server-issued Challenge (draft §6);
checked when the caller supplies :expected_challenge.

It MUST be signed by the private half of the Client Attestation's cnf
key - this module verifies exactly that.

      


      
        Summary


  
    Types
  


    
      
        instance_key()

      


    


    
      
        replay_check_fun()

      


    


    
      
        verified()

      


    


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        verify(attestation, pop, opts \\ [])

      


        Verify a Client Attestation JWT together with its Client Attestation PoP
JWT and return the proven Client Instance key.



    





      


      
        Types


        


  
    
      
    
    
      instance_key()



        
          
        

    

  


  

      

          @type instance_key() :: %{jwk: map(), jkt: String.t()}


      



  



  
    
      
    
    
      replay_check_fun()



        
          
        

    

  


  

      

          @type replay_check_fun() :: (String.t(), pos_integer() -> :ok | {:error, :replay})


      



  



  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  instance_key: instance_key(),
  attestation_claims: map(),
  pop_claims: map(),
  replay_key: String.t(),
  replay_ttl: pos_integer()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_attestation
  | :invalid_typ
  | :invalid_alg
  | :unsupported_critical_header
  | :invalid_signature
  | :expired
  | :invalid_client_id
  | :missing_cnf
  | :invalid_cnf
  | :invalid_pop
  | :invalid_pop_typ
  | :invalid_pop_alg
  | :unsupported_pop_critical_header
  | :invalid_pop_signature
  | :invalid_pop_audience
  | :invalid_pop_challenge
  | :missing_pop_jti
  | :invalid_pop_jti
  | :missing_pop_iat
  | :invalid_pop_iat
  | :pop_expired
  | :replay


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  trusted_wallet_provider_jwks: map() | [map()],
  audience: String.t(),
  client_id: String.t(),
  expected_challenge: String.t(),
  now: DateTime.t() | non_neg_integer(),
  max_age_seconds: pos_integer(),
  accepted_algs: [Attesto.SigningAlg.alg()],
  enforce_fapi_alg_policy: boolean(),
  replay_check: replay_check_fun() | nil
]


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      verify(attestation, pop, opts \\ [])



        
          
        

    

  


  

      

          @spec verify(String.t(), String.t(), verify_opts()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify a Client Attestation JWT together with its Client Attestation PoP
JWT and return the proven Client Instance key.
Required opts
	:trusted_wallet_provider_jwks - an RFC 7517 JWK Set, a single public
JWK map, or a list of public JWK maps the Client Attestation JWT's
signature is checked against. Establishing which Wallet Provider(s) to
trust is the host's responsibility (draft §7.1 leaves this out of
scope).
	:audience - this Authorization/Resource Server's own identifier; the
PoP JWT's aud MUST equal it exactly.

Optional opts
	:client_id - when set, the Client Attestation's sub MUST equal it.
	:expected_challenge - a Challenge (draft §6) previously issued to
the client; when set, the PoP's challenge claim MUST match it. The
Challenge is a server-issued, non-secret freshness token (visible on
the wire already), so this is a plain equality check, matching
Attesto.CredentialProof's c_nonce check.
	:now - clock reference (DateTime or unix seconds).
	:max_age_seconds - how far in the past the PoP's iat may be.
Default 300.
	:accepted_algs - JWS algorithms accepted for both JWTs' signatures.
Defaults to Attesto.SigningAlg.fapi_algs/0.
	:enforce_fapi_alg_policy - additionally enforce the FAPI RSA
modulus / Edwards curve restrictions on the Client Attestation
signer's key. Defaults to true when :accepted_algs is omitted,
false otherwise (matches Attesto.ClientAssertion.verify/5).
	:replay_check - a 2-arity function (replay_key, ttl_seconds) -> :ok | {:error, :replay}, called after every other PoP check passes.
replay_key is a fixed-length digest namespacing the jti by the
Client Instance Key's thumbprint - do not assume it is the raw jti.
Omitted, no replay check is performed inline; the caller may instead
record the returned replay_key/replay_ttl itself after any later
binding step (see Attesto.DPoP's "Replay protection" for why that
order matters when there is one).

Returns {:ok, %{instance_key: %{jwk:, jkt:}, attestation_claims:, pop_claims:, replay_key:, replay_ttl:}}.
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Attesto.Config 
    



      
Immutable configuration a token operation runs against.
A Config binds together everything Attesto.Token needs that is
policy rather than protocol: who the issuer and audience are, where keys
come from, what principal kinds exist, and the default token lifetime.
Build one once (typically memoised by the host application) and pass it
to Attesto.Token.mint/3 and Attesto.Token.verify/3.
Fields
	:issuer - the iss claim value minted into every token and
required to match on verify. A non-empty string (an https:// URL
in any real deployment).
	:audience - the aud claim value. A non-empty string.
	:keystore - a module implementing Attesto.Keystore.
	:principal_kinds - the non-empty list of Attesto.PrincipalKind
structs this issuer serves. Their claim_values must be distinct,
and their sub_prefixes must be distinct, so the kind a token
claims and the subject it carries map unambiguously.
	:principal_kind_claim - the JWT claim name that carries the
principal kind's claim_value. Defaults to "principal_kind".
A host may set its own (e.g. a namespaced private claim) without
changing any other behaviour.
	:default_lifetime_seconds - access-token lifetime when a caller
does not request a shorter one. Defaults to 900 (15 minutes).
	:token_endpoint_path - the request path the token endpoint is
mounted at, used to derive token_endpoint_url/1 (the URL a DPoP
proof's htu must sign, and the URL OAuth metadata would publish).
Defaults to "/oauth/token".
	:presentation_session_store - the verifier-side OID4VP session store,
or nil when presentation sessions are not configured.
	:status_list_store - the issuer-side Token Status List store, or nil
when credential status tracking is not configured.

Reserved claims
The claim names Attesto assembles itself - iss, aud, exp, iat,
jti, sub, scope, typ, cnf, and the configured
principal_kind_claim - are reserved. Attesto.Token.mint/3 refuses a
principal whose extra claims would collide with one of them, so a caller
can never shadow a protocol claim.

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        c_nonce_store(config)

      


        Return the configured c_nonce store, if any.



    


    
      
        credential_offer_store(config)

      


        Return the configured credential-offer store, if any.



    


    
      
        new(opts)

      


        Build and validate a Config.



    


    
      
        pre_authorized_code_store(config)

      


        Return the configured pre-authorized-code store, if any.



    


    
      
        presentation_session_store(config)

      


        Return the configured presentation-session store, if any.



    


    
      
        principal_kind(config, claim_value)

      


        Return the Attesto.PrincipalKind whose claim_value equals
claim_value, or nil if no configured kind matches.



    


    
      
        status_list_store(config)

      


        Return the configured Token Status List store, if any.



    


    
      
        token_endpoint_url(config)

      


        The canonical external URL of the token endpoint: the configured issuer
merged with token_endpoint_path. This is the URL a client's DPoP proof
must sign in its htu claim (RFC 9449 §4.3) and the URL OAuth
Authorization Server Metadata (RFC 8414) would publish. Derived from
issuer rather than a live request so it is stable behind any TLS
terminator or reverse proxy.
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          @type t() :: %Attesto.Config{
  access_token_header_typ: String.t() | nil,
  audience: String.t(),
  c_nonce_store: module() | nil,
  credential_offer_store: module() | nil,
  default_lifetime_seconds: pos_integer(),
  issuer: String.t(),
  keystore: module(),
  pre_authorized_code_store: module() | nil,
  presentation_session_store: module() | nil,
  principal_kind_claim: String.t(),
  principal_kinds: [Attesto.PrincipalKind.t(), ...],
  status_list_store: module() | nil,
  token_endpoint_path: String.t()
}
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      c_nonce_store(config)



        
          
        

    

  


  

      

          @spec c_nonce_store(t()) :: module() | nil


      


Return the configured c_nonce store, if any.

  



  
    
      
    
    
      credential_offer_store(config)



        
          
        

    

  


  

      

          @spec credential_offer_store(t()) :: module() | nil


      


Return the configured credential-offer store, if any.

  



  
    
      
    
    
      new(opts)



        
          
        

    

  


  

      

          @spec new(keyword()) :: t()


      


Build and validate a Config.
Attesto.Config.new(
  issuer: "https://api.example/",
  audience: "https://api.example/",
  keystore: MyApp.Keystore,
  principal_kinds: [
    Attesto.PrincipalKind.new("client", "oc_",
      required_claims: [{"client_id", :non_empty_string}]),
    Attesto.PrincipalKind.new("user", "usr_",
      required_claims: [
        {"act", :non_empty_string},
        {"sid", :non_empty_string},
        {"token_version", :non_neg_integer}
      ])
  ]
)
Raises ArgumentError on a malformed configuration (blank issuer or
audience, a keystore that is not a module, an empty or non-list
principal-kind set, duplicate claim_values or sub_prefixes, or a
principal_kind_claim that collides with a reserved claim). This is
evaluated once at boot, so it fails loudly rather than at the first
token operation.

  



  
    
      
    
    
      pre_authorized_code_store(config)



        
          
        

    

  


  

      

          @spec pre_authorized_code_store(t()) :: module() | nil


      


Return the configured pre-authorized-code store, if any.

  



  
    
      
    
    
      presentation_session_store(config)



        
          
        

    

  


  

      

          @spec presentation_session_store(t()) :: module() | nil


      


Return the configured presentation-session store, if any.

  



  
    
      
    
    
      principal_kind(config, claim_value)



        
          
        

    

  


  

      

          @spec principal_kind(t(), term()) :: Attesto.PrincipalKind.t() | nil


      


Return the Attesto.PrincipalKind whose claim_value equals
claim_value, or nil if no configured kind matches.

  



  
    
      
    
    
      status_list_store(config)



        
          
        

    

  


  

      

          @spec status_list_store(t()) :: module() | nil


      


Return the configured Token Status List store, if any.

  



  
    
      
    
    
      token_endpoint_url(config)



        
          
        

    

  


  

      

          @spec token_endpoint_url(t()) :: String.t()


      


The canonical external URL of the token endpoint: the configured issuer
merged with token_endpoint_path. This is the URL a client's DPoP proof
must sign in its htu claim (RFC 9449 §4.3) and the URL OAuth
Authorization Server Metadata (RFC 8414) would publish. Derived from
issuer rather than a live request so it is stable behind any TLS
terminator or reverse proxy.
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Mint and verify OpenID Connect ID Tokens (OpenID Connect Core 1.0 §2).
An ID Token is the JWT that asserts the authentication of an End-User to
a Relying Party. It is a different artifact from the RFC 9068 access
token Attesto.Token produces, with different semantics: its aud is
the OAuth client_id rather than the protected-resource audience, it
carries no scope claim, and its JOSE header typ is the generic
JWT (NOT at+jwt, which is reserved for access tokens). The two are
kept in separate modules rather than overloading one mint path.
Like Attesto.Token, the operations are pure: they read only the
Attesto.Config passed in. Signing uses the same keystore/kid path and
trusted, key-bound algorithm resolution: RS256, PS256, ES256, ES384, ES512,
legacy EdDSA, or RFC 9864 Ed25519 / Ed448 as selected by
Attesto.SigningAlg. Verification derives each
candidate key's accepted algorithm from per-key keystore metadata or the
key type and curve rather than the presented header, then calls
JOSE.JWT.verify_strict with that singleton allowlist. none, HS*, and
any asymmetric algorithm not bound to the trusted key fail closed.
Claims (OpenID Connect Core §2)
Every minted ID Token carries:
	iss - the configured issuer.
	sub - the subject identifier for the End-User.
	aud - the OAuth client_id of the Relying Party. This is the
client, NOT the Attesto.Config audience an access token uses.
	exp / iat - expiry and issued-at, unix seconds.

Conditionally / optionally present:
	nonce - the value from the Authentication Request. REQUIRED to be
present and identical when the request carried one
(OIDC Core §2, §3.1.3.7 item 11).
	azp - the authorized party. REQUIRED when aud contains a value
other than the client_id (OIDC Core §2); always safe to include.
	auth_time - time of End-User authentication (OIDC Core §2).
	acr - Authentication Context Class Reference (OIDC Core §2).
	amr - Authentication Methods References, a JSON array (OIDC Core §2).
	at_hash - Access Token hash (OIDC Core §3.1.3.6 / §3.3.2.11).
	c_hash - Authorization Code hash (OIDC Core §3.3.2.11).
	sid - Session ID (OIDC Back-Channel Logout 1.0 §2.1 / Front-Channel
Logout 1.0 §3). Present when the host runs back-channel-logout-capable
sessions, so a later logout_token can target this exact session.

There is deliberately no scope claim: scope is a property of the
authorization grant, not of the identity assertion.
Additional claims (claims parameter / userinfo mapping)
Claims an RP requests through the OIDC Core §5.5 claims request
parameter, or that a host maps from its userinfo source, are passed to
mint/3 as :extra_claims: a string-keyed map merged after the protocol
claims above. The merge is non-overriding by construction - a key that
collides with a reserved protocol claim (iss, sub, aud, exp,
iat, nonce, azp, auth_time, acr, amr, at_hash, c_hash) is
rejected with :reserved_claim_conflict rather than silently shadowing
the value this module computes; a non-map or non-string-keyed value is
:invalid_extra_claims. This keeps claim provenance in the caller (the
host/RP decides which profile claims to assert) while the protocol claims
stay authoritative.
Hash claims
at_hash and c_hash use the same construction (OIDC Core §3.1.3.6,
§3.3.2.11): hash the ASCII octets of the access_token / code with
the hash associated with the ID Token's signature algorithm (for example,
SHA-256 for RS256), take the left-most half of the digest, and
base64url-encode it without padding. Applying that generic rule to RFC 8032,
Ed25519 uses SHA-512 and takes 32 bytes; Ed448 uses SHAKE256 with 114 bytes
of output and takes 57 bytes. The trusted signing key curve selects between
them; the untrusted JWS header never selects the digest.
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    Functions
  


    
      
        header_typ()

      


        The JOSE header typ ID Tokens carry: "JWT" (never "at+jwt").



    


    
      
        mint(config, subject, client_id, opts \\ [])

      


        Mint a signed OpenID Connect ID Token for subject, addressed to the
Relying Party identified by client_id.



    


    
      
        signing_alg()

      


        The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.



    


    
      
        verify(config, id_token, opts \\ [])

      


        Verify and decode an ID Token previously minted under the same config.



    


    
      
        verify_logout_hint(config, id_token)

      


        Verify an ID Token presented as an id_token_hint to the end-session
endpoint (OpenID Connect RP-Initiated Logout 1.0 §2), returning its claims.
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          @type claims() :: %{optional(String.t()) => term()}


      



  



  
    
      
    
    
      mint_error()



        
          
        

    

  


  

      

          @type mint_error() ::
  :invalid_subject
  | :invalid_client_id
  | :invalid_extra_claims
  | :reserved_claim_conflict


      



  



  
    
      
    
    
      mint_opts()



        
          
        

    

  


  

      

          @type mint_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  lifetime: pos_integer(),
  nonce: String.t(),
  azp: String.t(),
  auth_time: non_neg_integer(),
  acr: String.t(),
  amr: [String.t()],
  access_token: String.t(),
  code: String.t(),
  sid: String.t(),
  extra_claims: %{optional(String.t()) => term()}
]


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_token
  | :invalid_signature
  | :unsupported_critical_header
  | :unexpected_typ
  | :invalid_issuer
  | :invalid_audience
  | :invalid_azp
  | :expired
  | :not_yet_valid
  | :invalid_claims
  | :missing_client_id
  | :nonce_required
  | :nonce_mismatch


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  client_id: String.t(),
  nonce: String.t()
]
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          @spec header_typ() :: String.t()


      


The JOSE header typ ID Tokens carry: "JWT" (never "at+jwt").

  



    

  
    
      
    
    
      mint(config, subject, client_id, opts \\ [])



        
          
        

    

  


  

      

          @spec mint(Attesto.Config.t(), String.t(), String.t(), mint_opts()) ::
  {:ok, String.t()} | {:error, mint_error()}


      


Mint a signed OpenID Connect ID Token for subject, addressed to the
Relying Party identified by client_id.
client_id becomes the aud claim (OIDC Core §2), distinguishing the
ID Token from a resource-addressed access token; config.audience is
not used here.
Options:
	:nonce - the Authentication Request nonce. When supplied it is
placed in the nonce claim, and verify/3 then requires a match
(OIDC Core §2). Omit only when the request carried no nonce.
	:azp - the authorized party (OIDC Core §2). REQUIRED by the spec
when aud has more than one audience.
	:auth_time - unix time of End-User authentication (OIDC Core §2).
	:acr - Authentication Context Class Reference (OIDC Core §2).
	:amr - Authentication Methods References, a list (OIDC Core §2).
	:access_token - when given, the at_hash claim is computed from it
(OIDC Core §3.1.3.6).
	:code - when given, the c_hash claim is computed from it
(OIDC Core §3.3.2.11).
	:sid - the session id to assert (OIDC Back-Channel Logout 1.0 §2.1).
Supply it when the host issues logout-capable sessions so a future
Attesto.LogoutToken can target this session.
	:extra_claims - a string-keyed map of additional claims (e.g.
profile claims). MUST NOT collide with a reserved protocol claim
(:reserved_claim_conflict) and MUST have string keys.
	:now - DateTime or unix-seconds clock override. Defaults to now.
	:lifetime - positive seconds; may only shorten the default
(a larger value is capped to the default), so a miswired caller
cannot mint a long-lived identity assertion.

Returns {:ok, id_token} (compact JWS) or {:error, reason}.
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          @spec signing_alg() :: String.t()


      


The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.
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          @spec verify(Attesto.Config.t(), String.t(), verify_opts()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify and decode an ID Token previously minted under the same config.
Mirrors Attesto.Token.verify/3 where the OIDC semantics line up. Runs,
in order:
	Signature. The compact JWS is canonical - three base64url-no-pad
segments - and its signature verifies against a keystore key selected
by the JWS header kid. Each candidate key's accepted algorithm comes
from trusted keystore metadata or the key type/curve, never from the
presented header. A kid naming a key we do not hold, or an alg that
does not exactly match the algorithm bound to that key, fails as
:invalid_signature (alg-confusion is impossible). A protected header
carrying a crit parameter (RFC 7515 §4.1.11) is rejected with
:unsupported_critical_header. The JOSE header typ, when present,
MUST be "JWT"; an access-token header such as "at+jwt" is
:unexpected_typ. Verification also rejects access-token-only payload
claims such as scope, typ: "access", and the configured
principal-kind claim, so token-type separation does not depend solely
on the optional JOSE typ header.
	iss equals the configured issuer (OIDC Core §3.1.3.7 item 1).
	aud contains the expected client_id
(OIDC Core §3.1.3.7 item 3).
	azp - when present, equals the client_id
(OIDC Core §3.1.3.7 item 4/5).
	Required claims are present and well-typed: sub a non-empty
string, iat a non-negative integer.
	Temporal. exp is strictly greater than now (no skew leeway);
an iat meaningfully in the future is :not_yet_valid.
	nonce - when a :nonce is supplied, the claim is present and
identical (OIDC Core §3.1.3.7 item 11).

Options:
	:client_id - the Relying Party client id to require in aud
(REQUIRED; OIDC Core §3.1.3.7 item 3).
	:nonce - the nonce sent in the Authentication Request. When
supplied, the nonce claim MUST be present and equal.
	:now - clock override.

Returns {:ok, claims} (string-keyed payload) or {:error, reason}.
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          @spec verify_logout_hint(Attesto.Config.t(), String.t()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify an ID Token presented as an id_token_hint to the end-session
endpoint (OpenID Connect RP-Initiated Logout 1.0 §2), returning its claims.
This is a deliberately looser check than verify/3: the signature, token
purpose, issuer, required-claim shape, and a non-future iat are all
enforced, but
	the aud (client) is not required up front — the caller reads the
Relying Party from the returned aud claim, and
	expiry is tolerated — RP-Initiated Logout §2 says the OP SHOULD
accept an otherwise-valid hint even after it has expired, since the
user is logging out precisely because their session is ending.

A logout token's authenticity still rests entirely on the signature, so a
forged or tampered hint is rejected as :invalid_signature / :invalid_token.
Returns {:ok, claims} (string-keyed payload) or {:error, reason}.
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One kind of subject a token can describe.
A single issuer and verifier can serve several kinds of principal - a
machine client authenticating with client_credentials, a human whose
dashboard session was exchanged for a token, a device. They share every
standard claim (iss, aud, exp, sub, scope, …) and differ only
in three policy-defined ways, which this struct captures:
	claim_value - the value carried in the configured principal-kind
claim (see Attesto.Config). A token's kind is read from this claim
and cross-checked, so a token can never be silently routed down the
wrong principal path.

	sub_prefix - the namespace prefix the sub claim MUST carry
for this kind (e.g. "oc_" for a client, "usr_" for a user). The
verifier requires sub to start with the prefix of the kind named
in the principal-kind claim; a mismatch fails verification. This is
defense-in-depth against a token whose kind claim and subject
disagree.

	required_claims - extra claims this kind MUST carry, each with
a shape. A client carries client_id; a user-session token might
carry an acting-account id, a session id, and a token-version
counter for bulk revocation. The verifier (and the minter) reject a
token of this kind that is missing one, or whose value has the wrong
shape, so downstream code never branches on a nil it assumed was
present.


Attesto does not interpret what a kind means - it only enforces the
cross-checks. The meaning is the host application's policy.
Required-claim shapes
Each entry in required_claims is {claim_name, shape} where shape
is one of:
	:non_empty_string - a binary that is not "".
	:string - any binary (may be empty).
	:non_neg_integer - an integer >= 0.
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        check_required(principal_kind, claims)

      


        Returns :ok if claims carries every required claim for this kind
with the correct shape, or {:error, {claim_name, :missing | :wrong_shape}}
on the first violation.



    


    
      
        new(claim_value, sub_prefix, opts \\ [])

      


        Build a principal kind.
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          @type shape() :: :non_empty_string | :string | :non_neg_integer
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          @type t() :: %Attesto.PrincipalKind{
  claim_value: String.t(),
  required_claims: [{String.t(), shape()}],
  sub_prefix: String.t()
}
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          @spec check_required(t(), %{optional(String.t()) => term()}) ::
  :ok | {:error, {String.t(), :missing | :wrong_shape}}


      


Returns :ok if claims carries every required claim for this kind
with the correct shape, or {:error, {claim_name, :missing | :wrong_shape}}
on the first violation.

  



    

  
    
      
    
    
      new(claim_value, sub_prefix, opts \\ [])



        
          
        

    

  


  

      

          @spec new(String.t(), String.t(), keyword()) :: t()


      


Build a principal kind.
Attesto.PrincipalKind.new("client", "oc_",
  required_claims: [{"client_id", :non_empty_string}]
)
Raises ArgumentError if claim_value/sub_prefix are not non-empty
binaries or any required-claim shape is unknown - this is configuration,
evaluated once at boot, so a malformed kind should fail loudly rather
than at the first token operation.
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SIOPv2 Self-Issued ID Token verification for the Relying Party role.
A Self-Issued ID Token is not verified against an issuer-owned JWKS. The
holder either embeds a public key in sub_jwk and uses its RFC 7638 SHA-256
thumbprint as sub, or uses a self-contained did:jwk / did:key subject
whose resolved verification method signs the token. verify/2 ties the
subject, verification key, and signature together before returning the
verified subject and public key.
This module implements the JWK Thumbprint Subject Syntax Type from
Self-Issued OpenID Provider v2 draft 13, section 11.1. It accepts sub_jwk
in the payload, as the current draft specifies, and in the protected JOSE
header for wallet interoperability. If both locations are present, their
JWK maps must be identical.
The current draft identifies a Self-Issued ID Token with iss == sub.
https://self-issued.me/v2, used by the earlier static-discovery model, is
also accepted for JWK-thumbprint subjects. DID subjects require iss == sub
and a protected kid naming the method-defined verification method. Only
connection-free did:jwk and did:key are resolved here; network-backed DID
methods remain host-owned and fail closed.
Verification is conn-free and fail-closed:
	the compact JWS must be canonical and carry no unsupported critical
headers;
	alg must be an Attesto-supported asymmetric algorithm allowed by RP
policy and compatible with a public verification JWK;
	the signature must verify strictly with the embedded or DID-resolved
holder key;
	sub must exactly equal the key's RFC 7638 thumbprint, or be the
did:jwk / did:key from which the key and protected kid are derived;
	iss must equal sub for DID subjects, or either sub or
https://self-issued.me/v2 for JWK-thumbprint subjects;
	aud must contain the RP Client ID and nonce must exactly match the
Authentication Request;
	exp and iat are required non-negative NumericDates; nbf is optional
but, when present, must also be a non-negative NumericDate. Expired and
not-yet-valid tokens are rejected.

Claims other than the cryptographically bound sub remain self-attested.
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        verify(id_token, opts)

      


        Verify a Self-Issued ID Token and return its subject and holder public JWK.



    


    
      
        verify(id_token, audience, nonce)

      


        Verify a Self-Issued ID Token against an RP Client ID and request nonce.
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          @type verified() :: %{subject: String.t(), jwk: map()}
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          @type verify_error() ::
  :invalid_token
  | :unsupported_critical_header
  | :unexpected_typ
  | :invalid_alg
  | :missing_sub_jwk
  | :invalid_sub_jwk
  | :invalid_signature
  | :invalid_subject
  | :invalid_issuer
  | :invalid_audience
  | :invalid_nonce
  | :invalid_claims
  | :expired
  | :not_yet_valid
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          @type verify_opts() :: [
  audience: String.t(),
  nonce: String.t(),
  now: DateTime.t() | non_neg_integer(),
  accepted_algs: [Attesto.SigningAlg.alg()]
]
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      verify(id_token, opts)



        
          
        

    

  


  

      

          @spec verify(String.t(), verify_opts()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify a Self-Issued ID Token and return its subject and holder public JWK.
JWK-thumbprint subjects may carry sub_jwk in the payload or protected
header. A did:jwk subject must instead carry protected kid equal to
did:jwk:...#0; a did:key subject must carry protected kid equal to the
DID followed by # and its multibase value. A DID response containing
sub_jwk, omitting kid, or naming any other verification method is
rejected.
Required options:
	:audience - the RP Client ID sent in the Authentication Request. The
token's aud may be this string or an all-string array containing it.
	:nonce - the nonce sent in the Authentication Request. SIOPv2 requires
it to be present and identical in the Self-Issued ID Token.

Optional options:
	:now - clock reference as a DateTime or Unix seconds.
	:accepted_algs - holder signature algorithms accepted by RP policy.
Defaults to Attesto.SigningAlg.allowed/0; none, MAC algorithms, and
algorithms unsupported by Attesto remain rejected even if listed.

The convenience verify/3 form accepts id_token, audience, and nonce
as positional arguments and applies the default clock and algorithm policy.
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          @spec verify(String.t(), String.t(), String.t()) ::
  {:ok, verified()} | {:error, verify_error()}


      


Verify a Self-Issued ID Token against an RP Client ID and request nonce.
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Mint and verify JWT access tokens with trusted, key-bound algorithms.
This is the heart of the engine: a single mint point and a single
verifier that one issuer uses for every kind of principal. The two
operations are pure - they read no database, no process state, and no
application config beyond the Attesto.Config you pass in. Effects that
surround issuance (auditing, persisting refresh state, looking up
revocation) belong to the host application, which wraps these functions.
Claims
Every minted token carries:
	iss - the configured issuer.
	aud - the configured audience, or the per-call :audience mint
option when the host derived a resource-specific audience (RFC 8707
§2 resource indicator → access-token aud).
	sub - the subject's public identifier, which MUST begin with the
sub_prefix of its principal kind.
	exp / iat - expiry and issued-at, unix seconds.
	jti - a 128-bit crypto-random identifier, base64url-no-pad
(RFC 7519 §4.1.7), so a resource server can reject replay.
	scope - the space-separated granted scope list (resolved by the
host's policy and passed in; Attesto does not decide who gets what).
	typ - the token purpose, "access" or "refresh".
	the configured principal-kind claim - the kind's claim_value,
cross-checked against sub on verify.
	any per-kind required claims (e.g. client_id).
	cnf - present iff the token is sender-constrained (DPoP or mTLS).

Tokens are signed with the key the configured Attesto.Keystore provides;
the JWS header carries the key's kid (its RFC 7638 thumbprint) and the
algorithm resolved by Attesto.SigningAlg. Minting resolves that algorithm
from per-key key_algs/0 metadata, then signing_alg/0 for the current
signing key, then the trusted key type and curve. The supported set is
RS256, PS256, ES256, ES384, ES512, legacy EdDSA, and RFC 9864 Ed25519 / Ed448;
RSA defaults to RS256, while Edwards-curve inference retains EdDSA for wire
compatibility unless trusted metadata selects an explicit identifier.
Verification never learns algorithm policy from the presented JWS header.
The header kid only narrows the configured verification-key set; each
candidate key's permitted algorithm is resolved independently from per-key
key_algs/0 metadata or the key type and curve, then passed as a singleton
allowlist to JOSE's strict verifier. Attesto.Keystore.Static mirrors an
explicitly configured signing_alg onto the current key's kid, so its
mint and verification policies agree without weakening that binding. A
token carrying none, an HS* algorithm, or any asymmetric algorithm other
than the one bound to that trusted key fails as :invalid_signature.
Sender constraints
mint/3 accepts at most one of :dpop_jkt (RFC 9449) or
:mtls_cert_thumbprint (RFC 8705); supplying both is
:conflicting_confirmation. The chosen binding becomes a cnf claim
(RFC 7800), and verify/3 enforces it: a DPoP- or mTLS-bound token
presented without (or with a mismatched) proof is rejected, and a proof
presented against a token that is not bound that way is rejected too.
See verify/3 for the full binding matrix.
What this module does NOT do
Scope policy (which scopes a principal may hold, downscoping rules) is
the host's; pass the already-resolved scope list to mint/3. Revocation
lookup, jti replay rejection of the access token, and audit are the
resource server's. Keeping them out is what lets the verifier stay pure
and reusable (token introspection, multiple surfaces).
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        The default token lifetime for config, in seconds.
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        Return a token's claims iff its signature verifies against a keystore key
under that trusted key's configured or derived algorithm. Skips every other
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        The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.
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          @type claims() :: %{optional(String.t()) => term()}


      



  



  
    
      
    
    
      mint_error()



        
          
        

    

  


  

      

          @type mint_error() ::
  :unknown_principal_kind
  | :invalid_sub
  | :invalid_claims
  | :reserved_claim_conflict
  | :invalid_scopes
  | :invalid_typ
  | :invalid_audience
  | :invalid_dpop_jkt
  | :invalid_mtls_thumbprint
  | :conflicting_confirmation
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          @type mint_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  lifetime: pos_integer(),
  typ: String.t(),
  audience: String.t() | [String.t()],
  acr: String.t(),
  auth_time: non_neg_integer(),
  dpop_jkt: String.t() | nil,
  mtls_cert_thumbprint: String.t() | nil
]
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          @type principal() :: %{
  :kind => String.t(),
  :sub => String.t(),
  :scopes => [String.t()],
  optional(:claims) => %{optional(String.t()) => term()}
}
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          @type token_response() :: %{
  access_token: String.t(),
  expires_in: pos_integer(),
  scope: String.t(),
  token_type: String.t()
}
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          @type verify_error() ::
  :invalid_token
  | :invalid_signature
  | :invalid_issuer
  | :invalid_audience
  | :expired
  | :not_yet_valid
  | :invalid_claims
  | :invalid_principal
  | :invalid_typ
  | :unexpected_typ
  | :unsupported_critical_header
  | :unsupported_confirmation
  | :dpop_proof_required
  | :dpop_binding_mismatch
  | :dpop_proof_unexpected
  | :mtls_cert_required
  | :mtls_binding_mismatch
  | :mtls_cert_unexpected
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          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  expected_typ: String.t(),
  trusted_audiences: [String.t()] | (claims() -> [String.t()]),
  dpop_jkt: String.t() | nil,
  mtls_cert_thumbprint: String.t() | nil,
  require_confirmation_binding: boolean()
]
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          @spec default_lifetime_seconds(Attesto.Config.t()) :: pos_integer()


      


The default token lifetime for config, in seconds.
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          @spec mint(Attesto.Config.t(), principal(), mint_opts()) ::
  {:ok, token_response()} | {:error, mint_error()}


      


Mint a token for principal under config.
principal is a map with:
	:kind - the claim_value of one of the configured principal
kinds.
	:sub - the subject's public identifier; MUST begin with the
kind's sub_prefix.
	:scopes - the final, policy-resolved list of scope strings. Joined
verbatim into the scope claim; Attesto applies no scope policy.
	:claims (optional) - extra principal claims (e.g.
%{"client_id" => ...}). MUST satisfy the kind's required_claims
and MUST NOT collide with a reserved protocol claim.

Options:
	:typ - "access" (default) or "refresh".
	:audience - the aud claim for this token, overriding
config.audience. RFC 8707 §2: when a token request carries a
resource indicator the access token's aud MUST identify that
resource, so the host passes the validated resource identifier here;
absent, config.audience is used (the default surface). The override
is per-call and conn-free - it does not mutate config - so a single
issuer can mint resource-audienced tokens for one grant without
changing aud for any other.
	:now - DateTime or unix-seconds clock override. Defaults to now.
	:lifetime - positive seconds; may only shorten the configured
default (a larger value is capped to the default, so a miswired
caller cannot mint a long-lived token).
	:dpop_jkt - RFC 7638 JWK thumbprint to bind the token to a DPoP
key (cnf.jkt). Must be a canonical 43-char base64url thumbprint or
:invalid_dpop_jkt.
	:mtls_cert_thumbprint - RFC 8705 certificate thumbprint to bind
the token to a client certificate (cnf.x5t#S256). Same shape rule
or :invalid_mtls_thumbprint.

:dpop_jkt and :mtls_cert_thumbprint are mutually exclusive
(:conflicting_confirmation).
Returns {:ok, %{access_token, token_type, expires_in, scope}}.
token_type is "DPoP" for a DPoP-bound token (RFC 9449 §5) and
"Bearer" otherwise (mTLS binding does not change the type per
RFC 8705 §3).
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          @spec peek_signed_claims(Attesto.Config.t(), String.t()) ::
  {:ok, claims()} | {:error, :invalid_signature | :invalid_token}


      


Return a token's claims iff its signature verifies against a keystore key
under that trusted key's configured or derived algorithm. Skips every other
check (iss, aud, exp, claim shape, binding).
This is NOT an authentication primitive - the token may be expired,
replayed, wrongly scoped, or bound to a key the request did not present.
Its sole legitimate use is denial-audit attribution: after verify/3
fails, a caller may read the claims to identify the credential being
abused so the audit row names a real actor rather than :unknown. A
forged-signature token still surfaces as an error.
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          @spec signing_alg() :: String.t()


      


The default JWS algorithm for RSA keys. Keystores may label individual keys with another supported alg.
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          @spec typ_values() :: [String.t()]


      


The known typ values: "access" and "refresh".
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          @spec verify(Attesto.Config.t(), String.t(), verify_opts()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify and decode a token previously minted by mint/3 under the same
config.
Runs, in order:
	Signature. The compact JWS is canonical - three base64url-no-pad
segments (Attesto rejects = padding or any non-base64url byte at
its boundary, refusing to verify a serialization the issuer never
emitted) - and its signature verifies against a key the keystore
trusts, selected by the JWS header kid. The accepted algorithm for
each candidate key comes from trusted keystore metadata or the key
type/curve, never from the presented header. A token whose kid names
a key we do not hold, or whose header alg does not exactly match the
algorithm bound to that key, fails as :invalid_signature
(alg-confusion is impossible). A token whose protected header carries
a crit parameter (RFC 7515 §4.1.11) is rejected with
:unsupported_critical_header - Attesto implements no JWS extensions,
so it must not honour a token that demands one.

	Confirmation shape. If a cnf is present it MUST be exactly
%{"jkt" => <thumbprint>} (DPoP) or %{"x5t#S256" => <thumbprint>}
(mTLS), with a canonical thumbprint and no other members; anything
else is :unsupported_confirmation (accepting it as bearer would
silently strip the binding).

	iss equals the configured issuer.

	aud equals (or, in array form, contains) the configured
audience. When a :trusted_audiences list is supplied, a scalar
audience must be in that explicit set and every member of an array
audience must be trusted. A resolver-backed audience decision is
deferred until every other check EXCEPT the binding (step 10) has
succeeded - see that step for why it goes last.

	Temporal. exp is strictly greater than now (no skew
leeway). If nbf is present it MUST be an integer no later than
now (RFC 7519 §4.1.5; a small clock-skew tolerance applies), else
:not_yet_valid.

	Required claims are present and well-typed: sub/jti
non-empty strings, scope a string, iat a non-negative integer,
and both the principal-kind claim and typ present. This runs BEFORE
the future-iat check below, so a token that is both malformed and
future-dated reports :invalid_claims.

	iat not meaningfully in the future, else :not_yet_valid.

	Principal. The principal-kind claim names a configured kind AND
sub begins with that kind's sub_prefix; otherwise
:invalid_principal.

	Per-kind claims. The kind's required_claims are all present
with the right shape; otherwise :invalid_claims.

	typ is a known value AND equals the expected purpose
(:expected_typ, default "access").

	Binding. A DPoP-bound token requires a matching :dpop_jkt; an
mTLS-bound token a matching :mtls_cert_thumbprint; an unbound
token requires neither. The cross-scheme option MUST be absent.
See the error list for the precise outcomes.
This runs LAST, after a resolver-backed audience decision, because a
binding mismatch emits
[:attesto, :token, :sender_constraint_mismatch]. Checking it earlier
let any sender-bound token from this issuer - not one this resource
would accept - raise that event by being presented under another key.
A token failing both therefore reports :invalid_audience, not the
binding error.


Options
	:now - clock override.
	:expected_typ - "access" (default) or "refresh".
	:trusted_audiences - a non-empty list of trusted audience identifiers,
or a one-arity resolver returning that list.
This is intended for authorization-server operations such as RFC 7662
introspection that recognize multiple RFC 8707 resource audiences. The
resolver receives claims only after signature, exact issuer, temporal,
required-claim, principal, purpose, and confirmation-SHAPE checks
succeed; the aud claim is syntactically valid but has not yet been
authorized, and the sender BINDING has not yet been checked, so a
resolver may see a token whose proof of possession later proves wrong.
Use
those claims only to select audience policy. Do not derive trust from
aud itself or perform irreversible work in the resolver. A resolver
failure or malformed return fails closed. This option never disables
audience verification. Array-valued aud claims are accepted only when
every member occurs in the resolved list. An explicit list or resolver
replaces the configured-audience rule, so include config.audience when
it should remain accepted. When absent, verification retains the
configured single-audience behavior.
	:dpop_jkt - the verified DPoP proof's jkt (from
Attesto.DPoP.verify_proof/2). Required iff the token carries
cnf.jkt.
	:mtls_cert_thumbprint - the presented certificate's thumbprint
(from Attesto.MTLS.compute_thumbprint/1). Required iff the token
carries cnf.x5t#S256.

Returns {:ok, claims} (string-keyed payload) or {:error, reason}.
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RFC 6749 §4.1 authorization-code grant, with mandatory PKCE (RFC 7636,
S256) and optional DPoP binding of the code (RFC 9449 §10).
This module is pure logic over a Attesto.CodeStore: issue/3 mints a
single-use code at the authorization endpoint, redeem/4 validates and
consumes it at the token endpoint and returns the grant context the host
uses to mint an access token. The store decides where codes live and
guarantees single use; everything validated here (expiry, exact
redirect-URI match, the PKCE transform, the DPoP key binding) is
protocol.
PKCE (S256), required by default
issue/3 accepts a valid S256 code_challenge and redeem/4 checks the
matching code_verifier; only S256 is accepted (see Attesto.PKCE). This
closes authorization-code interception and is the modern default (OAuth 2.0
Security BCP / RFC 9700). PKCE enforcement at the authorization endpoint is
governed by Attesto.AuthorizationRequest's :require_pkce option (default
true); a host MAY relax it for a confidential client (public clients MUST
use PKCE, RFC 9700 §2.1.1), in which case a code is issued with no challenge
and redeemed with no verifier. A code_challenge that is present is always
fully enforced. issue/3 therefore treats :code_challenge as optional: when
given it must be a valid S256 challenge, when absent the code is unbound and a
later redemption MUST present no code_verifier.
Single use even on failure
redeem/4 consumes the code via Attesto.CodeStore.take/1 before
validating it, so a presented code is spent whether or not the
redemption succeeds. An attacker who captures a code cannot make
repeated validation attempts against it.
Code-reuse detection (when the store supports it)
Single use alone cannot distinguish a replay of an already-redeemed
code from a never-issued code: once take/1 removes the row, both
look absent. OAuth 2.0 Security BCP §4.13 (and RFC 6749 §4.1.2) say the
AS SHOULD, on a second presentation of a code, revoke the tokens already
issued from its first redemption, because a re-presented code is an
attack signal.
redeem/4 enables that when - and only when - the Attesto.CodeStore
implements the optional reuse-tracking pair (Attesto.CodeStore.take/1
returning {:error, :consumed, meta} plus
Attesto.CodeStore.mark_consumed/2). The reuse marker is recorded by
finalize/3, which the caller invokes AFTER all access-token, ID-token, and
other response fields have been successfully built - NOT by redeem/4
itself. So a code whose redemption
validated but whose downstream issuance then failed (a mint or refresh-token
fault, a host callback returning a bad principal) is left single-use-spent
but NOT reuse-flagged: a replay is {:error, :invalid_grant}, and a
legitimate retry of a transient failure is never mistaken for a reuse attack
(which would wrongly revoke the family). Once finalize/3 has run, a later
redemption of the same code yields {:error, {:reuse, meta}}, where meta
carries that first redemption's context so the caller can revoke the
descendant family (e.g. via Attesto.Revocation). The no-refresh
finalize/3 path records a nil family ID; only
issue_refresh_and_finalize/6 records the exact family returned by refresh
issuance. A store that does not
implement the pair behaves exactly as before: a re-presented code is
{:error, :invalid_grant}.
This is additive and fail-safe (see Attesto.CodeStore).
:family_id on an authorization request is provenance metadata carried by
the returned Grant; public Attesto.RefreshToken.issue/3 deliberately
rejects that value and always creates a fresh family. A host that issues a
refresh token from a redeemed code should use
issue_refresh_and_finalize/6, which owns issuance, captures the returned
family ID, and records it only after issuance succeeds. This keeps the
code-reuse marker useful without reopening caller control over
refresh-family generation. That helper also requires the refresh context's
subject and client to match the redeemed grant and permits only
scope/resource narrowing.
RFC 9449 §5 requires a public client's refresh token to be DPoP-bound and
prohibits binding a confidential client's refresh token. The host knows the
client classification and must choose the refresh context's :dpop_jkt
accordingly; core cannot infer it. For a DPoP-bound grant,
issue_refresh_and_finalize/6 therefore permits either nil (confidential
refresh) or the grant's exact JKT (public refresh), and rejects any other
JKT. For an unbound grant, the host may still select a token-endpoint DPoP
binding as described below.
DPoP-bound codes
If issue/3 is given a :dpop_jkt, the code is bound to that DPoP key
(RFC 9449 §10): redemption MUST present the same :dpop_jkt (the
thumbprint of the key in the token-request's DPoP proof) or it is
rejected. A code minted without a binding MAY still be redeemed while a
token-request DPoP proof is present - this module does not reject that
(unlike Attesto.RefreshToken, which is stricter). But it does NOT act on
that proof: the returned grant's dpop_jkt stays nil, and binding the
new access token to the token-request proof is the token endpoint's job
(via Attesto.Token's :dpop_jkt mint opt), not this module's. A host
that decides the new token's binding from grant.dpop_jkt alone would
therefore miss a token-endpoint proof; read the presented proof directly.
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        dpop_bound?(store, code)

      


        Returns true iff a stored code for code is bound to a DPoP key (RFC 9449
§10) - i.e. its redemption requires a matching DPoP proof (holder-of-key).



    


    
      
        finalize(store, code, grant)

      


        Finalize a fully completed redemption: record the reuse marker
(consumed_success) for code's grant.



    


    
      
        issue(store, attrs, opts \\ [])

      


        Mint a single-use authorization code and persist it via store.



    


    
      
        issue_refresh_and_finalize(code_store, code, grant, refresh_store, refresh_context, opts \\ [])

      


        Issue an initial refresh token for a redeemed code and finalize its reuse
marker with the family ID returned by the refresh-token issuer.



    


    
      
        redeem(store, code, params, opts \\ [])

      


        Validate and consume a code at the token endpoint.
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          @type issue_attrs() :: %{
  :client_id => String.t(),
  :redirect_uri => String.t(),
  optional(:code_challenge) => String.t() | nil,
  :subject => String.t(),
  optional(:scope) => [String.t()],
  optional(:resource) => [String.t()],
  optional(:code_challenge_method) => String.t(),
  optional(:dpop_jkt) => String.t() | nil,
  optional(:family_id) => String.t() | nil,
  optional(:claims) => map()
}
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          @type issue_error() ::
  :invalid_client_id
  | :invalid_redirect_uri
  | :invalid_code_challenge
  | :unsupported_code_challenge_method
  | :invalid_subject
  | :invalid_scope
  | :invalid_resource
  | :invalid_dpop_jkt
  | :invalid_family_id
  | :invalid_claims
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          @type redeem_error() ::
  :invalid_grant
  | :expired
  | :client_required
  | :client_mismatch
  | :redirect_uri_mismatch
  | :pkce_failed
  | :dpop_proof_required
  | :dpop_binding_mismatch
  | {:reuse, Attesto.CodeStore.consumed_meta()}
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          @type redeem_params() :: %{
  :redirect_uri => String.t(),
  :code_verifier => String.t(),
  optional(:client_id) => String.t(),
  optional(:dpop_jkt) => String.t() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      dpop_bound?(store, code)



        
          
        

    

  


  

      

          @spec dpop_bound?(module(), String.t()) :: boolean()


      


Returns true iff a stored code for code is bound to a DPoP key (RFC 9449
§10) - i.e. its redemption requires a matching DPoP proof (holder-of-key).
Reads the code via the store's OPTIONAL Attesto.CodeStore.get/1 WITHOUT
consuming it, so a legitimate redemption is unaffected. Returns false when
the store has no get/1, the code is unknown, or it carries no :dpop_jkt.
This lets the token endpoint surface a holder-of-key (invalid_dpop_proof)
rejection ahead of the client-authentication error (FAPI2) without burning the
single-use code.
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          @spec finalize(module(), String.t(), Attesto.AuthorizationCode.Grant.t()) :: :ok


      


Finalize a fully completed redemption: record the reuse marker
(consumed_success) for code's grant.
Call this only AFTER the full token response has been successfully built. It
is split from redeem/4 so redemption is atomic - redeem/4 claims the code
(single use, via take/1) and validates it, but defers this marker so a
failure in the caller's downstream issuance (mint, refresh-token persistence,
a host callback fault) does NOT leave a spent-but-tokenless code recorded as a
completed redemption (which would make a legitimate retry look like a reuse
attack and revoke the family). A no-op for stores that do not implement
Attesto.CodeStore.mark_consumed/2. This form is only for flows that issue
no refresh token and always records a nil family_id in the marker. The
Grant's family_id is authorization provenance, not a refresh-family
identifier. For a refresh grant, use issue_refresh_and_finalize/6 so the
marker carries the family ID returned by RefreshToken.issue/3 without
accepting a caller-supplied ID.
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          @spec issue(module(), issue_attrs(), keyword()) ::
  {:ok, String.t()} | {:error, issue_error()}


      


Mint a single-use authorization code and persist it via store.
attrs MUST carry :client_id, :redirect_uri, and :subject.
Optional :code_challenge binds the code to PKCE; when present,
:code_challenge_method must be "S256" if given. Optional :scope (a
list of strings, default []), :dpop_jkt (binds the code to a DPoP key),
:family_id (a non-empty provenance string round-tripped to the redeemed
Grant; use issue_refresh_and_finalize/6 to bind the actually issued
refresh family), and
:claims (a lossless, string-keyed I-JSON object of host context;
persisted numbers are exact-range integers, not floats) round-tripped to
redeem/4.
Options: :ttl (seconds the code is valid, default
	and :now (clock override).

Returns {:ok, code} with the plaintext code to hand the client. Only
the code's hash is stored. Returns {:error, reason} on malformed
attrs.
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          @spec issue_refresh_and_finalize(
  module(),
  String.t(),
  Attesto.AuthorizationCode.Grant.t(),
  module(),
  Attesto.RefreshToken.context(),
  keyword()
) ::
  {:ok, Attesto.RefreshToken.issued()}
  | {:error, Attesto.RefreshToken.issue_error()}


      


Issue an initial refresh token for a redeemed code and finalize its reuse
marker with the family ID returned by the refresh-token issuer.
This composition API is the safe bridge for authorization-code flows that
issue refresh tokens. First finish every access-token, ID-token, and other
response operation that can fail; then call this function, and add the
returned plaintext refresh token to the response only after it returns
{:ok, issued}. It calls Attesto.RefreshToken.issue/3 itself, so callers
never provide a family ID or generation. Only a validated success result can
reach mark_consumed/2, and the exact family ID captured from that result is
written to the code-reuse marker. A refresh issuance error is returned
unchanged and leaves the code spent-but-unfinalized. A finalization exception
or contract violation is propagated and never becomes an :ok result.
refresh_context must carry the redeemed grant's :subject and
:client_id, and its :scope and :resource lists must be subsets of the
grant's authorization. If the redeemed grant is DPoP-bound, the context's
:dpop_jkt may be nil for a confidential-client refresh or must exactly
match that binding for a public-client refresh; a different key is rejected.
The host is responsible for that public/confidential classification and for
choosing the context binding required by RFC 9449 §5. A token-endpoint DPoP
binding may differ from the authorization-request binding only when the
redeemed grant itself is unbound, which permits token-endpoint DPoP
initiation without weakening a holder-of-key grant. The context must not
contain top-level :family_id or :generation continuation fields. Those
are internal rotation state, not caller input; put authorization provenance
inside :claims when needed.
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          @spec redeem(module(), String.t(), redeem_params(), keyword()) ::
  {:ok, Attesto.AuthorizationCode.Grant.t()} | {:error, redeem_error()}


      


Validate and consume a code at the token endpoint.
params MUST carry the :redirect_uri (matched exactly against the one
in the authorization request), the :code_verifier (checked against the
stored PKCE challenge), and the :client_id of the redeeming client. By
default client binding is fail-closed: since every stored code carries a
client_id, redemption MUST present one (:client_required if absent,
:client_mismatch if wrong) - this stops a code issued to one client
being redeemed by another (RFC 6749 §4.1.3). A caller that cannot
authenticate the client and relies on PKCE alone passes
allow_missing_client_id?: true in opts. :dpop_jkt is required iff
the code was DPoP-bound at issue/3; if the code was not bound, a presented
:dpop_jkt is allowed and can be used by the caller to mint a DPoP-bound
access token.
The code is consumed (single use) before validation. Returns
{:ok, %Attesto.AuthorizationCode.Grant{}} with the validated grant
context, or {:error, reason}.
When the store implements optional reuse tracking (see
Attesto.CodeStore), a second redemption of a code that was already
successfully redeemed returns {:error, {:reuse, meta}} rather than
{:error, :invalid_grant}. meta carries the first redemption's
:family_id and :subject. For a redemption that issued a refresh token,
:family_id identifies the descendant family to revoke (OAuth 2.0 Security
BCP §4.13); for a no-refresh redemption it is nil. Codes the store has
never seen remain {:error, :invalid_grant}.
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The validated context a successfully redeemed authorization code yields.
Attesto.AuthorizationCode.redeem/4 returns this struct once the code's
expiry, redirect URI, PKCE verifier, and DPoP binding have all checked
out. The host reads it to mint the access token (and, if it issues one,
the refresh token): subject and scope become the token's sub and
scope, dpop_jkt (when present) becomes the access token's cnf.jkt,
and claims carries the lossless, string-keyed I-JSON host context that rode
along from the authorization request. Persisted claim numbers are limited to
exact-range integers; floats and unsupported VM terms are rejected.
family_id
When the authorization request supplied a :family_id to
Attesto.AuthorizationCode.issue/3, it rides through to this struct as
provenance metadata. Public Attesto.RefreshToken.issue/3 rejects that
value and creates a fresh family. After the host successfully issues that
refresh token, it should use
Attesto.AuthorizationCode.issue_refresh_and_finalize/6, which captures the
returned family ID so code-reuse detection can revoke the actual descendants
(OAuth 2.0 Security BCP §4.13). That helper also requires the issued refresh
context to retain this grant's subject and client and to narrow, never widen,
its scope/resource authorization. AuthorizationCode.finalize/3 is for
no-refresh flows and records a nil family in its replay marker. nil when no
provenance ID was supplied.
Under RFC 9449 §5, public-client refresh tokens must be DPoP-bound while
confidential-client refresh tokens must not be DPoP-bound. The host performs
that client classification because core cannot know it. For a DPoP-bound
grant, the composition helper accepts a refresh context with either a nil
dpop_jkt (confidential refresh) or this grant's exact JKT (public refresh),
and rejects a different JKT.
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          @type t() :: %Attesto.AuthorizationCode.Grant{
  claims: map(),
  client_id: String.t(),
  dpop_jkt: String.t() | nil,
  family_id: String.t() | nil,
  redirect_uri: String.t(),
  resource: [String.t()],
  scope: [String.t()],
  subject: String.t()
}
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Identity Assertion JWT Authorization Grant (ID-JAG) verification - the resource
Authorization Server's half of the Identity Assertion Authorization Grant
(draft-ietf-oauth-identity-assertion-authz-grant-04), the grant behind MCP
Enterprise-Managed Authorization (EMA).
In EMA the client first performs an RFC 8693 token exchange at the enterprise
IdP, trading the user's ID token / SAML assertion for an ID-JAG: a
short-lived JWT, signed by the IdP, asserting one user for one resource
application. The client then presents that ID-JAG to this server's token
endpoint as an RFC 7523 §4 JWT-bearer authorization grant
(grant_type=urn:ietf:params:oauth:grant-type:jwt-bearer, the assertion in the
assertion parameter) and receives a normal access token. This module verifies
that assertion.
It is deliberately conn-free and side-effect-free: it verifies the
compact JWT's signature against a caller-supplied trusted JWKS and validates
the draft's claim rules, returning the claims or a typed error. The caller
(the AttestoPhoenix token layer) owns the stateful concerns: resolving which
trusted issuer's JWKS to use (and fetching/caching it), jti replay
protection, subject resolution, and mapping every error here to the RFC 6749
§5.2 invalid_grant the token endpoint must return.
This is NOT private_key_jwt client authentication (RFC 7523 §3, which asserts
the client's identity) nor the RFC 8693 token-exchange grant (which runs at
the IdP, not here). It shares JWT-validation shape with
Attesto.RequestObject but enforces ID-JAG's distinct claim rules - notably
iss is the IdP (NOT equal to client_id), aud is this server's issuer,
and the JOSE typ is pinned to oauth-id-jag+jwt.
Validated per the draft
	JOSE header typ MUST be oauth-id-jag+jwt (a media type, compared
case-insensitively per RFC 7515 §4.1.9 / RFC 2045 §5.1).
	signature verifies against the trusted issuer JWKS, selecting the key by
kid and the accepted algorithms.
	iss matches the caller-supplied trusted issuer.
	aud is exactly this server's issuer identifier - a single string, or an
array of exactly one element equal to it (draft §6.1).
	client_id matches the authenticated client making the token request.
	the REQUIRED claims iss, sub, aud, client_id, jti, exp, iat
are present and well-typed.
	exp is in the future; iat/nbf are not in the future (60s skew); the
lifetime exp - iat does not exceed :max_lifetime_seconds when set.
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        claims()

      


        The validated, string-keyed ID-JAG claim set.
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        verify_opts()

      


    





  
    Functions
  


    
      
        peek_issuer(jwt)

      


        Read the unverified iss claim from an assertion so the caller can select the
trusted issuer (and its JWKS) before verifying the signature.



    


    
      
        verify(jwt, trusted_jwks, opts \\ [])

      


        Verify an ID-JAG assertion against a trusted issuer JWKS and return its claims.
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          @type claims() :: %{optional(String.t()) => term()}


      


The validated, string-keyed ID-JAG claim set.
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          @type verify_error() ::
  :malformed
  | :unsupported_critical_header
  | :unsupported_alg
  | :invalid_typ
  | :invalid_signature
  | :invalid_issuer
  | :invalid_audience
  | :missing_claim
  | :invalid_claims
  | :client_mismatch
  | :expired
  | :not_yet_valid
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          @type verify_opts() :: [
  now: DateTime.t() | non_neg_integer(),
  issuer: String.t(),
  audience: String.t(),
  client_id: String.t(),
  accepted_algs: [Attesto.SigningAlg.alg()],
  max_lifetime_seconds: pos_integer() | nil
]


      



  


        

      

      
        Functions
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          @spec peek_issuer(String.t()) :: {:ok, String.t()} | :error


      


Read the unverified iss claim from an assertion so the caller can select the
trusted issuer (and its JWKS) before verifying the signature.
This decodes the JWT payload WITHOUT verifying it - the returned issuer is
untrusted until verify/3 confirms the signature and re-checks iss against
the caller-supplied :issuer. Returns :error for a malformed JWT or an
absent/blank iss.
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          @spec verify(String.t(), map() | [map()], verify_opts()) ::
  {:ok, claims()} | {:error, verify_error()}


      


Verify an ID-JAG assertion against a trusted issuer JWKS and return its claims.
trusted_jwks is the asserting IdP's JWK set (a %{"keys" => [...]} map, a
bare list of JWK maps, or a single JWK map). Required opts:
	:issuer - the trusted issuer the assertion's iss must equal.
	:audience - this server's issuer identifier the assertion's aud must
identify.
	:client_id - the authenticated client; the client_id claim must equal
it (draft §6.1).

Optional opts:
	:accepted_algs - JOSE algorithms a candidate key may sign with. Defaults
to Attesto.SigningAlg.allowed/0 (includes RS256, which enterprise IdPs
commonly use - unlike the FAPI request-object default).
	:max_lifetime_seconds - reject an assertion whose exp - iat exceeds
this bound.
	:now - the verification instant (a DateTime or unix seconds); defaults
to the system clock.

Returns {:ok, claims} (string-keyed, including the registered claims) or
{:error, t:verify_error/0}. The caller maps every error to invalid_grant.
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RFC 7636 - Proof Key for Code Exchange (PKCE).
PKCE binds an authorization code to a secret the client generates per
request, so a stolen code is useless without the matching secret. At the
authorization request the client sends a code_challenge (a transform
of a freshly generated code_verifier); at the token request it sends
the code_verifier, and the server recomputes the challenge and
compares.
S256 only
This module implements the S256 method exclusively:
code_challenge = base64url(SHA-256(code_verifier)), no padding
The plain method (RFC 7636 §4.2, where the challenge is the
verifier) is deliberately not supported: it offers no protection
against an attacker who can read the authorization request, and modern
guidance (OAuth 2.0 Security BCP) requires S256. verify/3 rejects any
method other than "S256" with {:error, :unsupported_method}, so a
downgrade to plain cannot succeed.
Verifier and challenge shapes
	A code_verifier is 43 to 128 characters from the unreserved set
[A-Za-z0-9-._~] (RFC 7636 §4.1).
	An S256 code_challenge is the canonical 43-character
base64url-no-pad encoding of a 32-byte SHA-256 digest - the same
shape Attesto.Thumbprint validates.

The comparison at the token endpoint is constant-time
(Attesto.SecureCompare).
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        challenge(code_verifier)

      


        Compute the S256 code_challenge for a code_verifier.



    


    
      
        method()

      


        The only supported code-challenge method, "S256".



    


    
      
        valid_challenge?(value)

      


        Returns true iff value is a well-formed S256 code_challenge:
the canonical 43-character base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.



    


    
      
        valid_verifier?(value)

      


        Returns true iff value is a well-formed code_verifier: 43 to 128
characters drawn from the RFC 7636 §4.1 unreserved set
[A-Za-z0-9-._~].



    


    
      
        verify(code_challenge, code_verifier, method \\ "S256")

      


        Verify a presented code_verifier against the stored code_challenge.
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          @spec challenge(String.t()) :: {:ok, String.t()} | {:error, :invalid_verifier}


      


Compute the S256 code_challenge for a code_verifier.
Returns {:ok, challenge} for a well-formed verifier (43-128 unreserved
characters) or {:error, :invalid_verifier} otherwise. The challenge is
base64url(SHA-256(verifier)) without padding.
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          @spec method() :: String.t()


      


The only supported code-challenge method, "S256".
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          @spec valid_challenge?(term()) :: boolean()


      


Returns true iff value is a well-formed S256 code_challenge:
the canonical 43-character base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.
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          @spec valid_verifier?(term()) :: boolean()


      


Returns true iff value is a well-formed code_verifier: 43 to 128
characters drawn from the RFC 7636 §4.1 unreserved set
[A-Za-z0-9-._~].
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          @spec verify(String.t(), String.t(), String.t()) ::
  :ok
  | {:error,
     :unsupported_method | :invalid_verifier | :invalid_challenge | :mismatch}


      


Verify a presented code_verifier against the stored code_challenge.
method defaults to "S256" and MUST be "S256"; any other value
(including "plain") returns {:error, :unsupported_method}.
Returns:
	:ok if the verifier is well-formed and its S256 challenge
matches code_challenge (constant-time compare).
	{:error, :unsupported_method} if method is not "S256".
	{:error, :invalid_verifier} if the verifier is not 43-128
unreserved characters.
	{:error, :invalid_challenge} if the stored challenge is not a
canonical 43-character base64url SHA-256 value (it could never have
been produced by challenge/1, so a match is impossible and the
stored value is corrupt).
	{:error, :mismatch} if a well-formed verifier does not match a
well-formed challenge.
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Refresh-token issuance and rotation with reuse detection
(RFC 6749 §6 / §10.4, OAuth 2.0 Security BCP).
Each refresh token is single-use: presenting it (rotate/3) consumes it
and mints a successor in the same family. A short idempotency window
(10 seconds by default) lets the same client retry the just-consumed
parent after a lost response and receive the same successor. The parent
expiry remains authoritative: a cached successor is never returned after
the consumed parent expires, even when the persisted retry deadline is
later. Outside the intersection of those two fixed deadlines, or when the
retry does not match the original client, binding, and scope, a rotated
token is a captured-token signal and the entire family is revoked so neither
the attacker nor the victim can continue, forcing a fresh authorization.
This module is pure logic over a Attesto.RefreshStore; the store
provides the atomic family-level rotate/4 transaction on which reuse
detection depends (see that behaviour's moduledoc). Token records use
hashes, except that a
positive rotation-grace window necessarily retains the plaintext
successor until the window closes so the same credential can be returned
after a lost response. That retry state is credential-equivalent and MUST
be protected as described by
Attesto.RefreshStore.rotate/4.
DPoP binding
A refresh token can be bound to a DPoP key (its issuing context carries
a :dpop_jkt). Rotation then requires the caller to present the
matching :dpop_jkt (the thumbprint of the key in the token-request's
DPoP proof); an unbound token must be rotated without one - presenting a
proof for an unbound token is :dpop_proof_unexpected. That fail-closed
matrix mirrors Attesto.Token. It does NOT match
Attesto.AuthorizationCode, which permits an unbound code to be redeemed
alongside a token-request proof (the proof there binds the new access
token, not the code); rotation is deliberately the stricter of the two.
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        Context for issuing an initial refresh token.
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        issue(store, context, opts \\ [])

      


        Issue a refresh token for context and persist it via store.



    


    
      
        rotate(store, presented_token, opts \\ [])

      


        Rotate a presented refresh token: consume it and mint its successor.
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          @type context() :: %{
  :subject => String.t(),
  optional(:scope) => [String.t()],
  optional(:resource) => [String.t()],
  optional(:acr) => String.t() | nil,
  optional(:auth_time) => non_neg_integer() | nil,
  optional(:client_id) => String.t(),
  optional(:dpop_jkt) => String.t() | nil,
  optional(:claims) => map()
}


      


Context for issuing an initial refresh token.
:dpop_jkt is optional because the host must classify the client before
issuing the token: RFC 9449 §5 requires DPoP-bound refresh tokens for public
clients and prohibits DPoP binding for confidential clients. When this
context is passed through
Attesto.AuthorizationCode.issue_refresh_and_finalize/6 for a
DPoP-bound authorization grant, nil is the confidential-client choice and
the grant's exact JKT is the public-client choice; a different JKT is
rejected. Core does not determine the client class.
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          @type issue_error() ::
  :invalid_subject
  | :invalid_scope
  | :invalid_resource
  | :invalid_client_id
  | :invalid_dpop_jkt
  | :invalid_claims
  | :invalid_acr
  | :invalid_auth_time
  | :family_revoked
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          @type issued() :: %{
  token: String.t(),
  family_id: String.t(),
  generation: non_neg_integer()
}
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          @type rotate_error() ::
  :invalid_grant
  | :reuse_detected
  | :grant_revoked
  | :temporarily_unavailable
  | :expired
  | :client_required
  | :client_mismatch
  | :invalid_scope
  | :invalid_target
  | :dpop_proof_required
  | :dpop_proof_unexpected
  | :dpop_binding_mismatch
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          @type rotated() :: %{
  token: String.t(),
  family_id: String.t(),
  generation: non_neg_integer(),
  context: map()
}
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      issue(store, context, opts \\ [])



        
          
        

    

  


  

      

          @spec issue(module(), context(), keyword()) ::
  {:ok, issued()} | {:error, issue_error()}


      


Issue a refresh token for context and persist it via store.
context MUST carry :subject; optional :scope (list, default
[]), :client_id, :dpop_jkt (binds the token to a DPoP key), and
:claims (a lossless, string-keyed I-JSON object of host context; persisted
numbers are exact-range integers, not floats).
Options: :ttl (seconds, default 14 days) and :now. Public issuance
always starts a fresh family at generation 0; only rotate/3 can create a
later generation, through the store's atomic rotation transaction.
Returns {:ok, %{token, family_id, generation}} with the plaintext
token to hand the client (only its hash is stored), or
{:error, reason} on malformed context. A store may very rarely return
{:error, :family_revoked} if a freshly generated family identifier
collides with one of its retained revocation markers.
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          @spec rotate(module(), String.t(), keyword()) ::
  {:ok, rotated()} | {:error, rotate_error()}


      


Rotate a presented refresh token: consume it and mint its successor.
On success returns {:ok, %{token, family_id, generation, context}}
where token is the new refresh token, generation is the successor's
generation, and context is the grant context to mint the next access
token from.
If the presented token was already rotated, an immediate matching retry
returns the original successor within :rotation_grace_seconds;
otherwise the whole family is revoked and {:error, :reuse_detected} is
returned. Other failures include :invalid_grant (unknown token), :expired,
:grant_revoked, :temporarily_unavailable, :client_mismatch,
:invalid_scope, and the DPoP binding errors.
Options:
	:now - clock override.
	:dpop_jkt - the presented proof's thumbprint (for DPoP-bound
tokens).
	:client_id - the authenticated presenting client. When the token
was issued with a client_id, rotation is fail-closed: it MUST
present a matching one (:client_required if absent,
:client_mismatch if wrong), closing token substitution across
clients (RFC 6749 §6 / §10.4). Pass allow_missing_client_id?: true
to opt out. A token issued without a client binding skips the check.
	:scope - a requested scope list. MUST be a subset of the token's
granted scope; the successor then carries the narrowed scope. A
request for any scope not granted is :invalid_scope (no
escalation). Omitted, the successor carries the full granted scope.
	:ttl - lifetime for the successor.
	:rotation_grace_seconds - non-negative integer idempotency window for
an immediate retry of the just-rotated token. Defaults to 10; set 0
for strict reuse revocation. The window is fixed when the successor is
issued: a later call may shorten it, but cannot extend it.

Recoverable failures (:client_mismatch, :invalid_scope, :expired,
the DPoP binding errors) are checked on a non-consuming read before
the token is claimed, so they do NOT burn the token: a client that, say,
retries with a corrected DPoP proof succeeds rather than tripping reuse
detection. An already-consumed token is accepted only when its complete
successor state proves it is the same request inside the fixed retry window.
The parent claim, child insert, and retry-state persistence are one atomic
Attesto.RefreshStore.rotate/4 operation. Simultaneous matching requests
therefore coalesce on the winner's complete committed successor instead of
observing a partially rotated family.
A store's documented {:error, :invalid_rotation} result means validation
rejected the proposed transition before committing any mutation. It is
reported as {:error, :temporarily_unavailable} with
revocation: :not_attempted; adapters MUST use that result only when they
can prove the transaction rolled back. Callback exceptions or ambiguous
unexpected returns still trigger family cleanup because they may have
committed.
A get/1 exception or contract violation emits the operational
[:attesto, :refresh_token, :rotation_state_failed] event with
operation: :lookup. The original callback exception or constant contract
error is preserved. If a malformed returned record still binds the
presented token hash to a non-empty family ID, that family is revoked before
the contract error is raised; an untrusted or absent family is never used
for cleanup.
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RFC 7009 - OAuth 2.0 Token Revocation, for refresh tokens.
Revoking a refresh token revokes its entire family (every token
descended from the same authorization), the same machinery refresh
rotation uses for reuse detection. This module is the deliberate
revocation entry point; it runs over an Attesto.RefreshStore.
No-existence oracle (RFC 7009 §2.2)
An invalid, expired, or unknown token does not produce an error:
revoke/3 returns :ok regardless of whether the token existed. A
revocation endpoint must not let a caller probe which tokens are live,
so revoking a token the store has never seen is indistinguishable from
revoking a real one.
Client binding (RFC 7009 §2.1)
When the token carries a client_id, revocation is fail-closed: the
caller MUST present a matching :client_id or the call returns
{:error, :unauthorized_client}, so one client cannot revoke another
client's tokens. A caller that cannot authenticate the client passes
allow_missing_client_id?: true. A token issued without a client
binding skips the check.
Access tokens
Attesto access tokens are stateless, short-lived JWTs, so there is no
per-token revocation list to consult; revoking them is a host concern
(rely on their short TTL, or maintain a jti denylist the resource
server checks). This module revokes the stateful, family-backed refresh
credential, which is what RFC 7009 revocation is primarily for.
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        revoke(store, token, opts \\ [])

      


        Revoke the refresh token token (and its whole family) via store.
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          @type revoke_error() :: :unauthorized_client
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          @spec revoke(module(), String.t(), keyword()) :: :ok | {:error, revoke_error()}


      


Revoke the refresh token token (and its whole family) via store.
Returns :ok whether or not the token existed (no-existence oracle).
Returns {:error, :unauthorized_client} only when the token carries a
client_id and the presented :client_id does not match (or is absent
without allow_missing_client_id?: true).
Options: :client_id (the authenticated revoking client) and
:allow_missing_client_id?.
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Authenticate a protected-resource request: verify the access token and,
for a DPoP-bound or mTLS-bound token, the sender-constraint proof.
A thin wrapper over the pure verifiers (Attesto.Token, Attesto.DPoP,
Attesto.MTLS). It does the HTTP-specific work - parsing the
Authorization and DPoP headers, building the htu, computing the
client-certificate thumbprint via a host callback, wiring the replay
and nonce checks - then delegates every decision to the engine and
assigns the verified claims onto the conn.
Options
	:config (required) - an Attesto.Config or a zero-arity function
returning one.

	:replay_check - the DPoP :replay_check callback
((jti, ttl) -> :ok | {:error, :replay}), e.g.
&Attesto.DPoP.ReplayCache.check_and_record/2. Required for DPoP:
without it, RFC 9449 §11.1 replay rejection is off and a captured
proof can be replayed within the iat window. This plug therefore
fails closed - a DPoP request is rejected (401 invalid_dpop_proof,
replay_check_unconfigured) unless :replay_check is wired, so an
unprotected DPoP endpoint cannot silently ship. Bearer/mTLS requests
are unaffected. A host that knowingly accepts unprotected DPoP sets
dpop_replay_unprotected_acknowledged?: true to opt out.

	:dpop_replay_unprotected_acknowledged? - set to true to allow
DPoP requests through WITHOUT :replay_check, accepting that
captured proofs are replayable. Off by default (fail closed).

	:nonce_check - the DPoP :nonce_check callback
((nonce | nil) -> :ok | {:error, :use_dpop_nonce}).

	:nonce_issue - a zero-arity function returning a fresh DPoP nonce
for the use_dpop_nonce challenge (required if :nonce_check is
set), e.g. &Attesto.DPoP.NonceStore.ETS.issue/0.

	:cert_der - (conn -> der_binary | nil); the DER of the client
certificate the TLS layer authenticated. TLS termination varies, so
the host supplies it. When it returns a certificate, its RFC 8705
thumbprint is handed to Attesto.Token.verify/3.

	:trusted_audiences - a non-empty list of trusted audience
identifiers, or a one-arity resolver returning that list, forwarded
unchanged to Attesto.Token.verify/3. Configure this per protected
resource when it accepts RFC 8707 resource-audienced tokens. An
explicit list or resolver replaces the configured-audience policy, so
include config.audience when it should remain accepted. When absent,
the configured single-audience behavior is unchanged. Resolver safety
and fail-closed semantics are documented on Attesto.Token.verify/3.

	:htu - (conn -> https_uri_string) overriding how the request URI
(without query/fragment) is built; default uses conn directly,
which requires the scheme/host to reflect the external request
(configure your proxy-forwarding rewrite).

	:credential_from_conn - optional fallback
(conn -> {:ok, :bearer | :dpop, token} | :missing). Use this for
host-owned credential channels such as first-party cookies. The
standard Authorization header remains authoritative when present;
this callback is consulted only when no usable header credential is
present.

	:bearer_methods - standard RFC 6750 Bearer-token presentation
methods this resource server accepts. Allowed values are :header /
"header" (RFC 6750 §2.1 Authorization: Bearer) and :body /
"body" (RFC 6750 §2.2 form-body access_token). Defaults to
[:header]. Add :body only when the protected-resource metadata
advertises body support and the deployment accepts the logging,
caching, retry, and replay risks of credentials in request bodies.
The URI-query method is intentionally unsupported. This setting does
not disable Authorization: DPoP, mTLS binding, or a host-owned
:credential_from_conn fallback.

	:claims_key - the conn.assigns key the verified claims are put
under (default :attesto_claims).

	:send_error, :www_authenticate, :no_store - optional transport
hooks forwarded to Attesto.Plug.OAuthError so a host can keep its
own JSON error envelope while Attesto owns the RFC status/challenge
semantics.

	:resource_metadata - the URL of this resource's protected-resource
metadata (RFC 9728), advertised as a resource_metadata auth-param on
every 401 WWW-Authenticate challenge (RFC 9728 §5.1) so a client that
is refused can discover the authorization server.
plug Attesto.Plug.Authenticate,
  config: &MyApp.Attesto.config/0,
  replay_check: &MyApp.DPoPReplay.check_and_record/2,
  cert_der: &MyApp.TLS.client_cert_der/1
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Attesto.Plug.OAuthError 
    



      
Render the RFC 6750 / RFC 9449 error responses for the Attesto plugs.
Translates the verifier's error atoms into the wire responses a
protected resource owes a client:
	invalid_token (RFC 6750 §3.1) - 401 with a WWW-Authenticate
challenge for the scheme the request used (Bearer or DPoP).
	invalid_dpop_proof (RFC 9449 §7.1) - 401 with a DPoP
challenge, for a DPoP proof that failed verification.
	use_dpop_nonce (RFC 9449 §8) - 401 with a DPoP challenge and a
fresh DPoP-Nonce header, telling the client to retry with the
nonce.
	insufficient_scope (RFC 6750 §3.1) - 403 naming the required
scope.

Each helper sets the status, the WWW-Authenticate header (and
DPoP-Nonce when relevant), writes a small JSON body, and halts the
pipeline. Hosts may override only the transport details with :send_error,
:www_authenticate, and :no_store callbacks; the OAuth error code,
status, and challenge semantics remain owned here. This module is part of
the optional Attesto.Plug layer; it only compiles when Plug is
available.

      


      
        Summary


  
    Types
  


    
      
        scheme()

      


    





  
    Functions
  


    
      
        insufficient_scope(conn, required, scheme \\ :bearer, opts \\ [])

      


        Respond 403 insufficient_scope naming the required scope list
(RFC 6750 §3.1). The optional opts accepts :resource_metadata (RFC 9728
§5.1: the URL of this resource's protected-resource metadata, advertised as
a resource_metadata auth-param) and the SAME transport hooks
unauthorized/4 honors - :send_error, :www_authenticate, and
:no_store - so a resource server can override the 403 response envelope and
inject a per-conn challenge (e.g. a host-derived resource_metadata pointer)
on the scope-rejection path too. The insufficient_scope error code, 403
status, and the error_description / scope challenge semantics remain
owned here. Halts.



    


    
      
        insufficient_user_authentication(conn, scheme, challenge, opts \\ [])

      


        Respond RFC 9470 §3 insufficient_user_authentication (401): the presented
token does not meet the route's step-up requirement.



    


    
      
        unauthorized(conn, scheme, error, opts \\ [])

      


        Respond 401 with a WWW-Authenticate challenge for scheme carrying
error (an OAuth error code string). Options: :description
(error_description), :dpop_nonce (sets the DPoP-Nonce header, for
use_dpop_nonce), and :resource_metadata (RFC 9728 §5.1: the URL of this
resource's protected-resource metadata, advertised as a resource_metadata
auth-param so the client can discover the authorization server). Halts.



    





      


      
        Types


        


  
    
      
    
    
      scheme()



        
          
        

    

  


  

      

          @type scheme() :: :bearer | :dpop


      



  


        

      

      
        Functions


        


    

    

  
    
      
    
    
      insufficient_scope(conn, required, scheme \\ :bearer, opts \\ [])



        
          
        

    

  


  

      

          @spec insufficient_scope(Plug.Conn.t(), [String.t()], scheme(), keyword()) ::
  Plug.Conn.t()


      


Respond 403 insufficient_scope naming the required scope list
(RFC 6750 §3.1). The optional opts accepts :resource_metadata (RFC 9728
§5.1: the URL of this resource's protected-resource metadata, advertised as
a resource_metadata auth-param) and the SAME transport hooks
unauthorized/4 honors - :send_error, :www_authenticate, and
:no_store - so a resource server can override the 403 response envelope and
inject a per-conn challenge (e.g. a host-derived resource_metadata pointer)
on the scope-rejection path too. The insufficient_scope error code, 403
status, and the error_description / scope challenge semantics remain
owned here. Halts.

  



    

  
    
      
    
    
      insufficient_user_authentication(conn, scheme, challenge, opts \\ [])



        
          
        

    

  


  

      

          @spec insufficient_user_authentication(Plug.Conn.t(), scheme(), map(), keyword()) ::
  Plug.Conn.t()


      


Respond RFC 9470 §3 insufficient_user_authentication (401): the presented
token does not meet the route's step-up requirement.
challenge is the Attesto.StepUp challenge map carrying the :acr_values
(space-delimited) and/or :max_age the client must re-request at the
authorization endpoint; both are appended as WWW-Authenticate auth-params.
This is an authentication error (401, like invalid_token), built on the
same machinery as unauthorized/4, honoring the same :description,
:resource_metadata, and :send_error / :www_authenticate / :no_store
transport hooks. Halts.

  



    

  
    
      
    
    
      unauthorized(conn, scheme, error, opts \\ [])



        
          
        

    

  


  

      

          @spec unauthorized(Plug.Conn.t(), scheme(), String.t(), keyword()) :: Plug.Conn.t()


      


Respond 401 with a WWW-Authenticate challenge for scheme carrying
error (an OAuth error code string). Options: :description
(error_description), :dpop_nonce (sets the DPoP-Nonce header, for
use_dpop_nonce), and :resource_metadata (RFC 9728 §5.1: the URL of this
resource's protected-resource metadata, advertised as a resource_metadata
auth-param so the client can discover the authorization server). Halts.
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Attesto.Plug.RequireScopes 
    



      
Authorize a request against the scopes on the verified token.
Runs after Attesto.Plug.Authenticate (which assigns the verified
claims): it reads the scope claim, splits it, and checks that the
granted set covers every required scope via Attesto.Scope. On
success the conn passes through; otherwise it answers 403
insufficient_scope (RFC 6750 §3.1).
plug Attesto.Plug.RequireScopes, ["documents.read"]
Options. The first argument may be a bare list of required scopes, or a
keyword list with:
	:scopes (required) - the list of required concrete scopes.
	:claims_key - the conn.assigns key the claims were put under
(default :attesto_claims, matching Attesto.Plug.Authenticate).
	:resource_metadata - the URL of this resource's protected-resource
metadata (RFC 9728), advertised as a resource_metadata auth-param on
the 403 insufficient_scope (and the 401 invalid_token for an
unauthenticated request) WWW-Authenticate challenge (RFC 9728 §5.1).
	:send_error, :www_authenticate, :no_store - the transport hooks
Attesto.Plug.OAuthError honors, threaded onto BOTH the 403 and the 401
this plug renders so a host can override the response envelope and inject
a per-conn challenge (e.g. a request-derived resource_metadata pointer)
on the scope-rejection path, not just the authentication-rejection path.

A request that reaches this plug without verified claims (the
authentication plug did not run or did not assign them) is treated as
unauthenticated and answered 401.
Part of the optional Attesto.Plug layer; compiles only with Plug.
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Attesto.CodeStore behaviour
    



      
Storage seam for authorization codes.
Attesto.AuthorizationCode is pure: it generates a code, hashes it, and
validates a redemption, but it never decides where the code lives.
That is this behaviour. A host implements it over whatever store fits
(Postgres, Redis, ETS); Attesto.CodeStore.ETS is a ready single-node
implementation.
The single-use contract (load-bearing)
take/1 MUST be atomic: it returns the record for code_hash and
removes it in one indivisible step, so two concurrent redemptions of
the same code cannot both succeed. Authorization codes are single-use
(RFC 6749 §4.1.2); a store that let take/1 race would let a captured
code be replayed. A SQL implementation uses
DELETE ... WHERE code_hash = $1 RETURNING ...; an ETS implementation
uses :ets.take/2.
The code is consumed by take/1 even if Attesto.AuthorizationCode
then rejects the redemption (wrong redirect URI, failed PKCE): a code
that has been presented once is spent, which denies an attacker repeated
validation attempts against a stolen code.
Optional reuse tracking (additive, fail-safe)
The single-use contract above stops a code being redeemed twice, but on
its own it cannot tell a replay of an already-redeemed code apart from
a never-issued code: once take/1 has removed the row, a second
presentation looks identical to garbage. The OAuth 2.0 Security BCP
§4.13 (and RFC 6749 §4.1.2) say more: when a code is presented a second
time the AS SHOULD revoke the tokens already issued from the first
redemption, because a second presentation is an attack signal (the code
leaked). Acting on that signal requires remembering which family, if any,
the first redemption spawned.
A store MAY opt into this by implementing the OPTIONAL mark_consumed/2
callback and extending take/1 to return {:error, :consumed, meta}
for a code that was already redeemed. This is purely additive:
	A store that does NOT implement reuse tracking keeps take/1's
original {:ok, entry} | :error contract. Attesto.AuthorizationCode
treats a re-presented (now absent) code as :invalid_grant, exactly
as before. Single use is unaffected.
	A store that DOES implement reuse tracking calls mark_consumed/2
when a redemption succeeds, recording the code_hash together with
meta (the family_id/subject for that redemption). The family is
nil for finalize/3 no-refresh flows and is the exact issued family
only for issue_refresh_and_finalize/6. A later
take/1 of the same hash then returns {:error, :consumed, meta},
and Attesto.AuthorizationCode.redeem/4 surfaces
{:error, {:reuse, meta}} so the caller can revoke the family.

Fail-safe means: the absence of reuse tracking never makes the system
less safe than single use already guarantees; it only forgoes the
extra descendant-revocation signal. A store therefore implements the
callback only when it can persist the consumed marker durably enough to
be useful (a single-redemption window is already closed by take/1
whether or not the marker survives).
Record shape
A stored record is a map with:
	:code_hash - the Attesto.Secret.hash/1 of the code (the key).
	:data - the canonical grant context the host round-trips. It contains
all and only :client_id, :redirect_uri, :code_challenge, :subject,
:scope, :resource, :dpop_jkt, :family_id, and :claims. Adapter
metadata must not be added beside those keys; host-specific values belong
inside the portable, string-keyed :claims object (valid UTF-8 without
U+0000 and exact-range integers). The PKCE method is fixed to S256
whenever a challenge is present and is therefore not a stored context
key.
	:expires_at - absolute expiry, unix seconds. The store MAY evict
expired records, but Attesto.AuthorizationCode re-checks expiry
after take/1, so eviction timing is not security-critical.


      


      
        Summary


  
    Types
  


    
      
        code_hash()

      


    


    
      
        consumed_meta()

      


        Reuse metadata recorded at the first redemption and replayed to a later
take/1 of the same code_hash. Opaque to Attesto.CodeStore; carried
through Attesto.AuthorizationCode.redeem/4 to the caller. Conventionally
holds :family_id and :subject; the family is nil for a no-refresh
finalize/3 marker and non-nil only when the refresh composition captured
an actually issued family.



    


    
      
        entry()

      


    





  
    Callbacks
  


    
      
        get(code_hash)

      


        OPTIONAL. Read the entry for code_hash WITHOUT consuming it (unlike
take/1). Returns {:ok, entry} when a code with that hash is stored, else
:error.



    


    
      
        mark_consumed(code_hash, consumed_meta)

      


        OPTIONAL. Record that code_hash was successfully redeemed and spawned
the family described by meta, so a later take/1 of the same hash can
report {:error, :consumed, meta}.



    


    
      
        put(entry)

      


        Persist a code record.



    


    
      
        take(code_hash)

      


        Atomically fetch and delete the record for code_hash.



    





      


      
        Types


        


  
    
      
    
    
      code_hash()



        
          
        

    

  


  

      

          @type code_hash() :: String.t()


      



  



  
    
      
    
    
      consumed_meta()



        
          
        

    

  


  

      

          @type consumed_meta() :: map()


      


Reuse metadata recorded at the first redemption and replayed to a later
take/1 of the same code_hash. Opaque to Attesto.CodeStore; carried
through Attesto.AuthorizationCode.redeem/4 to the caller. Conventionally
holds :family_id and :subject; the family is nil for a no-refresh
finalize/3 marker and non-nil only when the refresh composition captured
an actually issued family.

  



  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{code_hash: code_hash(), data: map(), expires_at: integer()}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get(code_hash)


        (optional)


        
          
        

    

  


  

      

          @callback get(code_hash()) :: {:ok, entry()} | :error


      


OPTIONAL. Read the entry for code_hash WITHOUT consuming it (unlike
take/1). Returns {:ok, entry} when a code with that hash is stored, else
:error.
Used for read-only pre-checks at the token endpoint - e.g. surfacing a
holder-of-key (DPoP) requirement for a sender-constrained code (RFC 9449 §10 /
FAPI2) before the client-authentication failure, WITHOUT burning the
single-use code. A store that does not implement it is detected via
function_exported?/3 and the pre-check is skipped (single-use behaviour and
the normal error are unchanged).

  



  
    
      
    
    
      mark_consumed(code_hash, consumed_meta)


        (optional)


        
          
        

    

  


  

      

          @callback mark_consumed(code_hash(), consumed_meta()) :: :ok


      


OPTIONAL. Record that code_hash was successfully redeemed and spawned
the family described by meta, so a later take/1 of the same hash can
report {:error, :consumed, meta}.
Implemented only by stores that support code-reuse detection (OAuth 2.0
Security BCP §4.13 / RFC 6749 §4.1.2). Attesto.AuthorizationCode calls
it exactly once, after a redemption fully validates, with meta carrying
that redemption's :family_id and :subject (or a nil family when
finalize/3 is used for a no-refresh flow). A store that does not
implement this callback simply omits it from the behaviour; the redeemer
detects its absence (function_exported?/3) and skips the call, leaving
single-use behaviour unchanged.
Returns :ok. The marker SHOULD persist at least as long as the code's
original lifetime would have remained useful; a store MAY key it by
code_hash alongside the consumed-token bookkeeping it already keeps.

  



  
    
      
    
    
      put(entry)



        
          
        

    

  


  

      

          @callback put(entry()) :: :ok


      


Persist a code record.

  



  
    
      
    
    
      take(code_hash)



        
          
        

    

  


  

      

          @callback take(code_hash()) ::
  {:ok, entry()} | :error | {:error, :consumed, consumed_meta()}


      


Atomically fetch and delete the record for code_hash.
MUST be a single indivisible operation to preserve single use. Returns:
	{:ok, record} - the code existed and was unredeemed; it is now
removed. This is the primary path every store implements.
	:error - no such code (never issued, expired-and-evicted, or - for
a store WITHOUT reuse tracking - already redeemed). Treated as
:invalid_grant by Attesto.AuthorizationCode.redeem/4.
	{:error, :consumed, meta} - OPTIONAL, only for a store that
implements mark_consumed/2: the code was already successfully
redeemed once. meta is the value passed to mark_consumed/2 at
that first redemption (carrying the family_id/subject, with a nil
family for no-refresh finalization). This is the code-reuse attack
signal (OAuth 2.0 Security BCP §4.13); the
redeemer surfaces it so the caller can revoke descendants.

A store that does not track reuse never returns the third form, so the
contract stays {:ok, entry} | :error for it and reuse tracking is
purely additive.
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Attesto.CodeStore.ETS 
    



      
Single-node ETS implementation of Attesto.CodeStore.
Codes live in a public ETS table owned by a GenServer that sweeps
expired rows on a fixed interval. take/1 uses :ets.take/2, which
fetches and deletes a row in one atomic step, so the single-use
guarantee holds against concurrent redemptions on a node. This is a
per-node store: a multi-node deployment MUST back Attesto.CodeStore
with a shared store (e.g. Postgres DELETE ... RETURNING) so a code
issued on one node can be redeemed (once) on another.
Start options
	:sweep_interval_ms (default 30_000) - how often expired rows are
bulk-deleted. Correctness does not depend on sweeping (take/1
returns the row and Attesto.AuthorizationCode re-checks expiry);
the sweeper only bounds table size.

Wiring
children = [Attesto.CodeStore.ETS]
then pass the module as the store:
Attesto.AuthorizationCode.issue(Attesto.CodeStore.ETS, attrs)

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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Attesto.DPoP.NonceStore behaviour
    



      
Storage seam for server-issued DPoP nonces (RFC 9449 §8).
A server that wants to bound a DPoP proof's lifetime issues an opaque,
time-limited nonce, returns it in a DPoP-Nonce response header, and
requires the client to echo it in the next proof's nonce claim. This
behaviour is where those nonces live: issue/1 mints one, valid?/1
reports whether a presented nonce is still live.
Attesto.DPoP.NonceStore.ETS is a ready single-node implementation whose
validate/1 plugs straight into Attesto.DPoP.verify_proof/2's
:nonce_check. A multi-node deployment implements this over a shared
store (the nonce a client received from one node must be honoured on
another).

      


      
        Summary


  
    Callbacks
  


    
      
        issue(ttl_seconds)

      


        Mint and store a fresh nonce valid for ttl_seconds, returning the
opaque nonce string to put in a DPoP-Nonce header.



    


    
      
        valid?(nonce)

      


        Returns true iff nonce was issued by this store and has not expired.



    





      


      
        Callbacks


        


  
    
      
    
    
      issue(ttl_seconds)



        
          
        

    

  


  

      

          @callback issue(ttl_seconds :: pos_integer()) :: String.t()


      


Mint and store a fresh nonce valid for ttl_seconds, returning the
opaque nonce string to put in a DPoP-Nonce header.

  



  
    
      
    
    
      valid?(nonce)



        
          
        

    

  


  

      

          @callback valid?(nonce :: String.t()) :: boolean()


      


Returns true iff nonce was issued by this store and has not expired.
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Attesto.DPoP.NonceStore.ETS 
    



      
Single-node ETS implementation of Attesto.DPoP.NonceStore.
Nonces are random 128-bit base64url strings held in a public ETS table
owned by a GenServer that sweeps expired entries. validate/1 is the
shape Attesto.DPoP.verify_proof/2 expects for its :nonce_check:
Attesto.DPoP.verify_proof(proof,
  http_method: "GET",
  http_uri: uri,
  nonce_check: &Attesto.DPoP.NonceStore.ETS.validate/1
)
and the server returns a fresh nonce on the challenge / on rotation with
issue/1.
This is a per-node store; a nonce issued on one node is unknown to
another, so a multi-node deployment MUST back Attesto.DPoP.NonceStore
with a shared store. Like the other ETS stores it refuses to boot on a
clustered BEAM unless multi_node_acknowledged?: true.
Start options: :sweep_interval_ms (default 30_000),
:multi_node_acknowledged? (default false).

      


      
        Summary


  
    Functions
  


    
      
        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])

      


    


    
      
        validate(nonce)

      


        The :nonce_check callback for Attesto.DPoP.verify_proof/2: returns
:ok for a live issued nonce, or {:error, :use_dpop_nonce} for a
missing (nil), unknown, or expired one.



    





      


      
        Functions


        


  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      



  



  
    
      
    
    
      validate(nonce)



        
          
        

    

  


  

      

          @spec validate(String.t() | nil) :: :ok | {:error, :use_dpop_nonce}


      


The :nonce_check callback for Attesto.DPoP.verify_proof/2: returns
:ok for a live issued nonce, or {:error, :use_dpop_nonce} for a
missing (nil), unknown, or expired one.
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Attesto.RefreshStore behaviour
    



      
Storage seam for refresh tokens, with the atomic primitive that makes
reuse detection possible.
Attesto.RefreshToken is pure rotation logic; this behaviour is where
refresh tokens live and how they are consumed. Attesto.RefreshStore.ETS
is a ready single-node implementation; a production host implements it
over its database.
The rotate/4 contract (load-bearing)
Refresh-token rotation (RFC 6749 §10.4, OAuth 2.0 Security BCP) requires
detecting when an already-rotated (consumed) token is presented again.
That can be captured-token reuse, or it can be an immediate retry after the
client lost the first response. Distinguishing them requires the consumed
record's timestamp and complete successor state. The parent claim, child
insert, and retry-state write MUST therefore be one atomic family-level
transaction. Splitting those mutations lets a simultaneous retry observe a
consumed parent before its successor exists and can revoke a healthy family.
It returns:
	{:ok, parent, child} - the parent existed and was unconsumed; the transaction
atomically marked it consumed, stored its exact successor state, and
inserted the unconsumed child. Both records are snapshots returned by
that transaction: parent is the committed post-parent and
MUST carry consumed: true, the exact consumed_at supplied in
opts[:now], and successor state logically equal to the argument;
child MUST be the exact newly committed child. Returning both snapshots
avoids a racy post-commit read after another request has already rotated
the child.
	{:reuse, record} - the token existed but was already consumed.
The caller MUST apply the same fixed-window successor recovery checks as
any other consumed-token read. A complete matching retry may receive the
original successor; otherwise the family is revoked. The record carries
consumed_at, successor, and the family_id needed for that decision.
	{:error, :family_revoked} - family revocation won the serialization
race; neither parent nor child was changed by this call.
	{:error, :retry_state_unavailable} - credential-equivalent retry state
could not be protected before the transaction; no rotation mutation was
committed.
	{:error, :token_conflict} - the proposed child's random token hash
already exists; no rotation mutation was committed, so the caller may
retry with a newly generated child.
	{:error, :family_integrity_error} - a child already occupies the
proposed (family_id, generation). The store MUST atomically and
stickily revoke the family before returning this result.
	{:error, :invalid_rotation} - the proposed child or successor state
violates this contract; no rotation mutation was committed.
	{:error, :expired} - the parent was expired at opts[:now]; no
rotation mutation was committed.
	:error - no such parent token.

A SQL implementation locks or otherwise serializes the family against
revoke_family/1, locks the parent row, then conditionally updates the
parent and inserts the child in one transaction. A blocked loser MUST read
the post-commit parent, including the winner's complete successor state. A
database transaction without family-level serialization against revocation
is insufficient: revocation and rotation could otherwise commit a live
child in a revoked family.
Record contract
Every adapter MUST enforce these invariants on records it persists and
returns. The outer fields are:
	:token_hash - the non-empty Attesto.Secret.hash/1 of the plaintext
token (the lookup key); plaintext tokens never belong in a record.
	:family_id - a non-empty identifier grouping every descendant, revoked
together on reuse.
	:generation - a non-negative integer. Initial issuance is exactly
generation 0; every child is exactly its parent's generation plus one,
and each (family_id, generation) pair is unique.
	:data - the canonical context below; adapters MUST preserve all keys
and values exactly through get/1 and rotation.
	:expires_at - an absolute non-negative Unix-second expiry. A consumed
parent cannot be used for retry after this boundary, even if its
persisted successor retry deadline is later; stores may retain the
expired row for replay detection until that deadline.
	:consumed - a boolean. An unconsumed record has consumed_at: nil and
successor: nil; a consumed record has a non-negative integer
consumed_at strictly before expires_at and the committed successor
state.
	:successor - nil before rotation, or the complete credential-
equivalent retry bundle for the immediately issued successor, or the
non-secret strict-mode tombstone %{retry_until: now, recoverable: false}.

:data is a map with exactly these required atom keys (additional host
claims belong inside :claims, not beside these keys):
	:subject - a non-empty string.
	:scope and :resource - lists of non-empty strings; either may be
empty, and rotation may only narrow them.
	:client_id and :dpop_jkt - a non-empty client ID or DPoP thumbprint,
respectively, or nil when unbound.
	:acr - a non-empty authentication-context string or nil.
	:auth_time - a non-negative Unix second or nil.
	:claims - a portable, recursively string-keyed object of host context,
using valid UTF-8 without U+0000 and exact-range integers.

The canonical context is also exposed as stored_context/0 for adapter
specifications. A positive-grace successor bundle contains the plaintext
:token, matching child :generation and :context, and a
:retry_until strictly before the child expiry; persistent adapters MUST
protect and redact that credential as described below.
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    Types
  


    
      
        entry()

      


    


    
      
        family_id()

      


    


    
      
        stored_context()

      


    


    
      
        token_hash()

      


    





  
    Callbacks
  


    
      
        get(token_hash)

      


        Non-consuming read of the record for token_hash, or :error if
absent. Used to validate a rotation (expiry, DPoP binding) and to detect
a replayed already-consumed token BEFORE the atomic rotate/4 transition
it, so a recoverable validation failure does not burn the token.



    


    
      
        insert(entry)

      


        Persist a new (unconsumed) refresh-token record.



    


    
      
        revoke_family(family_id)

      


        Revoke a token family: remove every token in family_id AND mark the
family revoked so a subsequent insert/1 for it is refused (sticky
revocation; see insert/1). The marker MUST remain effective for the
lifetime of the store, including after every token row has expired; clearing
it can resurrect an imported or long-lived family. An implementation with a
host-configured retention bound MUST fail closed after that bound rather
than accept a later insert for the family. Idempotent - revoking an
already-revoked or unknown family is a no-op :ok.



    


    
      
        rotate(token_hash, child, successor, keyword)

      


        Atomically rotate a parent into one child, serialized against family
revocation. child MUST be an unconsumed record in the same family at
parent.generation + 1, with its final hash, canonical data context, and
expiry. successor
is either the complete retry bundle (:token, :generation, :context,
:retry_until) or %{retry_until: now, recoverable: false} for strict mode.
The keyword list MUST contain :now as a non-negative integer Unix second;
callers should use Attesto.RefreshToken.rotate/3, which supplies it.



    





      


      
        Types


        


  
    
      
    
    
      entry()



        
          
        

    

  


  

      

          @type entry() :: %{
  :token_hash => token_hash(),
  :family_id => family_id(),
  :generation => non_neg_integer(),
  :data => stored_context(),
  :expires_at => non_neg_integer(),
  :consumed => boolean(),
  optional(:consumed_at) => integer() | nil,
  optional(:successor) => map() | nil
}


      



  



  
    
      
    
    
      family_id()



        
          
        

    

  


  

      

          @type family_id() :: String.t()


      



  



  
    
      
    
    
      stored_context()



        
          
        

    

  


  

      

          @type stored_context() :: %{
  subject: String.t(),
  scope: [String.t()],
  resource: [String.t()],
  client_id: String.t() | nil,
  dpop_jkt: String.t() | nil,
  acr: String.t() | nil,
  auth_time: non_neg_integer() | nil,
  claims: map()
}


      



  



  
    
      
    
    
      token_hash()



        
          
        

    

  


  

      

          @type token_hash() :: String.t()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      get(token_hash)



        
          
        

    

  


  

      

          @callback get(token_hash()) :: {:ok, entry()} | :error


      


Non-consuming read of the record for token_hash, or :error if
absent. Used to validate a rotation (expiry, DPoP binding) and to detect
a replayed already-consumed token BEFORE the atomic rotate/4 transition
it, so a recoverable validation failure does not burn the token.
Reads MUST be linearizable with rotate/4 and revoke_family/1, including
read-your-writes immediately after a successful rotation. Do not serve this
callback from an eventually consistent replica: stale child or parent state
can turn a valid retry into family revocation or incorrectly treat an
already-consumed successor as live.

  



  
    
      
    
    
      insert(entry)



        
          
        

    

  


  

      

          @callback insert(entry()) :: :ok | {:error, :family_revoked | :conflict}


      


Persist a new (unconsumed) refresh-token record.
Returns {:error, :family_revoked} if the record's family_id has been
revoked (see revoke_family/1), or {:error, :conflict} if its token hash
or (family_id, generation) already exists. The row MUST NOT be stored in
either case. Revocation is sticky - it rejects later inserts, not just the
rows present at revoke time.

  



  
    
      
    
    
      revoke_family(family_id)



        
          
        

    

  


  

      

          @callback revoke_family(family_id()) :: :ok


      


Revoke a token family: remove every token in family_id AND mark the
family revoked so a subsequent insert/1 for it is refused (sticky
revocation; see insert/1). The marker MUST remain effective for the
lifetime of the store, including after every token row has expired; clearing
it can resurrect an imported or long-lived family. An implementation with a
host-configured retention bound MUST fail closed after that bound rather
than accept a later insert for the family. Idempotent - revoking an
already-revoked or unknown family is a no-op :ok.

  



  
    
      
    
    
      rotate(token_hash, child, successor, keyword)



        
          
        

    

  


  

      

          @callback rotate(token_hash(), child :: entry(), successor :: map(), keyword()) ::
  {:ok, parent :: entry(), child :: entry()}
  | {:reuse, entry()}
  | {:error,
     :family_revoked
     | :retry_state_unavailable
     | :token_conflict
     | :family_integrity_error
     | :invalid_rotation
     | :expired}
  | :error


      


Atomically rotate a parent into one child, serialized against family
revocation. child MUST be an unconsumed record in the same family at
parent.generation + 1, with its final hash, canonical data context, and
expiry. successor
is either the complete retry bundle (:token, :generation, :context,
:retry_until) or %{retry_until: now, recoverable: false} for strict mode.
The keyword list MUST contain :now as a non-negative integer Unix second;
callers should use Attesto.RefreshToken.rotate/3, which supplies it.
A complete retry bundle contains a live plaintext credential. Persistent
stores MUST protect it with authenticated encryption at rest using stable
key material available to every serving node and deployment through the
retry deadline. It MUST be bound against tampering to the parent/family,
generation, context, and deadline; it MUST never be logged; and it MUST be
irreversibly redacted promptly after the deadline.
Any child insert, retry-state protection, constraint, or write failure MUST
roll back the entire transition. Success means the complete transaction is
durably committed. A timeout or callback exception has ambiguous commit
status, so callers will fail closed and attempt family revocation.
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Single-node ETS implementation of Attesto.RefreshStore.
Tokens live in an ETS table owned by a GenServer. The security-
critical rotate/4 transition is serialised through the owning process.
It validates the parent/child pair and performs one list-form ETS insert of
the post-parent and child, so direct readers cannot observe an intermediate
state. insert/1 and revoke_family/1 go through the same process, so all
family mutations are ordered.
This is a per-node store. A multi-node deployment MUST back
Attesto.RefreshStore with a shared store whose complete rotate/4
transaction is atomic across nodes and serialized against family
revocation, or reuse detection only holds per node.
Start options: :sweep_interval_ms (default 60_000). The sweeper
deletes tokens past their expiry; consumed parents may be retained until
their persisted retry deadline so replay is still detected, but that
retention never permits a retry after the parent's expiry. Plaintext
successor retry data is redacted after its :retry_until deadline.
Revoked-family markers are retained for the lifetime of the store, as
required by the sticky-revocation contract, including after all token rows
have expired.
children = [Attesto.RefreshStore.ETS]
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        reset()

      


        Clear every entry. Test-facing.



    


    
      
        start_link(opts \\ [])
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      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry. Test-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()
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RFC 9449 - OAuth 2.0 Demonstrating Proof of Possession (DPoP).
A DPoP proof is a JWS that a client signs with a key it holds and
attaches to a token request (POST /token) or to every
protected-resource request that uses a DPoP-bound access token. The
proof carries:
	a JOSE header with typ: "dpop+jwt", an asymmetric signature
alg, and the client's public key in jwk;
	a JOSE payload with htm (HTTP method), htu (HTTP target URI),
iat (creation timestamp), jti (unique replay identifier), and -
when presented alongside an access token - ath, the
base64url-encoded SHA-256 hash of that access token.

The server validates the proof against the live request, computes the
RFC 7638 SHA-256 thumbprint of the embedded JWK, and uses the
thumbprint to bind issued/presented access tokens to the proof key via
the access token's cnf.jkt claim (RFC 7800).
This module verifies a single DPoP proof and returns the thumbprint and
replay identifier so the caller (the token endpoint or the
authenticated-request handler) can:
	compare jkt to the bound access token's cnf.jkt, and
	persist jti in a replay cache.

It is framework-agnostic: no Plug, no database, no application config.
It is a pure function of the proof JWT, the HTTP request context, and
an optional access token. A resource server composes
Attesto.Token.verify/3 with this module's verify_proof/2.
Accepted algorithms
Per RFC 9449 §4.2, DPoP proofs MUST be signed with an asymmetric
algorithm. This verifier whitelists ES256, ES384, ES512, RS256,
RS384, RS512, PS256, PS384, PS512, legacy EdDSA, and RFC 9864
Ed25519 / Ed448, intersected with the algorithms the configured JOSE
backend reports as available. The explicit Edwards identifiers must match
the embedded public JWK's curve, and RSA proof keys must have a modulus of
at least 2048 bits. Symmetric algorithms (HS*) and the unsecured none
algorithm are rejected; there is no caller-facing knob to relax this.
Replay protection
RFC 9449 §11.1 requires the resource server to reject a DPoP proof it
has already seen. A captured-and-replayed proof is otherwise good for
the entire iat acceptance window (default 60 seconds). This verifier
enforces replay protection in two layers:
	The proof's jti is length-capped (see @max_jti_length) so an
attacker cannot exhaust the cache by submitting proofs with
megabyte-sized jti values.
	The proof's replay identity is recorded once, and rejected if already
seen, for the acceptance window plus a one-second integer-boundary margin
(max_age_seconds + future skew + 1 — see replay_ttl/1). The success
map returns replay_key/replay_ttl so the caller can record it;
deriving the TTL from the verifier's age policy keeps the cache from
forgetting the identity while the proof is still acceptable.
Attesto.DPoP.ReplayCache provides a default ETS-backed store.

Claim the jti only after the whole request has authenticated
A protected-resource pipeline MUST reject a replayed proof, but it MUST
record the jti after the access token and its cnf.jkt binding
verify - not during proof verification. Recording it earlier lets a
captured-but-otherwise-valid proof (presented with no token, or a token
that will fail binding) burn the jti first, so the legitimate request
carrying that same proof is then rejected as a replay: a targeted denial
of service. The token endpoint has the same obligation - record the
identity only once the grant has validated.
So the correct shape is: call verify_proof/2 without :replay_check,
verify the access token and compare its cnf.jkt to the returned jkt,
and only then record the returned replay_key for replay_ttl seconds.
Record replay_key, not the raw jti: it namespaces the identifier by the
proof key (see the success map), so one key's proof cannot evict another's.
Attesto.Plug.Authenticate does exactly this.
The :replay_check opt records the identity inline, during verification,
before any of that. It exists for flows with no subsequent binding step
and for test scaffolding; a protected-resource or token pipeline should
prefer the defer-then-record shape above.
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        verified_proof()

      


    


    
      
        verify_error()

      


    


    
      
        verify_opts()

      


    





  
    Functions
  


    
      
        allowed_algs()

      


        The list of JOSE alg values accepted on a DPoP proof's protected
header, filtered by the configured JOSE backend's current capabilities.



    


    
      
        compute_ath(access_token)

      


        The ath claim value defined by RFC 9449 §4.3:
base64url(SHA-256(access_token)), unpadded.



    


    
      
        compute_jkt(jwk)

      


        RFC 7638 SHA-256 JWK thumbprint, base64url-encoded without padding.
Accepts a %JOSE.JWK{} or a JWK as a plain map (e.g. the one in a DPoP
proof's protected header).



    


    
      
        dpop_bound?(arg1)

      


        Returns true iff the given access-token claims map advertises a DPoP
binding via RFC 7800 cnf.jkt. Tolerates any verifier-accepted
cnf.jkt value (non-empty string).



    


    
      
        verify_proof(proof, opts \\ [])

      


        Verify a DPoP proof JWS per RFC 9449 against the given request context.
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      nonce_check_fun()



        
          
        

    

  


  

      

          @type nonce_check_fun() :: (String.t() | nil -> :ok | {:error, :use_dpop_nonce})


      



  



  
    
      
    
    
      replay_check_fun()



        
          
        

    

  


  

      

          @type replay_check_fun() :: (String.t(), pos_integer() -> :ok | {:error, :replay})


      



  



  
    
      
    
    
      verified_proof()



        
          
        

    

  


  

      

          @type verified_proof() :: %{
  ath: String.t() | nil,
  htm: String.t(),
  htu: String.t(),
  iat: non_neg_integer(),
  jkt: String.t(),
  jti: String.t(),
  replay_key: String.t(),
  replay_ttl: pos_integer()
}


      



  



  
    
      
    
    
      verify_error()



        
          
        

    

  


  

      

          @type verify_error() ::
  :invalid_proof
  | :invalid_signature
  | :invalid_typ
  | :invalid_alg
  | :unsupported_critical_header
  | :missing_jwk
  | :invalid_jwk
  | :invalid_htm
  | :invalid_htu
  | :missing_jti
  | :invalid_jti
  | :missing_ath
  | :invalid_ath
  | :missing_iat
  | :invalid_iat
  | :proof_expired
  | :replay
  | :use_dpop_nonce


      



  



  
    
      
    
    
      verify_opts()



        
          
        

    

  


  

      

          @type verify_opts() :: [
  http_method: String.t(),
  http_uri: String.t(),
  access_token: String.t() | nil,
  now: DateTime.t() | non_neg_integer(),
  max_age_seconds: pos_integer(),
  replay_check: replay_check_fun() | nil,
  nonce_check: nonce_check_fun() | nil
]
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      allowed_algs()



        
          
        

    

  


  

      

          @spec allowed_algs() :: [String.t()]


      


The list of JOSE alg values accepted on a DPoP proof's protected
header, filtered by the configured JOSE backend's current capabilities.

  



  
    
      
    
    
      compute_ath(access_token)



        
          
        

    

  


  

      

          @spec compute_ath(String.t()) :: String.t()


      


The ath claim value defined by RFC 9449 §4.3:
base64url(SHA-256(access_token)), unpadded.

  



  
    
      
    
    
      compute_jkt(jwk)



        
          
        

    

  


  

      

          @spec compute_jkt(JOSE.JWK.t() | map()) :: String.t()


      


RFC 7638 SHA-256 JWK thumbprint, base64url-encoded without padding.
Accepts a %JOSE.JWK{} or a JWK as a plain map (e.g. the one in a DPoP
proof's protected header).
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          @spec dpop_bound?(map()) :: boolean()


      


Returns true iff the given access-token claims map advertises a DPoP
binding via RFC 7800 cnf.jkt. Tolerates any verifier-accepted
cnf.jkt value (non-empty string).

  



    

  
    
      
    
    
      verify_proof(proof, opts \\ [])



        
          
        

    

  


  

      

          @spec verify_proof(String.t(), verify_opts()) ::
  {:ok, verified_proof()} | {:error, verify_error()}


      


Verify a DPoP proof JWS per RFC 9449 against the given request context.
Required opts
	:http_method - the HTTP method of the request the proof was
attached to ("POST", "GET", …). Compared case-sensitively to
the proof's htm claim per RFC 9449 §4.3.
	:http_uri - the HTTP target URI of the request, including scheme
and host. Query and fragment components are stripped before
comparison so a client that signed https://api.example/x and the
server-observed https://api.example/x?cb=1 still match.

Optional opts
	:access_token - the bearer/DPoP access token presented on the
same request. If supplied, the proof MUST carry an ath claim
whose value is base64url(SHA-256(access_token)) per RFC 9449
§4.3. If :access_token is omitted (e.g. the proof is attached to
a token endpoint request, where no access token exists yet), the
ath claim - if present - is returned but not constrained.
	:now - DateTime or unix-seconds integer used as the clock
reference. Defaults to DateTime.utc_now/0. Test-facing.
	:max_age_seconds - how far in the past iat may be. Default 60.
A constant 60-second window into the future is
also accepted to tolerate modest client-side clock skew.
	:replay_check - a two-arity function called with the proof's
replay identity and the TTL (seconds) the store must remember it
for, AFTER every other proof check has passed. Returns :ok if the
identity has not been seen, or {:error, :replay} if it has. The
identity is an OPAQUE string (the replay_key in the success map: a
fixed-length digest namespacing the jti by the proof key - do NOT
assume it is the raw jti or parse it). This records it inline,
before the caller has verified the access token and its cnf.jkt
binding - so a protected-resource or token pipeline should NOT use it;
omit it, verify the token, then record the returned
replay_key/replay_ttl (see the "Replay protection" section and
Attesto.Plug.Authenticate). Use it only for a flow with no later
binding step, or in test scaffolding.
	:nonce_check - a one-arity function called with the proof's
nonce claim (which may be nil). Returns :ok or
{:error, :use_dpop_nonce} (RFC 9449 §8), the latter telling the
caller to answer with a fresh DPoP-Nonce. Omitted, no nonce is
required. See Attesto.DPoP.NonceStore.

Returns
	{:ok, %{jkt: ..., jti: ..., ath: ..., htm: ..., htu: ..., iat: ...}}
on success. jkt is the RFC 7638 SHA-256 thumbprint of the proof's
embedded JWK; the caller compares it to the access token's
cnf.jkt.
	{:error, reason} otherwise. See the module typespecs for the full
error set.

The success map carries jkt (the RFC 7638 thumbprint of the proof key),
jti, iat, htm, htu, ath (or nil), and replay_ttl - the
acceptance window this verification derived, for a caller that claims the
jti itself rather than through :replay_check (as
Attesto.Plug.Authenticate does, to avoid claiming for a request whose
token has not yet verified). Keys may be added in a minor release, so
match the ones you need rather than the whole map.
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In-memory, TTL-bounded cache of seen DPoP proof jti values.
RFC 9449 §11.1 requires the resource server to refuse a DPoP proof
whose jti it has previously processed. A captured-and-replayed proof
would otherwise be reusable for the full iat acceptance window
(default 60 seconds).
This module is a ready-made implementation for the :replay_check
option of Attesto.DPoP.verify_proof/2. It stores jti values in a
public ETS table owned by a GenServer that sweeps expired entries on
a fixed interval; lookups are O(1) and lock-free via
:ets.insert_new/2.
Single-node deployment invariant (load-bearing)
This implementation is a per-node ETS singleton. RFC 9449 §11.1 replay
rejection only holds across the deployment if every request for a
given access token reaches the same node - otherwise a captured proof
is replayable once per node behind a load balancer. On a multi-node
deployment you MUST swap the verifier's :replay_check callback for a
shared-store implementation and set :multi_node_acknowledged?: true to
silence the boot-time guard.
AttestoPhoenix.Store.EctoReplayCheck is that implementation if you
run attesto_phoenix: one relational table whose unique constraint on
jti makes the record-and-check atomic across every node, with a
matching schema and expiry sweeper. Reach for it before writing your own.
Any other shared store (Redis, or another database using
INSERT ... ON CONFLICT DO NOTHING) works too - the :replay_check
shape ((jti, ttl_seconds) -> :ok | {:error, :replay}) lets any
replacement plug in without changes to Attesto.DPoP. The verifier
passes its whole acceptance window as ttl_seconds - :max_age_seconds
plus the future-skew allowance it also tolerates, plus a one-second
integer-boundary margin, not :max_age_seconds alone - so a shared store
sized by that value cannot forget an identity while a proof carrying it would
still be accepted. (The identity the verifier passes is the jti namespaced
by the proof-key thumbprint; the jti/ttl_seconds argument names are
historical.)
The boot-time guard raises on startup if Node.list/0 is non-empty
and :multi_node_acknowledged? is not set - a clustered BEAM with a
node-local replay cache is a silently-broken security boundary (a
captured proof becomes replayable once per node) that this guard
refuses to enter. Failing the supervised start surfaces the
misconfiguration loudly rather than emitting a log nobody reads.
Retention is per entry, not per cache
How long a jti is remembered is decided by the caller, not by this
process: check_and_record/2 takes the TTL as an argument and stamps it
onto the entry. Attesto.DPoP.verify_proof/2 passes its whole acceptance
window, so retention tracks the verifier's freshness policy automatically
and a jti cannot be forgotten while a proof carrying it would still be
accepted.
There is deliberately no :ttl_seconds start option. One would be a
cache-wide value that check_and_record/2 has no way to consult - it is
a plain function, not a call into this GenServer - so it could only ever
disagree with the TTL the verifier actually supplies.
check_and_record/1 exists for a caller with no verifier to take the
window from, and falls back to 60 seconds. Prefer
the two-arity form: a caller that defers the claim itself (as
Attesto.Plug.Authenticate does) should pass the replay_ttl that
verify_proof/2 returned, so the two agree by construction.
Configuration (start options)
	:sweep_interval_ms (default 30_000) - how often expired entries
are deleted in bulk. The cache is correct without sweeping (lookups
re-validate expiry); the sweeper just bounds table size.
	:multi_node_acknowledged? (default false) - set to true after
wiring a shared-store :replay_check so the boot-time guard does
not fire on a clustered BEAM.

Wiring
children = [
  Attesto.DPoP.ReplayCache
]
then, at the verifier:
Attesto.DPoP.verify_proof(proof,
  http_method: "GET",
  http_uri: uri,
  replay_check: &Attesto.DPoP.ReplayCache.check_and_record/2
)

      


      
        Summary


  
    Functions
  


    
      
        check_and_record(jti, ttl_seconds \\ 60)

      


        Record jti and report whether it has already been seen within the TTL
window.



    


    
      
        reset()

      


        Clear every entry from the cache. Test-facing.



    


    
      
        size()

      


        Return the number of entries currently held. Test/diagnostic-facing.



    


    
      
        start_link(opts \\ [])

      


        Start the cache. Registered under __MODULE__.



    





      


      
        Functions


        


    

  
    
      
    
    
      check_and_record(jti, ttl_seconds \\ 60)



        
          
        

    

  


  

      

          @spec check_and_record(String.t(), pos_integer()) :: :ok | {:error, :replay}


      


Record jti and report whether it has already been seen within the TTL
window.
Returns :ok if the jti was not present (and has now been recorded),
or {:error, :replay} if it was. The two-argument form
(check_and_record/2) takes the jti and the TTL to remember it for,
which is the shape Attesto.DPoP.verify_proof/2 passes its
:replay_check callback (the verifier derives the TTL from its own
acceptance window). Pass &check_and_record/2 directly. The TTL
argument defaults to 60 seconds when called as
check_and_record/1.

  



  
    
      
    
    
      reset()



        
          
        

    

  


  

      

          @spec reset() :: :ok


      


Clear every entry from the cache. Test-facing.

  



  
    
      
    
    
      size()



        
          
        

    

  


  

      

          @spec size() :: non_neg_integer()


      


Return the number of entries currently held. Test/diagnostic-facing.

  



    

  
    
      
    
    
      start_link(opts \\ [])



        
          
        

    

  


  

      

          @spec start_link(keyword()) :: GenServer.on_start()


      


Start the cache. Registered under __MODULE__.
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RFC 8705 - OAuth 2.0 Mutual-TLS Client Authentication and
Certificate-Bound Access Tokens.
A protected resource that supports mTLS-bound access tokens MUST verify
that the access token's confirmation claim (RFC 7800 cnf.x5t#S256)
matches the SHA-256 thumbprint of the client certificate presented in
the same TLS connection. This module computes that thumbprint and
recognises the binding shape.
Thumbprint definition
Per RFC 8705 §3.1 the x5t#S256 value is
base64url(SHA-256(DER-encoded certificate)), no padding
which is the canonical shape validated by Attesto.Thumbprint.
Why we round-trip through :public_key.pkix_decode_cert/2
compute_thumbprint/1 only digests its input after confirming that the
bytes parse as an X.509 certificate. A caller that fed in a random
binary would otherwise produce a "thumbprint" that no real client
certificate could ever match - silently turning the binding into a
permanent reject, or (if the binary came from an unauthenticated
source) into an attacker-controlled match. Fail closed at the source.
This module is framework-agnostic: no Plug, no database, no application
config. It is a pure function of the certificate bytes. A resource
server composes Attesto.Token.verify/3 with compute_thumbprint/1
applied to the DER bytes its TLS layer surfaces (e.g.
:ssl.peercert/1).
Where the binding may be issued
Whether the listener is even allowed to issue mTLS-bound tokens (the
TLS layer is directly terminated and the peer certificate is genuinely
the client's, rather than a reverse-proxy socket) is a deployment fact
the host application owns. Attesto does not read it from config;
the caller decides whether to pass an mTLS thumbprint to
Attesto.Token.mint/2 at all.

      


      
        Summary


  
    Types
  


    
      
        certificate_identities()

      


    


    
      
        client_auth_method()

      


    


    
      
        thumbprint()

      


    





  
    Functions
  


    
      
        authenticate_client(der, method, client_metadata)

      


        Authenticate an OAuth client certificate according to RFC 8705 §2.



    


    
      
        certificate_identities(der)

      


        Parse the RFC 8705 client identity values from a DER certificate.



    


    
      
        compute_thumbprint(der)

      


        Compute the RFC 8705 §3.1 x5t#S256 thumbprint of an X.509 client
certificate from its DER encoding.



    


    
      
        mtls_bound?(arg1)

      


        Returns true iff the given access-token claims map advertises an
mTLS binding via the RFC 8705 cnf.x5t#S256 confirmation claim.
Tolerates any non-empty string value (full shape validation happens in
Attesto.Token.verify/3).



    


    
      
        thumbprint_length()

      


        The expected length, in characters, of a well-formed x5t#S256
thumbprint.



    


    
      
        thumbprint_shape?(value)

      


        Returns true iff value is a syntactically-valid x5t#S256
thumbprint: the canonical base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.



    





      


      
        Types


        


  
    
      
    
    
      certificate_identities()



        
          
        

    

  


  

      

          @type certificate_identities() :: %{
  subject_dn: String.t(),
  san_dns: [String.t()],
  san_uri: [String.t()],
  san_ip: [String.t()],
  san_email: [String.t()]
}


      



  



  
    
      
    
    
      client_auth_method()



        
          
        

    

  


  

      

          @type client_auth_method() :: :tls_client_auth | :self_signed_tls_client_auth


      



  



  
    
      
    
    
      thumbprint()



        
          
        

    

  


  

      

          @type thumbprint() :: String.t()


      



  


        

      

      
        Functions


        


  
    
      
    
    
      authenticate_client(der, method, client_metadata)



        
          
        

    

  


  

      

          @spec authenticate_client(binary(), client_auth_method() | String.t(), map()) ::
  :ok
  | {:error,
     :invalid_certificate | :invalid_client_metadata | :certificate_mismatch}


      


Authenticate an OAuth client certificate according to RFC 8705 §2.
For tls_client_auth, client_metadata must contain exactly one of the five
RFC 8705 §2.1.2 subject metadata values. Attesto parses and compares that
identity; the caller remains responsible for proving possession during the
TLS handshake and validating the PKI chain, validity period, and revocation.
For self_signed_tls_client_auth, client_metadata supplies a resolved
jwks/"jwks" value. The presented DER certificate must exactly match the
leaf certificate in an x5c member registered for the client. A jwks_uri
is deliberately not fetched here; network resolution remains host-owned.

  



  
    
      
    
    
      certificate_identities(der)



        
          
        

    

  


  

      

          @spec certificate_identities(binary()) ::
  {:ok, certificate_identities()} | {:error, :invalid_certificate}


      


Parse the RFC 8705 client identity values from a DER certificate.
This is a syntax operation only. A successful result says nothing about the
certificate's chain, validity, revocation status, or whether the peer proved
possession of its private key.

  



  
    
      
    
    
      compute_thumbprint(der)



        
          
        

    

  


  

      

          @spec compute_thumbprint(binary()) ::
  {:ok, thumbprint()} | {:error, :invalid_certificate}


      


Compute the RFC 8705 §3.1 x5t#S256 thumbprint of an X.509 client
certificate from its DER encoding.
Returns {:ok, thumbprint} if the bytes parse as a certificate;
{:error, :invalid_certificate} otherwise. The certificate is NOT
validated against any trust store, expiry, or revocation status - that
is the TLS terminator's responsibility. This function only ensures the
bytes ARE a certificate (so we never emit a thumbprint for arbitrary
attacker-controlled bytes) and computes the digest.

  



  
    
      
    
    
      mtls_bound?(arg1)



        
          
        

    

  


  

      

          @spec mtls_bound?(map()) :: boolean()


      


Returns true iff the given access-token claims map advertises an
mTLS binding via the RFC 8705 cnf.x5t#S256 confirmation claim.
Tolerates any non-empty string value (full shape validation happens in
Attesto.Token.verify/3).

  



  
    
      
    
    
      thumbprint_length()



        
          
        

    

  


  

      

          @spec thumbprint_length() :: pos_integer()


      


The expected length, in characters, of a well-formed x5t#S256
thumbprint.

  



  
    
      
    
    
      thumbprint_shape?(value)



        
          
        

    

  


  

      

          @spec thumbprint_shape?(term()) :: boolean()


      


Returns true iff value is a syntactically-valid x5t#S256
thumbprint: the canonical base64url-no-pad encoding of a 32-byte
SHA-256 digest. Delegates to Attesto.Thumbprint.valid?/1.
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Scope grant-form matching for OAuth-style <resource>.<action> scopes.
Attesto does not define which scopes exist - that catalog is your
application's policy. It defines the algebra: given a catalog of
concrete scope strings, what counts as a legal grant form, and whether
a granted set covers a required scope. Build a catalog once with
new_catalog/1 and thread it through the matching functions.
A scope is a dotted string of the form <resource>.<action>
(e.g. trackers.read).
Grant forms
A granted scope (one stored on a credential, or carried in a JWT's
scope claim) may be:
	a concrete catalog entry such as trackers.read;
	the resource-level wildcard <resource>.* (e.g. webhooks.*),
which grants every catalog action under that resource;
	the full wildcard *, which grants every catalog scope. Reserved
for system-issued credentials; customer-facing issuance must not
surface or accept it.

Two validators encode this asymmetry:
	valid_grant_form?/2 accepts * and is the right check for
system-issued credentials.
	customer_grant_form?/2 rejects * and is the check a public
token endpoint or credential changeset must use.

Wildcard grants are parsed strictly: only <resource>.* (exactly one
dot, no other segments) is accepted. Deep forms like trackers.read.*
are rejected so a grant is never silently broadened past a single
resource.
Required scopes
A required scope (one a protected endpoint declares) MUST be a
concrete catalog entry - passing a wildcard form as the requirement
returns false, since a wildcard requirement would be ambiguous. Even
a *-granted credential only authorizes catalog entries, so an
uncatalogued endpoint requirement is never granted.
grants_all?/3 raises ArgumentError on a nil or empty required-scope
list so a misconfigured authorization declaration (an endpoint that
forgot to declare its required scope) fails loudly instead of silently
authorizing every caller.
Why strings, not atoms
Scopes round-trip through HTTP requests, JWT claims, and database
columns as strings; they are never coerced to atoms (a denial-of-service
vector for externally-influenced values).

      


      
        Summary


  
    Types
  


    
      
        t()

      


    





  
    Functions
  


    
      
        customer_grant_form?(catalog, scope)

      


        Returns true iff scope is a legal granted form for a
customer-facing credential: a concrete catalog entry or a
resource-level wildcard <resource>.* whose resource appears in the
catalog. The full wildcard * is rejected.



    


    
      
        entries(scope)

      


        The concrete scope strings in the catalog, sorted.



    


    
      
        grants?(catalog, granted, required)

      


        Returns true iff the granted scope list covers the required
scope.



    


    
      
        grants_all?(catalog, granted, required)

      


        Returns true iff granted covers every entry in required.



    


    
      
        known?(scope, scope)

      


        Returns true iff scope is a concrete catalog entry (no wildcards).



    


    
      
        new_catalog(scopes)

      


        Build a catalog from the list of concrete scope strings your API
understands. Computes the distinct resources (left-of-dot segments)
once so per-request matching is allocation-light.



    


    
      
        parse(value, opts \\ [])

      


        Split a space-delimited scope value into tokens, dropping empty tokens at
the edges and between repeated separators.



    


    
      
        resources(scope)

      


        The distinct resources present in the catalog, sorted.



    


    
      
        unknown(catalog, requested)

      


        Returns the subset of requested scopes that are NOT valid
customer-facing grant forms. Used at a token endpoint to surface
invalid_scope (RFC 6749 §5.2) without leaking which scopes are
catalogued. Rejects the system-only * form.



    


    
      
        valid_grant_form?(catalog, scope)

      


        Returns true iff scope is a legal granted form for a
system-issued credential: a concrete catalog entry, the full
wildcard *, or a resource-level wildcard <resource>.* whose
resource appears in the catalog.



    


    
      
        valid_list?(term, opts \\ [])

      


        Returns true iff term is a list of syntactically-valid RFC 6749
scope-tokens. Empty lists are valid by default; pass allow_empty?: false
when the surrounding protocol requires at least one token.



    


    
      
        valid_token?(value)

      


        Returns true iff value is a syntactically-valid RFC 6749
scope-token: a non-empty string of printable ASCII excluding space,
double-quote, and backslash. This is a wire-format check independent
of any catalog: it rejects a value like "documents.read positions.read"
that, embedded in a space-delimited scope claim, would be
indistinguishable from two separate grants.



    





      


      
        Types


        


  
    
      
    
    
      t()



        
          
        

    

  


  

      

          @type t() :: %Attesto.Scope{
  entries: MapSet.t(String.t()),
  resources: MapSet.t(String.t())
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      customer_grant_form?(catalog, scope)



        
          
        

    

  


  

      

          @spec customer_grant_form?(t(), term()) :: boolean()


      


Returns true iff scope is a legal granted form for a
customer-facing credential: a concrete catalog entry or a
resource-level wildcard <resource>.* whose resource appears in the
catalog. The full wildcard * is rejected.

  



  
    
      
    
    
      entries(scope)



        
          
        

    

  


  

      

          @spec entries(t()) :: [String.t()]


      


The concrete scope strings in the catalog, sorted.

  



  
    
      
    
    
      grants?(catalog, granted, required)



        
          
        

    

  


  

      

          @spec grants?(t(), [String.t()] | nil, String.t()) :: boolean()


      


Returns true iff the granted scope list covers the required
scope.
required MUST be a concrete catalog entry; passing a wildcard form
returns false. A nil or empty grant list returns false. Granted
entries that are not valid grant forms are ignored - they cannot grant
anything, even by accident. Even the full wildcard * only covers
scopes actually in the catalog, so a typo or uncatalogued endpoint
requirement is never authorized.

  



  
    
      
    
    
      grants_all?(catalog, granted, required)



        
          
        

    

  


  

      

          @spec grants_all?(t(), [String.t()] | nil, [String.t(), ...]) :: boolean()


      


Returns true iff granted covers every entry in required.
Raises ArgumentError on a nil or empty required list so a
misconfigured authorization declaration fails loudly instead of
silently authorizing every caller.

  



  
    
      
    
    
      known?(scope, scope)



        
          
        

    

  


  

      

          @spec known?(t(), term()) :: boolean()


      


Returns true iff scope is a concrete catalog entry (no wildcards).

  



  
    
      
    
    
      new_catalog(scopes)



        
          
        

    

  


  

      

          @spec new_catalog([String.t()]) :: t()


      


Build a catalog from the list of concrete scope strings your API
understands. Computes the distinct resources (left-of-dot segments)
once so per-request matching is allocation-light.

  



    

  
    
      
    
    
      parse(value, opts \\ [])



        
          
        

    

  


  

      

          @spec parse(
  binary(),
  keyword()
) :: [String.t()] | :empty


      


Split a space-delimited scope value into tokens, dropping empty tokens at
the edges and between repeated separators.
The default :ascii_space mode preserves the RFC scope behavior used by
the authorization and CIBA request paths: only the literal ASCII space is
a separator, so tabs and newlines remain inside a token for the subsequent
valid_list?/2 check. :ascii_whitespace is available for the resource
server plug, whose existing behavior split on the regular-expression
\s+.
An empty value returns [] by default. Pass allow_empty?: false to return
:empty instead. The input is intentionally restricted to binaries so
callers retain control over how an absent or non-string parameter is
handled.

  



  
    
      
    
    
      resources(scope)



        
          
        

    

  


  

      

          @spec resources(t()) :: [String.t()]


      


The distinct resources present in the catalog, sorted.

  



  
    
      
    
    
      unknown(catalog, requested)



        
          
        

    

  


  

      

          @spec unknown(t(), [String.t()] | nil) :: [String.t()]


      


Returns the subset of requested scopes that are NOT valid
customer-facing grant forms. Used at a token endpoint to surface
invalid_scope (RFC 6749 §5.2) without leaking which scopes are
catalogued. Rejects the system-only * form.

  



  
    
      
    
    
      valid_grant_form?(catalog, scope)



        
          
        

    

  


  

      

          @spec valid_grant_form?(t(), term()) :: boolean()


      


Returns true iff scope is a legal granted form for a
system-issued credential: a concrete catalog entry, the full
wildcard *, or a resource-level wildcard <resource>.* whose
resource appears in the catalog.
Customer-facing surfaces MUST use customer_grant_form?/2 instead - it
rejects the system-only * form.

  



    

  
    
      
    
    
      valid_list?(term, opts \\ [])



        
          
        

    

  


  

      

          @spec valid_list?(
  term(),
  keyword()
) :: boolean()


      


Returns true iff term is a list of syntactically-valid RFC 6749
scope-tokens. Empty lists are valid by default; pass allow_empty?: false
when the surrounding protocol requires at least one token.
The list is deliberately validated without trimming or coercing its
members. Call parse/2 first when validating a space-delimited wire value.

  



  
    
      
    
    
      valid_token?(value)



        
          
        

    

  


  

      

          @spec valid_token?(term()) :: boolean()


      


Returns true iff value is a syntactically-valid RFC 6749
scope-token: a non-empty string of printable ASCII excluding space,
double-quote, and backslash. This is a wire-format check independent
of any catalog: it rejects a value like "documents.read positions.read"
that, embedded in a space-delimited scope claim, would be
indistinguishable from two separate grants.
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RFC 8414 - OAuth 2.0 Authorization Server Metadata.
Build the JSON document a client fetches from
/.well-known/oauth-authorization-server (or the OIDC
/.well-known/openid-configuration) to discover how to talk to the
issuer: where the token and JWKS endpoints are, which grants and
challenge methods are supported, and which DPoP algorithms the server
accepts.
Attesto fills the fields it can derive or fix by protocol:
	issuer and token_endpoint from the Attesto.Config.
	jwks_uri derived from the issuer (overridable).
	code_challenge_methods_supported is ["S256"] - Attesto's PKCE is
S256 only.
	dpop_signing_alg_values_supported from Attesto.DPoP.allowed_algs/0.
	grant_types_supported defaults to ["client_credentials"].

Everything host-specific (the authorization, revocation, introspection,
and registration endpoints; the supported scopes, response types, and
client-authentication methods) is supplied through opts and merged in.
nil opt values are dropped so the document only advertises what the
host actually implements.
The result is a string-keyed map ready to serialise as the endpoint's
JSON body.

      


      
        Summary


  
    Functions
  


    
      
        metadata(config, opts \\ [])

      


        Build the authorization-server metadata document for config.



    





      


      
        Functions


        


    

  
    
      
    
    
      metadata(config, opts \\ [])



        
          
        

    

  


  

      

          @spec metadata(
  Attesto.Config.t(),
  keyword()
) :: %{required(String.t()) => term()}


      


Build the authorization-server metadata document for config.
Options:
	:jwks_uri - the full JWKS URL. Defaults to the issuer merged with
/.well-known/jwks.json.
	:grant_types_supported - defaults to ["client_credentials"].
	:authorization_endpoint, :revocation_endpoint,
:introspection_endpoint, :registration_endpoint,
:userinfo_endpoint - host endpoint URLs, included only if given.
	:scopes_supported, :response_types_supported,
:response_modes_supported, :token_endpoint_auth_methods_supported,
:service_documentation, :ui_locales_supported - included only if
given.
	:pushed_authorization_request_endpoint (RFC 9126),
:require_pushed_authorization_requests - the PAR endpoint URL and
whether the server mandates PAR; included only if given.
	:client_id_metadata_document_supported
(draft-ietf-oauth-client-id-metadata-document-01 §6) - a boolean
advertising whether the server dereferences an HTTPS client_id URL to a
client metadata document; included only if given.
	:backchannel_authentication_endpoint,
:backchannel_token_delivery_modes_supported (e.g. ["poll", "ping"] -
FAPI-CIBA forbids "push"),
:backchannel_authentication_request_signing_alg_values_supported,
:backchannel_user_code_parameter_supported (CIBA Core §4) - the CIBA
endpoint and capability advertisement; included only if given.

The accepted host fields are the RFC 8414 §2 allowlist in
@host_fields; the enumeration above is illustrative. Any other opt key
is ignored.
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RFC 7517 - publish the signing keys' public halves as a JWK Set.
A resource server (or a mobile / third-party client) that wants to
verify Attesto-issued tokens without sharing a secret fetches a JWK Set
from the issuer's jwks_uri, then selects the key whose kid matches
the token's JWS header. This module builds that set from a keystore: for
every verification key it derives the public JWK, stamps the RFC 7638
kid Attesto signs with, and marks it use: "sig" plus the key's
configured or inferred alg.
Because the set carries every key in verification_pems/0, it covers a
rotation window: tokens minted under the outgoing key still verify
against the set while the incoming key is also published.
The result is a plain map (%{"keys" => [...]}) ready to serialise as
the JSON body of a /.well-known/jwks.json (or equivalent) endpoint.
Only public key material is emitted; private components never appear.

      


      
        Summary


  
    Functions
  


    
      
        from_config(config)

      


        Build the JWK Set from a Attesto.Config's keystore.



    


    
      
        from_keystore(keystore)

      


        Build the JWK Set from a keystore module.



    


    
      
        from_pems(pems)

      


        Build the JWK Set from a list of PEMs (private or public; only the
public half is published).



    





      


      
        Functions


        


  
    
      
    
    
      from_config(config)



        
          
        

    

  


  

      

          @spec from_config(Attesto.Config.t()) :: %{required(String.t()) => [map()]}


      


Build the JWK Set from a Attesto.Config's keystore.
Equivalent to from_pems/1 over config.keystore.verification_pems(),
while preserving any per-key algorithm metadata the keystore exposes.

  



  
    
      
    
    
      from_keystore(keystore)



        
          
        

    

  


  

      

          @spec from_keystore(module()) :: %{required(String.t()) => [map()]}


      


Build the JWK Set from a keystore module.

  



  
    
      
    
    
      from_pems(pems)



        
          
        

    

  


  

      

          @spec from_pems([String.t()]) :: %{required(String.t()) => [map()]}


      


Build the JWK Set from a list of PEMs (private or public; only the
public half is published).
Returns %{"keys" => [jwk, ...]} where each jwk is the public JWK
with kid (RFC 7638 thumbprint), use: "sig", and an inferred alg.
Duplicate keys (same kid) are de-duplicated so a key listed twice in
the verification set appears once in the published set.

  


        

      


  

  
    
    Attesto.Did - Attesto v2.0.1
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Connection-free resolution for self-contained DID methods.
did:jwk identifiers contain an unpadded base64url-encoded public JWK.
did:key identifiers contain a multibase/multicodec public key; this
module supports base58btc (z) with Ed25519 (0xed) and compressed P-256
(0x1200) keys.
did:web is deliberately parser-only. Without a :resolver, resolution
returns {:needs_fetch, url} so the host retains ownership of HTTP, TLS,
caching, and DID-document key selection. A resolver may instead be supplied
as resolver: fn url -> {:ok, public_jwk} | {:error, reason} end.
did:web fetch URL is ATTACKER-CONTROLLED
The {:needs_fetch, url} / :resolver URL is derived entirely from the
presented DID text — a presenter controls it. did:web:localhost or
did:web:internal-service.corp yield https://localhost/.well-known/did.json
and the like (syntactically valid hostnames the IP-literal guard cannot
catch). A host fetching that URL without an allow-list has an SSRF sink. Do
NOT dereference it blindly: resolve only against a trusted-domain allow-list,
and use a DNS-rebinding-safe fetcher that pins the validated IP (see
AttestoPhoenix.ClientIdMetadata.Fetcher.Req for the reference pattern). Unlike
did:key/did:jwk, did:web keys are NOT self-certifying.

      


      
        Summary


  
    Types
  


    
      
        jwk()

      


    


    
      
        result()

      


    





  
    Functions
  


    
      
        resolve(did, opts \\ [])

      


        Resolve a did:jwk or did:key to a public JWK, or parse a did:web
identifier into its HTTPS resolution URL.



    





      


      
        Types


        


  
    
      
    
    
      jwk()



        
          
        

    

  


  

      

          @type jwk() :: %{required(String.t()) => term()}


      



  



  
    
      
    
    
      result()



        
          
        

    

  


  

      

          @type result() :: {:ok, jwk()} | {:needs_fetch, String.t()} | {:error, term()}


      



  


        

      

      
        Functions


        


    

  
    
      
    
    
      resolve(did, opts \\ [])



        
          
        

    

  


  

      

          @spec resolve(term(), term()) :: result()


      


Resolve a did:jwk or did:key to a public JWK, or parse a did:web
identifier into its HTTPS resolution URL.
This function never performs network I/O. If :resolver is supplied for a
did:web, it is called with the parsed HTTPS URL and must return either a
public JWK map or an error tuple.

  


        

      


  

  
    
    Attesto.Key - Attesto v2.0.1
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Pure helpers for working with signing material as PEM strings.
An RSA private key already contains its public half, so there is never
a separately stored public PEM to drift out of sync. public_pem/1
derives the public key from a private PEM, giving exactly one source of
truth: the verification key always matches the signing key. This closes
a real failure mode where a tracked public PEM and a regenerated
private key silently mismatch and every verification fails.
kid/1 is the RFC 7638 JWK thumbprint of a key's public half. It is
stable for a given key and changes iff the key changes, so rotating to a
new key yields a distinct kid automatically - no separate identifier
to assign or track.

      


      
        Summary


  
    Types
  


    
      
        verification_jwk_error()

      


    





  
    Functions
  


    
      
        jwk(pem)

      


        Parse a PEM (private or public) into a JOSE.JWK.



    


    
      
        kid(pem)

      


        The RFC 7638 SHA-256 JWK thumbprint (kid) of the public half of the
key in pem. Accepts a private or public PEM; both yield the same
thumbprint because it is computed over the public members only.



    


    
      
        public_pem(pem)

      


        Derive the public key, in conventional SPKI
(-----BEGIN PUBLIC KEY-----) PEM form, from a private RSA key PEM.



    


    
      
        signing_jwk(pem)

      


        Parse a private PEM into a JOSE.JWK whose public half can sign and
derive a kid.



    


    
      
        verification_jwk(jwk_map, opts)

      


        Validate and parse an untrusted JWK for signature verification.



    





      


      
        Types


        


  
    
      
    
    
      verification_jwk_error()



        
          
        

    

  


  

      

          @type verification_jwk_error() ::
  :private_material
  | :invalid_use
  | :alg_mismatch
  | :incompatible_key
  | :weak_key
  | :oversized_key
  | :malformed_jwk


      



  


        

      

      
        Functions


        


  
    
      
    
    
      jwk(pem)



        
          
        

    

  


  

      

          @spec jwk(String.t()) :: JOSE.JWK.t()


      


Parse a PEM (private or public) into a JOSE.JWK.
Raises ArgumentError if pem does not contain exactly one parseable
key. JOSE.JWK.from_pem/1 returns [] for input with no key entry and
a list for a multi-key PEM; left unguarded, thumbprint/1 of those
returns [] rather than a string, which would silently poison kid/1
and verification-key selection. Failing loudly here surfaces a
malformed keystore PEM as a configuration error instead of a
request-time mystery.
Also raises if the key type/curve is not supported by Attesto's
asymmetric signing algorithms. Algorithms are derived from trusted key
metadata, not from a presented token header.

  



  
    
      
    
    
      kid(pem)



        
          
        

    

  


  

      

          @spec kid(String.t()) :: String.t()


      


The RFC 7638 SHA-256 JWK thumbprint (kid) of the public half of the
key in pem. Accepts a private or public PEM; both yield the same
thumbprint because it is computed over the public members only.

  



  
    
      
    
    
      public_pem(pem)



        
          
        

    

  


  

      

          @spec public_pem(String.t()) :: String.t()


      


Derive the public key, in conventional SPKI
(-----BEGIN PUBLIC KEY-----) PEM form, from a private RSA key PEM.
Accepts the PKCS#1 (RSA PRIVATE KEY) and PKCS#8 (PRIVATE KEY) forms.
Raises ArgumentError - signing material is operator-provided, so a
misconfiguration is a deploy-time failure that should be loud rather
than silently verifying against garbage - if pem contains no key
entry, contains more than one, contains a non-RSA key, or is
public-only. EC/OKP deployments should publish JWKS instead.

  



  
    
      
    
    
      signing_jwk(pem)



        
          
        

    

  


  

      

          @spec signing_jwk(String.t()) :: JOSE.JWK.t()


      


Parse a private PEM into a JOSE.JWK whose public half can sign and
derive a kid.
Unlike jwk/1, this rejects public-only PEMs: they are valid
verification material, but cannot sign tokens.

  



  
    
      
    
    
      verification_jwk(jwk_map, opts)



        
          
        

    

  


  

      

          @spec verification_jwk(
  map(),
  keyword()
) :: {:ok, JOSE.JWK.t()} | {:error, verification_jwk_error()}


      


Validate and parse an untrusted JWK for signature verification.
The raw map is checked before parsing so private members and contradictory
RFC 7517 metadata cannot be normalized away by the JOSE library. By default,
private material is rejected and RSA verification keys must be at least 2048
bits.
:alg is required and is compared with a JWK's optional alg member.
:require_public? defaults to true, and :minimum_rsa_bits defaults to
2048.
To retain DPoP's error semantics, explicit Edwards identifiers are checked
against the key curve here, while other key-type/algorithm mismatches remain
the signature verifier's responsibility.
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Attesto.Keystore behaviour
    



      
The behaviour Attesto uses to obtain signing and verification keys.
A keystore answers two questions:
	What key do we sign new tokens with? signing_pem/0 returns the
private signing key PEM. Attesto derives the public half and the kid
from it (Attesto.Key), so the keystore never has to compute a
thumbprint.

	What keys may verify a presented token? verification_pems/0
returns a list of PEMs (private or public) whose public halves are
trusted. With a single key this is just [signing_pem()]. During a
key rotation it carries both the outgoing and incoming keys so
tokens minted under either verify, and Attesto.Token.verify/3
selects the right one by the JWS header kid.


Implementations decide where keys come from - an environment variable, a
secrets manager, or a file. The legacy signing path consumes a private PEM.
A module backed by an HSM, KMS, enclave, or other non-extractable custody
system instead implements Attesto.Signer alongside this behaviour and may
omit signing_pem/0; its verification_pems/0 still publishes public keys.
A FAPI deployment that uses RSA must provision every server signing and
verification key with a modulus of at least 2048 bits. The generic keystore
contract remains profile-neutral so non-FAPI applications can make their
own compatibility decisions.
Attesto.Keystore.Static is a ready-made implementation for the common
single-key (or manually-rotated) case.

      


      
        Summary


  
    Types
  


    
      
        key_metadata()

      


    


    
      
        rotation_health()

      


    


    
      
        rotation_key()

      


    





  
    Callbacks
  


    
      
        key_algs()

      


        Optional per-key JOSE algorithm metadata, keyed by RFC 7638 kid.



    


    
      
        signing_alg()

      


        Optional global algorithm for the current signing key.



    


    
      
        signing_pem()

      


        The private signing-key PEM used to sign newly issued tokens.



    


    
      
        verification_key_metadata()

      


        Optional operator metadata for verification keys, keyed by RFC 7638 kid.



    


    
      
        verification_pems()

      


        The PEMs (private or public) whose public halves are trusted to verify
a presented token. MUST include the public half of whatever
signing_pem/0 currently returns.



    





  
    Functions
  


    
      
        rotation_health(keystore, opts \\ [])

      


        Inspect a keystore's rotation contract.



    





      


      
        Types


        


  
    
      
    
    
      key_metadata()



        
          
        

    

  


  

      

          @type key_metadata() :: %{optional(:not_after) => DateTime.t() | non_neg_integer()}


      



  



  
    
      
    
    
      rotation_health()



        
          
        

    

  


  

      

          @type rotation_health() :: %{
  status: :healthy | :warning | :invalid,
  signing_kid: String.t(),
  overlap?: boolean(),
  key_count: non_neg_integer(),
  keys: [rotation_key()],
  unknown_metadata_kids: [String.t()],
  issues: [atom()]
}


      



  



  
    
      
    
    
      rotation_key()



        
          
        

    

  


  

      

          @type rotation_key() :: %{
  kid: String.t(),
  alg: String.t(),
  current?: boolean(),
  not_after: DateTime.t() | nil,
  state: :current | :overlap | :expiring | :expired
}


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      key_algs()


        (optional)


        
          
        

    

  


  

      

          @callback key_algs() :: %{required(String.t()) => String.t()} | keyword(String.t())


      


Optional per-key JOSE algorithm metadata, keyed by RFC 7638 kid.
When omitted, Attesto infers an algorithm from the public key type and curve:
RSA -> RS256, P-256 -> ES256, P-384 -> ES384, P-521 -> ES512, and
Ed25519/Ed448 -> legacy EdDSA. Use this callback to label RSA keys that
should verify as PS256, select RFC 9864 Ed25519 / Ed448 for the matching
curve, or make a rotation window explicit. Ed448 deployments must configure
JOSE with Curve448 and SHAKE256 support.

  



  
    
      
    
    
      signing_alg()


        (optional)


        
          
        

    

  


  

      

          @callback signing_alg() :: String.t()


      


Optional global algorithm for the current signing key.
This is a convenience for single-key RSA deployments that want PS256
without precomputing the signing key's kid. A custom keystore whose value
differs from key inference MUST expose the same binding through key_algs/0
so its newly minted tokens also verify. Attesto.Keystore.Static does that
automatically. Verification otherwise uses key_algs/0 when present, then
key inference.

  



  
    
      
    
    
      signing_pem()


        (optional)


        
          
        

    

  


  

      

          @callback signing_pem() :: String.t()


      


The private signing-key PEM used to sign newly issued tokens.
The key must support one of the asymmetric algorithms accepted by
Attesto.SigningAlg. FAPI server deployments using RSA require a modulus of
at least 2048 bits.

  



  
    
      
    
    
      verification_key_metadata()


        (optional)


        
          
        

    

  


  

      

          @callback verification_key_metadata() :: %{optional(String.t()) => key_metadata()}


      


Optional operator metadata for verification keys, keyed by RFC 7638 kid.
:not_after is either a UTC DateTime or a Unix timestamp. It is operational
metadata: JWT verification continues to use token validity and the published
key set, while rotation_health/2 surfaces expired or soon-to-expire keys.
Keys must be non-empty string kid values that exist in
verification_pems/0; malformed and unknown metadata fails closed.

  



  
    
      
    
    
      verification_pems()



        
          
        

    

  


  

      

          @callback verification_pems() :: [String.t()]


      


The PEMs (private or public) whose public halves are trusted to verify
a presented token. MUST include the public half of whatever
signing_pem/0 currently returns.

  


        

      

      
        Functions


        


    

  
    
      
    
    
      rotation_health(keystore, opts \\ [])



        
          
        

    

  


  

      

          @spec rotation_health(
  module(),
  keyword()
) :: rotation_health()


      


Inspect a keystore's rotation contract.
The current signing key must appear in verification_pems/0; otherwise newly
issued tokens cannot be verified and the result is :invalid. More than one
verification key is reported as an active overlap window. Optional
verification_key_metadata/0 expiry values turn expired and soon-to-expire
keys into explicit health issues. An expired current signing key and metadata
for an unknown key make the result :invalid; expired overlap keys warn.
Options:
	:now - UTC DateTime or Unix timestamp; defaults to the current time.
	:expiry_warning_seconds - warning horizon; defaults to seven days.
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Attesto.Keystore.Static 
    



      
A simple Attesto.Keystore backed by application configuration.
Reads its signing material from the :attesto application environment:
config :attesto, Attesto.Keystore.Static,
  signing_pem: System.fetch_env!("OAUTH_SIGNING_PRIVATE_KEY_PEM"),
  # optional; defaults to [signing_pem] when omitted
  verification_pems: [current_pem, previous_pem],
  # optional; RSA defaults to RS256, EC/OKP infer from curve
  signing_alg: "PS256",
  key_algs: %{current_kid => "PS256", previous_kid => "RS256"}
Only signing_pem is required. When verification_pems is omitted, the
verification set is exactly the signing key, which is the correct
single-key default - and because Attesto derives the public half from
the private key, the signing and verifying keys can never drift.
During a rotation, set verification_pems to both the new and old keys
while signing_pem points at the new one; once no live tokens were
minted under the old key, drop it from the list.
Hosts with their own resolution (a secrets manager, a fail-fast boot
check, an HSM) implement Attesto.Keystore directly instead of using
this module.
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Attesto.Signer behaviour
    



      
Additive signing contract for non-extractable private keys.
A module implementing this behaviour exposes only the public JWK and signs
the already-encoded JWS signing input. The private key may therefore remain
inside an HSM, KMS, enclave, or remote custody service; it never needs to be
returned to Attesto or loaded into BEAM memory.
The signature returned by sign/2 is the JWS signature octet sequence, not
a base64url string. In particular, ECDSA implementations return the fixed
width R || S encoding required by RFC 7518, rather than ASN.1 DER.
Implementations are responsible for the algorithm-specific requirements,
including the required RSA-PSS salt length.
Attesto verifies every returned signature against signing_jwk/0 and the
selected alg before returning a compact JWS. A signer using the wrong
remote key, message/digest mode, signature encoding, or algorithm therefore
fails locally instead of issuing an unusable token.
Existing Attesto.Keystore implementations need no changes. When a module
does not implement this behaviour, Attesto continues to read its
signing_pem/0 and uses the established in-process JOSE path. A
non-extractable implementation supplies signing_jwk/0 and sign/2 while
retaining verification_pems/0 (with public PEMs) for verification and JWKS
publication.
A signer using an algorithm that cannot be inferred from its public key,
such as PS256, also implements the optional Attesto.Keystore.signing_alg/0
callback or publishes an "alg" member in signing_jwk/0.
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    Types
  


    
      
        alg()

      


    


    
      
        signature_error()

      


    





  
    Callbacks
  


    
      
        sign(signing_input, alg)

      


        Sign an encoded JWS signing input with the named JOSE algorithm.



    


    
      
        signing_jwk()

      


        The current signing key's public JWK. Private members are forbidden.
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          @type alg() :: String.t()


      



  



  
    
      
    
    
      signature_error()



        
          
        

    

  


  

      

          @type signature_error() :: term()


      



  


        

      

      
        Callbacks


        


  
    
      
    
    
      sign(signing_input, alg)



        
          
        

    

  


  

      

          @callback sign(signing_input :: binary(), alg()) ::
  {:ok, signature :: binary()} | {:error, signature_error()}


      


Sign an encoded JWS signing input with the named JOSE algorithm.

  



  
    
      
    
    
      signing_jwk()



        
          
        

    

  


  

      

          @callback signing_jwk() :: map() | JOSE.JWK.t()


      


The current signing key's public JWK. Private members are forbidden.
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Attesto.Telemetry 
    



      
:telemetry events Attesto emits for security-relevant refusals.
These events exist for one reason: some refusals are not routine. A
refresh token presented twice outside the safe retry conditions, or a DPoP
proof whose jti has already been seen, is consistent with a stolen
credential. A return value tells
the calling function; it does not tell whoever is on call. Attaching a
handler is how that signal reaches a pager, a SIEM, or an audit log
without a host wrapping every call site.
Ordinary failures are deliberately NOT events. An expired token, an
unknown client, a wrong scope - these happen constantly in healthy
traffic, and emitting them would bury the useful signals below in noise.
Attesto also emits operational events when refresh rotation cannot commit,
recover, or read trustworthy state, and another when refresh introspection
cannot read its backing store reliably. Neither implies theft.
These are indicators, not verdicts
None of them proves theft, and two are cheap for a client to produce
deliberately:
	A client can present its own sender-bound token under a second key as
often as it likes. Verification fails before the proof's jti is
claimed, so the same proof works repeatedly - one token and one proof
can ring sender_constraint_mismatch indefinitely.
	A mid-rotation key or certificate rotation, or a client with a stale
cached key, produces the same mismatch for entirely benign reasons.

So treat them as inputs to a decision rather than the decision:
rate-limit and deduplicate by client_id before alerting, correlate
across events and requests, and page on a pattern rather than on a single
occurrence. refresh_token.reuse_detected is the one worth escalating
fastest, because family revocation is attempted first; inspect the event's
:revocation metadata to determine whether containment succeeded.
Events
Every event carries %{system_time: System.system_time()} as its
measurements and is emitted at the moment the refusal is decided.
[:attesto, :refresh_token, :reuse_detected]
A refresh token was presented after it had already been rotated, outside
the idempotency window or without matching the original client, binding,
and scope (RFC 6749 §10.4, RFC 9700 §4.14). Family revocation is attempted
before this fires. The event is emitted even when that cleanup fails, because
losing the highest-value security signal along with the revocation would
hide both the replay and its incomplete containment.
This is the highest-value event here. Treat it as an alert, not a log
line.
Metadata:
	:family_id - the revoked family, for correlating the sessions this
terminated.
	:client_id - the client the family was issued to, when the token
carried one.
	:subject - the resource owner whose session was revoked.
	:generation - the generation of the presented token.
	:revocation - :succeeded or :failed for the family cleanup attempt.

[:attesto, :refresh_token, :rotation_state_failed]
Attesto could not durably store or safely recover the credential-equivalent
state required for refresh rotation. The rotation is always denied, but the
containment action depends on what happened: a pre-commit protection failure,
exhausted random token collision, or documented :invalid_rotation rollback
leaves the parent untouched and needs no revocation; malformed or unreadable
committed state triggers a family revocation attempt; a sibling-generation
integrity failure is atomically revoked by the store. A callback exception during rotation has ambiguous
commit status, so Attesto attempts revocation before propagating the
original failure. An initial get/1 exception has no trustworthy family
identity and is reported without containment; a malformed record is revoked
only when its presented hash and family ID still bind it to the credential.
This is an operational or configuration fault, not refresh-token reuse.
Metadata:
	:operation - the failed rotation boundary: :lookup,
:rotate_successor, or :recover_successor.
	:reason - a bounded Attesto-defined atom identifying the failed
invariant, including :store_raised, :store_threw, or :store_exited
for a callback contract violation; it never contains the adapter's
return value, exception, or throw/exit value.
	:revocation - :succeeded or :failed for containment, or
:not_attempted when no mutation committed by contract or no
trustworthy family identity was available.
	:family_id, :client_id, :subject, and :generation - the same
correlation fields as the reuse event.

[:attesto, :introspection, :refresh_store_failed]
Refresh-token introspection could not reliably read its configured
Attesto.RefreshStore. The RFC 7662 response remains
%{"active" => false} so the failure cannot become a token-existence
oracle, while this operational event makes the backing-store fault visible
to the host.
Metadata:
	:operation - currently always :get.
	:reason - one of :store_contract_violation, :store_raised,
:store_threw, or :store_exited. It never contains the adapter's
return value, exception, or throw/exit value.

[:attesto, :dpop, :replay_detected]
A DPoP proof carried a jti the replay store had already recorded
(RFC 9449 §11.1) - the proof was captured and replayed, or a client is
reusing identifiers it must not.
Metadata:
	:jti - the replayed identifier, emitted unchanged because it is the
only handle for correlating repeats. Chosen by the CLIENT, so see
"What metadata contains" below before writing it anywhere.

[:attesto, :token, :sender_constraint_mismatch]
A token bound to a sender was presented with the WRONG proof of
possession: a DPoP-bound token under a mismatched key (RFC 9449 §7.1),
or an mTLS-bound token with a mismatched certificate (RFC 8705 §3).
This is the weakest refusal indicator. A token separated from its holder
produces it - but so does a key rotation, a stale cached key, and a
client that simply chooses to send the wrong one, repeatedly and for
free. Correlate before concluding anything; see "indicators, not
verdicts" above.
A missing proof (:dpop_proof_required, :mtls_cert_required) does
not emit. A client that has not implemented DPoP yet produces those
constantly, and they say nothing about where the token is.
Metadata:
	:binding - :dpop or :mtls, the constraint that failed.
	:reason - the specific refusal (:dpop_binding_mismatch or
:mtls_binding_mismatch).
	:client_id - the client_id claim of the presented token, when it
carries one.

What metadata contains, and what it does not
Attesto never copies a credential, or a digest of one, into an event: no
access token, refresh token, authorization code, client secret, assertion,
or DPoP proof appears in metadata, and nothing emitted can be presented to
obtain anything.
It does emit selected FIELDS taken from credentials - jti is read out of
the DPoP proof, client_id out of the presented token's claims - and
those fields carry whatever their author put in them:
	jti is chosen by the client. RFC 9449 constrains it only to be
a unique string; this verifier additionally caps it at 256 bytes. A
client may put anything there, including something that looks like -
or is - one of its own credentials, and it is emitted unchanged so
repeats can be correlated. A handler that writes metadata to a log
is writing a remote party's chosen bytes to that log.
	client_id, subject, and family_id come from the host. They
are whatever the host's own identifiers are. subject in particular
is usually personal data and falls under whatever retention policy
covers your logs.

So treat metadata as untrusted, attacker-influencable input on its way to
wherever the handler sends it: escape it, bound it, and do not
interpolate it into anything that parses. A client that puts its own live
secret in jti will have that secret written wherever the handler writes.
Handlers run synchronously
:telemetry invokes handlers on the calling process, so a handler that
blocks blocks the refusal that produced the event, and there is no timeout.
Hand work to a queue, a task, or a GenServer and return; do not do I/O
inline. A handler that raises or exits is caught and detached by
:telemetry itself and cannot change the outcome - one that hangs can.
Attaching
:telemetry.attach_many(
  "attesto-security",
  [
    [:attesto, :refresh_token, :reuse_detected],
    [:attesto, :refresh_token, :rotation_state_failed],
    [:attesto, :introspection, :refresh_store_failed],
    [:attesto, :dpop, :replay_detected],
    [:attesto, :token, :sender_constraint_mismatch]
  ],
  &MyApp.Security.handle_event/4,
  nil
)
Stability
These names and metadata keys are public API and follow this package's
version policy: keys may be added, but an existing event will not be
renamed or have a documented key removed without a major version.
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        events()

      


        Every event this library emits, for :telemetry.attach_many/4.
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      events()



        
          
        

    

  


  

      

          @spec events() :: [[atom()]]


      


Every event this library emits, for :telemetry.attach_many/4.

  


        

      


  

  
    
    Attesto.ClusterGuard - Attesto v2.0.1
    
    

    


  
  

    
Attesto.ClusterGuard 
    



      
Refuse to start a per-node ETS store on a clustered BEAM.
Attesto's engine is pure and stateless, so it is cluster-safe by
construction. The state (authorization codes, refresh-token families,
seen DPoP jti values, DPoP nonces) lives behind storage behaviours
whose contracts mandate atomic operations; a host implements them over a
shared store (Postgres, Redis) for a multi-node deployment.
The bundled ETS reference implementations are deliberately single-node:
a captured code/token/proof would be replayable once per node if a second
node held its own ETS copy, silently breaking single-use, reuse
detection, and replay rejection. Rather than let that misconfiguration go
unnoticed, every ETS store calls assert_single_node!/2 at boot and
raises if the BEAM is already clustered, unless the operator has
explicitly acknowledged that they have wired a shared store and set the
per-store :multi_node_acknowledged? option.

      


      
        Summary


  
    Functions
  


    
      
        assert_single_node!(module, bool)

      


        Raise if Node.list/0 is non-empty and the operator has not acknowledged
a multi-node deployment.
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      assert_single_node!(module, bool)



        
          
        

    

  


  

      

          @spec assert_single_node!(module(), boolean()) :: :ok


      


Raise if Node.list/0 is non-empty and the operator has not acknowledged
a multi-node deployment.
module names the store for the error message; acknowledged? is the
store's :multi_node_acknowledged? flag.
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Generate and hash the opaque secrets that back stateful grants.
Authorization codes and refresh tokens are high-entropy random strings
handed to a client once. The server never needs the plaintext again, so
it persists only a hash: a leaked code/refresh store then yields no
usable credentials. This module is the single place that generates such
secrets and computes their lookup hash.
	generate/1 returns a fresh base64url-no-pad secret with the given
entropy (default 32 bytes = 256 bits).
	hash/1 returns the SHA-256 base64url-no-pad digest used as the
storage key. Lookups hash the presented secret and compare, so the
store is keyed by hash/1 output, never by plaintext.

Comparisons against a stored value should go through
Attesto.SecureCompare to stay constant-time.

      


      
        Summary


  
    Functions
  


    
      
        generate(bytes \\ 32)

      


        Generate a fresh random secret as a base64url-no-pad string with
bytes of entropy (default 32).



    


    
      
        hash(secret)

      


        The SHA-256 base64url-no-pad hash of secret, used as its storage key.
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      generate(bytes \\ 32)



        
          
        

    

  


  

      

          @spec generate(pos_integer()) :: String.t()


      


Generate a fresh random secret as a base64url-no-pad string with
bytes of entropy (default 32).

  



  
    
      
    
    
      hash(secret)



        
          
        

    

  


  

      

          @spec hash(String.t()) :: String.t()


      


The SHA-256 base64url-no-pad hash of secret, used as its storage key.
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Result-independent comparison of two binaries.
Used wherever an attacker-controlled value is checked against a secret
or a derived digest (a DPoP ath, a PKCE challenge) and a
short-circuiting == would leak information through timing.
"Result-independent" rather than "constant-time": how long equal?/2
takes does not depend on HOW the operands differ - whether the length was
wrong, or a prefix matched - but it does depend on their total size, since
both are hashed. See equal?/2 for what that does and does not withhold.

      


      
        Summary


  
    Functions
  


    
      
        equal?(a, b)

      


        Returns true iff a and b are byte-identical, without the
comparison revealing whether they were the same length.
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          @spec equal?(binary(), binary()) :: boolean()


      


Returns true iff a and b are byte-identical, without the
comparison revealing whether they were the same length.
:crypto.hash_equals/2 requires equal-length inputs, so a length guard
is unavoidable somewhere. Guarding with byte_size(a) == byte_size(b)
before it short-circuits, and the time to answer then separates "wrong
length" from "right length, wrong bytes" - a distinction that tells an
attacker probing a secret when to stop varying length and start varying
content. Hashing both operands to 32 bytes removes it: the comparison is
over equal lengths by construction and takes the same path either way.
What this does not do
It is not constant-time in the total size of its inputs. SHA-256
reads every byte, so a call with two 100 KB operands takes materially
longer than one with two 1-byte operands. What is withheld is the
result-dependent signal - whether a guess was the right length, or
matched to some prefix - not the fact that a large value was compared.
A caller who needs the size itself hidden must pad or cap before calling.
Callers should still validate shape first where they can, and most here
do: Attesto.PKCE.verify/3 gates on Attesto.Thumbprint.valid?/1,
which requires an exact byte size, so its operands are fixed-length
before this is reached. Attesto.DPoP's ath comparison does not - the
presented value is an arbitrary-length claim from the proof - which is
precisely the case that benefits.
The final byte comparison runs only when the digests already match, which
IS a result-dependent branch - an equal pair does that extra work and an
unequal pair does not. It is deliberate and it leaks nothing useful:
reaching it means the caller already supplied the correct value (or a
SHA-256 collision), so the timing difference separates "right" from
"wrong", which the answer itself already reveals. What is withheld is the
distinction among WRONG inputs - the one an attacker probes with.
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Canonical SHA-256 thumbprint shape, shared across the sender-constraint
schemes.
Three different specs converge on the same 32-byte-digest-as-base64url
shape:
	RFC 7638 JWK thumbprints (DPoP cnf.jkt),
	RFC 8705 §3.1 X.509 certificate thumbprints (cnf.x5t#S256), and
	the RFC 7515 §4.1.8 x5t#S256 JOSE header parameter.

In every case the value is
Base.url_encode64(<32-byte SHA-256 digest>, padding: false)
which is exactly 43 characters drawn from the RFC 4648 §5 alphabet
[A-Za-z0-9_-].
Why 43 base64url characters is necessary but not sufficient
The last character of a 43-character base64url-no-pad string encodes
only the final 4 bits of the 256-bit digest, so its low 2 bits are
structurally zero. A 43-character string whose last character carries
non-zero trailing bits is therefore not something
Base.url_encode64/2 could ever have produced. Accepting such a value
as a thumbprint would let a caller embed a cnf binding that no real
key or certificate could ever match - silently turning a
sender-constraint into a no-op. valid?/1 rejects these by decoding
and re-encoding: a value is canonical iff it round-trips to itself and
decodes to exactly 32 bytes.

      


      
        Summary


  
    Functions
  


    
      
        length()

      


        The fixed character length of a well-formed SHA-256 base64url-no-pad
thumbprint. Exposed so documentation / API specs can advertise the
same shape this module enforces.



    


    
      
        of(bytes)

      


        Compute the SHA-256 thumbprint of bytes in the canonical
base64url-no-pad shape this module validates.



    


    
      
        of_jwk(jwk)

      


        Compute an RFC 7638 SHA-256 thumbprint for a JWK.



    


    
      
        valid?(value)

      


        Returns true iff value is the canonical base64url-no-pad encoding
of a 32-byte SHA-256 digest: 43 characters from the base64url
alphabet that decode to exactly 32 bytes and re-encode unchanged.
Anything else - wrong length, illegal characters, non-canonical
trailing bits, or a non-binary - returns false.



    





      


      
        Functions


        


  
    
      
    
    
      length()



        
          
        

    

  


  

      

          @spec length() :: pos_integer()


      


The fixed character length of a well-formed SHA-256 base64url-no-pad
thumbprint. Exposed so documentation / API specs can advertise the
same shape this module enforces.

  



  
    
      
    
    
      of(bytes)



        
          
        

    

  


  

      

          @spec of(binary()) :: String.t()


      


Compute the SHA-256 thumbprint of bytes in the canonical
base64url-no-pad shape this module validates.

  



  
    
      
    
    
      of_jwk(jwk)



        
          
        

    

  


  

      

          @spec of_jwk(JOSE.JWK.t() | map()) :: {:ok, String.t()} | {:error, :malformed_jwk}


      


Compute an RFC 7638 SHA-256 thumbprint for a JWK.
Accepts either a %JOSE.JWK{} or a plain JWK map. JOSE selects the
key-type-specific public members, serializes them canonically, and hashes
that representation. Private and optional metadata therefore do not affect
the result.
Returns {:error, :malformed_jwk} when the input cannot be parsed or
canonicalized as a JWK.

  



  
    
      
    
    
      valid?(value)



        
          
        

    

  


  

      

          @spec valid?(term()) :: boolean()


      


Returns true iff value is the canonical base64url-no-pad encoding
of a 32-byte SHA-256 digest: 43 characters from the base64url
alphabet that decode to exactly 32 bytes and re-encode unchanged.
Anything else - wrong length, illegal characters, non-canonical
trailing bits, or a non-binary - returns false.

  


        

      


  

  
    
    Attesto.Test.DPoP - Attesto v2.0.1
    
    

    


  
  

    
Attesto.Test.DPoP 
    



      
DPoP test fixtures for host application suites.
A host that protects routes with Attesto's DPoP verification
(Attesto.DPoP.verify_proof/2 composed with Attesto.Token.verify/3)
needs, in its own tests, the client half of the RFC 9449 exchange: a
DPoP-sender-constrained access token, the matching proof JWT, and the
deliberately-broken proofs that must be rejected. Hand-rolling those in
every consumer re-implements JWS signing and the cnf.jkt / ath
derivations the library already owns, and drifts from the verifier the
moment a rule changes.
This module ships under lib/ (like AttestoMCP.Test.DPoPReplay) so a
consumer can call it from its test/ tree without depending on
Attesto's own test support. It builds everything through the same
primitives the production code uses - Attesto.Token.mint/3,
Attesto.DPoP.compute_jkt/1, Attesto.DPoP.compute_ath/1, and
JOSE.JWS - so a fixture is correct by construction against the
verifier and stays in step with it.
Proof key
Every function takes the client's DPoP key as a %JOSE.JWK{} (generate
one with generate_key/1, or supply your own EC/RSA/OKP key). The proof
embeds only the key's public half in its protected header, as
RFC 9449 §4.2 requires; Attesto.DPoP.verify_proof/2 rejects any header
carrying private-key material.
Example
jwk = Attesto.Test.DPoP.generate_key()

{token, _resp} =
  Attesto.Test.DPoP.mint_access_token(config, %{
    kind: "client",
    sub: "oc_acme",
    scopes: ["read"],
    claims: %{"client_id" => "acme"}
  }, jwk)

proof =
  Attesto.Test.DPoP.proof(jwk, "GET", "https://api.example/thing",
    access_token: token
  )

{:ok, %{jkt: jkt}} =
  Attesto.DPoP.verify_proof(proof,
    http_method: "GET",
    http_uri: "https://api.example/thing",
    access_token: token
  )

{:ok, _claims} = Attesto.Token.verify(config, token, dpop_jkt: jkt)

      


      
        Summary


  
    Types
  


    
      
        flaw()

      


        A deliberate defect to bake into a proof so a negative test can assert
the verifier rejects it



    





  
    Functions
  


    
      
        generate_key(spec \\ {:ec, "P-256"})

      


        Generate a fresh DPoP proof key.



    


    
      
        invalid_proof(jwk, flaw, htm, htu, opts \\ [])

      


        Build a DPoP proof carrying a single deliberate defect, for negative
tests that assert Attesto.DPoP.verify_proof/2 rejects it.



    


    
      
        mint_access_token(config, principal, jwk, opts \\ [])

      


        Mint a DPoP-sender-constrained access token bound to jwk.



    


    
      
        proof(jwk, htm, htu, opts \\ [])

      


        Build a valid DPoP proof JWT signed with jwk for (htm, htu).



    





      


      
        Types


        


  
    
      
    
    
      flaw()



        
          
        

    

  


  

      

          @type flaw() :: :wrong_htm | :wrong_htu | :missing_ath | :expired


      


A deliberate defect to bake into a proof so a negative test can assert
the verifier rejects it:
	:wrong_htm - sign a method the request will not carry.
	:wrong_htu - sign a target URI the request will not carry.
	:missing_ath - omit ath even though an access token is presented.
	:expired - backdate iat past the acceptance window.


  


        

      

      
        Functions


        


    

  
    
      
    
    
      generate_key(spec \\ {:ec, "P-256"})



        
          
        

    

  


  

      

          @spec generate_key(term()) :: JOSE.JWK.t()


      


Generate a fresh DPoP proof key.
Defaults to an EC P-256 key (ES256), the smallest of the algorithms
Attesto.DPoP accepts. Pass a JOSE.JWK.generate_key/1 spec to choose
another, e.g. generate_key({:rsa, 2048}).

  



    

  
    
      
    
    
      invalid_proof(jwk, flaw, htm, htu, opts \\ [])



        
          
        

    

  


  

      

          @spec invalid_proof(JOSE.JWK.t(), flaw(), String.t(), String.t(), keyword()) ::
  String.t()


      


Build a DPoP proof carrying a single deliberate defect, for negative
tests that assert Attesto.DPoP.verify_proof/2 rejects it.
flaw is one of the flaw/0 values. htm/htu are the values the
request will actually carry; the defect is applied relative to them
(e.g. :wrong_htu signs a different URI than htu). opts is the same
as proof/4; for :missing_ath, pass :access_token (the proof omits
ath despite the token being presented, which the verifier rejects with
:missing_ath).

  



    

  
    
      
    
    
      mint_access_token(config, principal, jwk, opts \\ [])



        
          
        

    

  


  

      

          @spec mint_access_token(
  Attesto.Config.t(),
  Attesto.Token.principal(),
  JOSE.JWK.t(),
  Attesto.Token.mint_opts()
) :: {String.t(), Attesto.Token.token_response()}


      


Mint a DPoP-sender-constrained access token bound to jwk.
Computes the RFC 7638 thumbprint of jwk's public half and mints a
token through Attesto.Token.mint/3 with that thumbprint as the
cnf.jkt binding (RFC 9449 §6 / RFC 7800). principal and opts are
passed through to mint/3 unchanged (except :dpop_jkt, which this
function supplies), so the caller controls subject, scope, audience,
lifetime, and clock exactly as with a direct mint.
Returns {access_token, token_response} where token_response is the
full Attesto.Token.mint/3 map (token_type is "DPoP"). Raises if
mint/3 returns an error, since a fixture that fails to mint is a test
bug, not a condition under test.

  



    

  
    
      
    
    
      proof(jwk, htm, htu, opts \\ [])



        
          
        

    

  


  

      

          @spec proof(JOSE.JWK.t(), String.t(), String.t(), keyword()) :: String.t()


      


Build a valid DPoP proof JWT signed with jwk for (htm, htu).
The proof carries the protected header %{"typ" => "dpop+jwt", "alg" => ..., "jwk" => <public jwk>} and the payload %{"htm" => htm, "htu" => htu, "iat" => now, "jti" => <random>} (RFC 9449 §4.2). The signing
alg defaults to the legacy identifier derived from the key via
Attesto.SigningAlg, and only the key's public half is embedded, so the
result verifies under Attesto.DPoP.verify_proof/2.
Options:
	:access_token - when given, the proof carries ath
(base64url(SHA-256(access_token)), RFC 9449 §4.3) so it verifies
against the bound token on a protected-resource request. Omit it for
a token-endpoint proof, where no access token exists yet.
	:nonce - a server-issued DPoP nonce to carry in the nonce claim
(RFC 9449 §8).
	:now - DateTime or unix-seconds clock used for iat. Defaults
to DateTime.utc_now/0.
	:jti - override the random replay identifier (e.g. to drive a
replay test that presents the same jti twice).
	:alg - override the inferred identifier with any key-compatible
algorithm accepted by Attesto.DPoP.allowed_algs/0, including RFC 9864
Ed25519 or Ed448 when the configured JOSE backend supports it.
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Server-side DPoP verification harness for host application test suites.
Where Attesto.Test.DPoP builds the client half of an RFC 9449 exchange -
a sender-constrained access token, the matching proof, and deliberately
broken proofs - this module exercises the server half from a plain request
description (method, URL, headers) and returns a test-friendly result.
It does NOT reimplement RFC 9449. It is a thin adapter that delegates every
security decision to Attesto's production verifiers:
	the DPoP proof is checked by Attesto.DPoP.verify_proof/2;
	when token verification is requested, the access token is checked by
Attesto.Token.verify/3, including the RFC 7800 cnf.jkt sender
constraint that binds the token to the proof key.

Because it calls the same functions the resource server runs in production, a
passing assertion here means the proof or token would pass the real resource
server, and it tracks the verifier automatically when a rule changes.
It depends on neither Plug, Phoenix, nor any HTTP client: a request is an
ordinary keyword list and a failure is an ordinary map, so it runs from any
ExUnit suite. The failure map mirrors the wire response a DPoP-aware resource
server owes the client (RFC 6750 §3.1 / RFC 9449 §7.1, §8) - the HTTP status,
the WWW-Authenticate challenge, and an optional DPoP-Nonce - so a test can
assert on the protocol-visible challenge without standing up a connection.
Request options
	:method (or :http_method) - the HTTP method, e.g. "GET". Required.
	:url (or :http_uri) - the request target URI, scheme and host
included; query/fragment are normalized away by the verifier. Required.
	:headers - a list of {name, value} pairs or a map; names are matched
case-insensitively. The authorization and dpop headers are read.
	:access_token - the access token the proof's ath must bind to and the
token to verify. Defaults to the token carried in the Authorization
header. Omit it (and the header) for a proof-only / token-endpoint proof,
where no access token exists yet and ath is not constrained.
	:verify_token - when true, the access token is verified with
Attesto.Token.verify/3 and :config is required. Default false.
	:config - an Attesto.Config or a zero-arity function returning one.
Required when :verify_token is true.
	:replay_check - the RFC 9449 §11.1 (jti, ttl) -> :ok | {:error, :replay} callback, forwarded to Attesto.DPoP.verify_proof/2.

	:nonce_check - the RFC 9449 §8 (nonce | nil) -> :ok | {:error, :use_dpop_nonce} callback, forwarded to Attesto.DPoP.verify_proof/2.

	:nonce_issue - a zero-arity function returning a fresh nonce. When a
use_dpop_nonce challenge is produced, its value is placed on the
challenge's DPoP-Nonce header (mirroring a resource server's reply).
	:now - clock override (DateTime or unix seconds), forwarded to both
verifiers.
	:max_age_seconds - proof acceptance window, forwarded to the proof
verifier.
	:expected_typ, :mtls_cert_thumbprint - forwarded to
Attesto.Token.verify/3 when token verification runs.

Result
	{:ok, verified} where verified is a map with :scheme
(:dpop | :bearer), :jkt (the verified proof thumbprint, or nil),
:proof (the Attesto.DPoP.verify_proof/2 result, or nil), and
:claims (the verified token claims, or nil when token verification was
not requested).
	{:error, challenge} where challenge is a map with :status,
:error (the OAuth error code string), :error_reason (the underlying
verifier atom), :error_description, :scheme, :www_authenticate (the
challenge string), :dpop_nonce (or nil), and :headers (a list of
{name, value} pairs including WWW-Authenticate).

Example
jwk = Attesto.Test.DPoP.generate_key()

{token, _resp} =
  Attesto.Test.DPoP.mint_access_token(config, %{
    kind: "client",
    sub: "oc_acme",
    scopes: ["read"],
    claims: %{"client_id" => "acme"}
  }, jwk)

url = "https://api.example.test/resource"
proof = Attesto.Test.DPoP.proof(jwk, "GET", url, access_token: token)

{:ok, verified} =
  Attesto.Test.DPoPVerifier.verify_request(
    config: config,
    method: "GET",
    url: url,
    headers: [
      {"authorization", "DPoP " <> token},
      {"dpop", proof}
    ],
    verify_token: true
  )

verified.claims["sub"]
# => "oc_acme"

      


      
        Summary


  
    Types
  


    
      
        challenge()

      


    


    
      
        scheme()

      


    


    
      
        verified()

      


    





  
    Functions
  


    
      
        verify_request(opts)

      


        Verify a protected-resource (or token-endpoint) request described by opts.



    





      


      
        Types


        


  
    
      
    
    
      challenge()



        
          
        

    

  


  

      

          @type challenge() :: %{
  status: pos_integer(),
  scheme: scheme(),
  error: String.t(),
  error_reason: atom(),
  error_description: String.t() | nil,
  www_authenticate: String.t(),
  dpop_nonce: String.t() | nil,
  headers: [{String.t(), String.t()}]
}


      



  



  
    
      
    
    
      scheme()



        
          
        

    

  


  

      

          @type scheme() :: :bearer | :dpop


      



  



  
    
      
    
    
      verified()



        
          
        

    

  


  

      

          @type verified() :: %{
  scheme: scheme(),
  jkt: String.t() | nil,
  proof: Attesto.DPoP.verified_proof() | nil,
  claims: Attesto.Token.claims() | nil
}


      



  


        

      

      
        Functions


        


  
    
      
    
    
      verify_request(opts)



        
          
        

    

  


  

      

          @spec verify_request(keyword()) :: {:ok, verified()} | {:error, challenge()}


      


Verify a protected-resource (or token-endpoint) request described by opts.
See the module documentation for the accepted options and the shape of the
{:ok, verified} / {:error, challenge} result. Raises ArgumentError when
:method/:url are missing, or when :verify_token is true without a
:config.
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